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Safety agreement

Safety location

By default, device should be placed in certain location that is safe, stable and reliable; all
physical operators should be authorized; the operation CLI scripts should be properly kept,
updated and reviewed.

Safety channel

Hirschmann IT devices support multiple managing methods, including Telnet, SSH, HTTP,
HTTPS and so forth. All un-encrypted management protocols are not recommended. We highly
recommend that our user only use SSH and HTTPs as the way to operate the devices, in order to
ensure all management traffic is encrypted.

Safety storage

The login credentials, device configuration and status data should be kept in an appropriate
place and be updated regularly and this information can only be accessed and managed by
authorized people.
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About This Document

This document describes the functions and features of RAVEN 5000 firewalls, and provides
guidance on how to configure and use the firewalls. This document is divided into 11 parts.

Part 1 Manage ment Method

Part 1 includes chapter 1 and describes how to manage RAVEN 5000 firewalls using a web
browser.

Part 2 System Information

Part 2 includes chapters 2 to 11 and describes how to use the functions of RAVEN 5000
firewalls, such as system status monitoring, historical statistics, and traffic monitoring.

Part 3 Network Configuration

Part 31 includes chapters 12 to 31 and describes how to configure the network-related
functions of RAVEN 5000 firewalls. It describes virtual local area network (VLAN), link
aggregation, IP address, static route, policy-based routing (PBR), dynamic routing, static
Address Resolution Protocol (ARP), network address translation (NAT), protocol manage ment,
and network debugging.

Part 4 Security Features

Part 4 includes chapters 32 to 52 and describes how to configure the security-related policies
of RAVEN 5000 firewalls, including the security policy, anti-ARP and anti-denial of service (DoS)
policy, traffic control policy, application policy, and session control policy.

Part 5 Template and Object

Part 5 includes chapters 53 to 62. Templates and objects are used to simplify firewall
configuration. After an object is created, it can be used by multiple functions. Part 5 describes
address object, time object, service object, Internet service provider (ISP) address object, and
health check module.

Part 6 System Manage ment

Part 31 includes chapters 63 to 71 and describes how to configure the security-related system
features of RAVENS5000 firewalls. It describes basic firewall configuration, time configuration,
configuration file management, operating system upgrade management, administrators,
license authorization, high reliability, Virtual Router Redundancy Protocol (VRRP), log
management, and Simple Network Management Protocol (SNMP).
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1 Web-based Management

14

1.1 Overview

You can configure and manage RAVEN 5000 firewalls using a PC's web browser
over HTTP or HTTPS. Before performing web-based management, configure
RAVEN 5000 firewalls to enable HTTP or HTTPS management from a specified
interface.

The recommended browsers include Internet Explorer 10.0 or later, Mozilla 50.0
or later, and Chrome 54.0. The optimal resolution is 1600x900.

1.2 Toolbar

Change Password

save configuration

1.2.1 Saving Configuration

Click Save to save configuration changes permanently. By default, configuration
changes are not saved permanently. If you do not click the Save button after
you change configurations, the firewall will lose its last configurations upon the
next startup.

1.2.2 Changing Password

Click the Change Password button to change your password on a new page.
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Configure
User Name
Old Passworg | seeesees
MNew Passward

Confirm the new password

e [T
Parameter description:
User name: Enter your administrator name.
Old password: Enter your old administrator password.

New password: Enter a new password.

Confirm new password: Enter the new password again.

1.2.3 Logout

Click the Logout button to log out. The Login page appears.

1.3 Web-based Management

The web-based management page consists of the top level-1 menus, toolbar,
left level-2 and level 3 menus, level-4 menus, and main content area.

Except the Home menu, each level-1 menu contains one or more submenus

and may have level-4 submenus at most.

For example, after you click level-1 menu Policy, its level-2 submenus are
displayed on the left, including Firewall, Se curity, Application control, Traffic
control, Session control, and Web authentication. By default, the first level-2
menu Firewall expands with its first level-3 submenu Policy selected. If a
level-3 menu (for example, Security > ARP protection) has level-4 submenus,
the level-4 submenus are displayed as tabs above the main content area on the
right. The first level-4 submenu Configuration is selected and its content is
displayed in the main content area.
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Policy > Secuity Protection > ARP Protection : Configure

TN | A Table || IP-MAG Binding | Active Protecton Li
o s = RP Table | [P-MAC Binding || Actve Profection List

Security Protection ANEARE Spocing

O Protection Policy Enable (] (itis recommended to bind IP and MAC to achieve better protection before using the anti-ARP atiack function

O Attack Defense Active Protection

O Virus protection Time Interval (1-10)Seconds
O Intrusion Protection

Disable ARP Leaming
O Web Protection

Anti-ARP Flood

O Threatinteliigence
O Dos Protection i
ARP Attack Identification o —

© ARP Protection Threshold

O Biackist Attack Host Suppression -
Duration eSS
@ Appiication Control

jon Control

Q@ v

ntication

Q@ sacurity Linkage ¢

1.3.1 Menu

The menus provide the main configuration options of RAVEN 5000 firewalls.

Home: Shows the common service information trend charts, current system
running status, high-level log information, system information, and main function
configuration overview.

vCenter: Short for visual center, which shows the network usage trends of the
system and functions, and the detected attack events flagged as threats.

Monitor: Monitors the firewall's running status, traffic, real-time session status,
and historical trend in a comprehensive manner. The monitored items include
the system, interfaces, threats, users, applications, URLs, and sessions.

Network: Provides network configuration, including interfaces, security zones,
ARP, Dynamic Host Configuration Protocol (DHCP), routing, NAT, virtual private
networks (VPNs), system parameters, domain name server (DNS) proxy, DNS
service, and network debugging.

Policy: Provides policy configuration, including firewalls, security, application
control, traffic control, session control, and web authentication.

Object: Provides general system configuration items which can be referenced
by other modules, including object management, health check, and certificates
issued by certificate agencies (CAs).

Log: Shows function logs and provides log configuration, including system logs,
audit logs, security logs, VPN logs, and log management.

System: Provides system configuration, including settings, administrators,
version management, license management, high availability, VRRP, and SNMP.
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1.3.2 List

Many management configuration pages are in the form of lists, such as the
administrator list, interface list, and firewall policy list. The following figure
shows a list of RAVEN 5000 firewalls.

| iPva [NV
nterface | All + | Destination Address service| Al ~ |Name

move
reset statistical times

insert

s b "Ki_ delete
»
Next | Last

Alist shows the information about each entry. Typically, the right-most column of
a list contains the icons and buttons used to perform operations such as reset
statistical times, move, insert, and delete. Click the name or ID column to edit
the entry. Such columns are typically in blue. For example, the # column is the
ID column.

Click New above the list to add an entry. The New and Edit pages are basically
the same.

1.3.3 Icon

The icons on web pages help you with configuration and management. When
the cursor hovers over an icon, a message appears to display the meaning of
the icon. The common icons are listed as follows:

Icon Name Description

Expand Expands the current entry.

Move Moves the current entry to a specified position.

Insert Inserts a new entry in front of the current entry.

Rename | Renames the current entry.

B |~ |l & =

% | Delete Deletes an entry.

1.4 Default Configurations

RAVEN 5000 firewalls provide default configurations to allow you to manage and
configure the firewalls using a web browser without performing additional
configuration.

17
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1.4.1 Management Interface Default Configurations

The default address of the management (MGT) interface is 192.168.1.250/24.
You can perform ping and HT TPS-based operations through this interface. Note:
For a firewall without the management interface, the default address is
configured for the first service interface, which is ge0/0 typically.

1.4.2 Default Administrator

The default administrator is admin, and the password is Raven.private. This
account allows you to log in to the firewall from any address and implement all
the functions of the firewall.

The default auditor is audit, and the password is Raven.audit. This account
allows you to audit the log system.

The default user administrator is useradmin, and the password is
Raven.public. This account allows you to configure system administrators.
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2 Home Page

2.1

Home Page

Web Ul

After you log in to a firewall from a web browser, the home page appears by
default to display the firewall's overall running status at the current moment,
including the top 10 user traffic ranking, top 10 application traffic ranking, uplink
and downlink traffic trend, network connections trend, high-level logs, physical
interface information table, basic firewall information, and common configuration
overview.

:
The and icons in the upper-right

corner of each pane are used to refresh and show/hide the pane.

You can check the interface information, version, CPU usage, and memory
usage on the home page to determine whether the firewall is properly
loaded.

1. Check that the interface information is consistent with the number and types
of physical interfaces. If not, check the serial number or hardware.

2. Check that the version is consistent with the released version or the provided
interim version. If not, check the upgrade package.

3. Check that the CPU usage and memory usage are displayed properly.

4. Check that the hardware information is correct. If N/A is displayed, no disks
are configured for the firewall. If disks are configured but not properly loaded,
contact the manufacturer.
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211 Top 10 User Traffic Ranking

8w UserTrafficRankingTop 10 | Total Traffic ' Uplink Traffic  Downlink Traffic Latest 1 hour =

Q

293 Kbps

1.95 Kbps

A = Ao, il . i o S
L

0 bps

12:40 12:50 13:00 1310 13:20 1330

W 192.168.10.239 192.168.10.238 172.16.1.108 M 172.16.1.150
MWi7216.1.128 M 172.6.1.163 WM 172.16.1.175 172.16.1.126
Wi72.16.1.158 WM 172.16.1.39

This pane shows the statistics on changes in the traffic rates of the top 10 users
(IP addresses) ranked by fraffic within a specified time range.

By default, the statistical period is the past 1 hour, and users are ranked by total
traffic.

Users can also be ranked by uplink and downlink traffic.

Other statistical periods include past 1 day, past 7 days, and past 30 days.

21.2 Top 10 Application Traffic Ranking

|a Application Traffic Ranking Top 10 Total Traffic | Uplink Traffic  Downlink Traffic Latest 1 hour - < -

3.91 Kbps
2.93 Kbps
1.95 Kbps

1000 bps

0 bps

12:40 12:50 13:00 13:10 13:20 13:30

M udp tcp

This pane shows the statistics on changes in the traffic rates of the top 10
applications ranked by traffic within a specified time range.

By default, the statistical period is the past 1 hour, and applications are ranked
by total traffic.

Applications can also be ranked by uplink and downlink traffic.
Other statistical periods include past 1 day, past 7 days, and past 30 days.
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2.1.3 Threat Statistics

Ll Threat Statistics Threat Level | Threat Type Latest 1 hour =
75
1
50 I
1
25
| | | 1 i H
ORI TR BRI A TRII
0 |i|||i:|| HIHITHE i||.|.|| I 1SR Illillgl;.lI
14:20 14:30 14:40 14:50 15:00 15:10
M ow Il Medium High Il Major

This pane shows the statistics on changes in the threat severity and threat type
within a specified time range.

By default, the statistical period is the past 1 hour.
Other statistical periods include past 1 day, past 7 days, and past 30 days.

214 Top 10 Accessed URL Ranking

|ha URL Access Ranking Top10 URL | URLCategory Latest 1 hour«
400
200
1 " 2 irg 2 Ee . £ B
0 -i-= om0l Soinn 1308 8 A8 00w 2o ® EE e R fm e RS e ROD R B e
12:50 13:00 13:10 13:20 13:30 13:40
M jira venuseye tech ic.wps.cn 192.168.32.252 121.51.86.133
M helpdubaclient ksmobile.com Bl rg.wh.cmcm.com Il www.qg.com 192.168.11.144

M 192.168.1.46 M getsogou.com

This pane shows the statistics on changes in access traffic, which are sorted by
URL or URL category.

By default, the statistical period is the past 1 hour.

Other statistical periods include past 1 day, past 7 days, and past 30 days.
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2.1.5 Firewall Traffic

| Device Traffic Latest 1 hour =

190.73 Mbps

95.37 Mbps |
— | |
2019-01-09 13:26:08 J
e i S in: 1.36 Mbps e
0 bps

out:

12:50 13:00 13:30 13:40

M in out

This pane shows the statistics on changes in the incoming and outgoing traffic
rates of the firewall within a specified time range.

By default, the statistical period is the past 1 hour.

Other statistical periods include past 1 day, past 7 days, and past 30 days.

216 Connections

e Mumberof Connections Latest 1 hour =

=

onnections

ancurrent

13:00 1315 13:30 13:45

Concurrent Connections MNew Connection

This pane shows the statistics on changes in the average numbers of
concurrent connections and new connections within a specified time range.

By default, the statistical period is the past 1 hour.

Other statistical periods include past 1 day, past 7 days, and past 30 days.
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2.1.7 High-level Logs

= High-levelLog Details —
Time Type Level Information
Interface
2019-01-09 13:21:48 _Duplicate INTI e ’
) 3 o [ Waming | Content="Duplicate INTERFACE vian14 IP address 1..
i Interface
190109 13212 - i 4 A 4
2019-01-09 13.21:25 \nformation m Content="Duplicate INTERFACE vlani4 IP address
Interface
5046-01-09 132111 ent="] C: [ vian1 ddress 1
2019-01-08 1321 nformation  ACM Content="Duplicate INTERFACE vian14 IP address
Interface
20190109 132101 L en BEMNR  Content="Dupiicate INTERFACE viani4 IP address 1..
= Interface
2019-01-09 13:2 —s0yuplic. , A A "
20190100 132088 | - e Content="Duplicate INTERFACE vlan14 IP address
- Interface
—— ent="Duplicate IN CE vian1 dress 1
AR R ki SRR \\/aming Content="Duplicate INTERFACE vian14 IP address
o Interface =
2018-01-09 13:20:57 : ‘Waming Content="Duplicate INTERFACE vlan14 IP address 1..
Information
P i Interface =
20190109 132057 TR Content="Duplicate INTERFACE vian14 IP address 1..
e Interface
2019-01-09 13:20: ent="Duplicate INT 14 1P address 1
EI I IR E i SR /aming Conlent="Duplicate INTERFACE vian14 IP address
o Interface
2019-01-09 13:20:55 ent="Duplicate viani4 IP address 1..
) 1132055 | L on [ Waming | Content="Duplicate INTERFACE vian14 IP address

You can view the latest high-level logs.
The home page lists the high-level logs of all types.

Click Details to go to the Log menu, which shows the details about logs of all
types.

2.1.8 Physical Interface Information

= PhysiaalInterface Information = = -
Traffic Rate Packet Rate
Total
Number
Total of
Status Name Receive Transmit Traffic Receive Transmit Packets
. - e . 333.16 = =
® ge0/0(geD0) 3529 Kbps 297.88 Kbps kbps 51 pps 26 pps 77 pps
® ge0/1(geli) 0 bps 0 bps 0 bps 0 pps 0 pps Opps
® ge0/2(ge0i2) 96 bps 0 bps 96 bps 0 pps 0 pps 0 pps
L] ge0/3(geli3) 5.81 Kbps Obps 5.81Kbps 11 pps 0 pps 11 pps
® gel/d(gel/d) 1.88 Kbps Obps 1.88 Kbps 3 pps 0 pps 3pps
® ged/5(geDis) 1.88 Kbps Obps 1.88 Kbps 3pps 0 pps 3pps

Showing 1 to 6 of & entries Previgus - Next

You can view the real-time information and historical trend of the firewall's
physical interfaces. By default, the real-time information is displayed.

list/chart JE—HE™Y
Click the Table and Chart buttons in the upper-right

corner to change the display form, as shown in the following figure.

Then the physical interface information table changes to a line chart.
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= PhysicalInterface Information Total Traffic | Transmit Traffic Receive Traffic Latest i b

585.94 Kbps
390.63 Kbps
195.31 Kbps
Obps  Ser—
13:00 1310 13:20 13:30 13:40 1350
I g=0/0(ge0 /) ge0/3(geld/3) ge0/4(ge0/4) ge0/5(ge0/5) M ge0/2(ged/2)

M g=0/1(ge0/1)
This pane shows the statistics on changes in the traffic rates of physical
interfaces within a specified time range.

By default, the statistical period is the past 1 hour, and physical interfaces are
ranked by total traffic.

Physical interfaces can also be ranked by sent and received traffic.

Other statistical periods include past 1 day, past 7 days, and past 30 days.

2.1.9 System Information

= System Information

1000010020000016 11307637
fware Version V26
V0206R0300B20181225

2018-05-04 Event Quantity: 4 476

439

Validity Period : Permanent

You can view the basic firewall information.

Host name: Configured by the administrator to distinguish firewalls.
Serial number: Default and unique identifier of a firewall.

Software version: Version of the system software running on the firewall.
Release: Code used for the after-sales service.

Intrusion prevention feature database version: Last update time of the
intrusion prevention feature database and the number of features in the
database.

Antivirus database version: Last update time of the antivirus database and the
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number of features in the database.

Application category feature database version: Last update time of the
application category feature database and the number of features in the
database.

URL category feature database version: Last update time of the URL
category feature database and the number of features in the database.

System time: Current system time.

System runtime: Duration for which the system has been running since last
startup.

HA status: HA status of the firewall, including the standalone state, active state,
standby state, active A state, and active N state.

CPU usage: Usage of processing resources by the firewall.
Memory usage: Usage of memory resources by the firewall.
Disk information: Disk capacity of the firewall.

Basic authorization: Basic authorization period of the firewall.
Changing the Host Name

Change the host name to distinguish firewalls.

Choose Home > System information, and click '+ next to Host name.

Configure
Current Host Name

Define Host Mame

[l el

Current host name: Current host name of the firewall.
Define host name: New host name of the firewall.

Enter a new host name in Define host name, and click Submit.
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21.10 Common Configuration Overview

= Cemmon Configuration Overview

AT:12 Destination NAT:88 Cross-protocol NAT:1

You can view the basic configurations of common functions, including:

Physical interface, VLAN, link aggregation, security zone, static route, PBR,
NAT, firewall policy, anti-attack policy, application control policy, web control
policy, traffic control policy, session control policy, web authentication policy, and
HA.

Click the numbers next to a configuration item to go to the corresponding
configuration page.
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3 vCenter

3.1 Overview

vCenter allows you to monitor a firewall's traffic and captured threats. You can
set the monitoring period to past 1 hour, past 1 day, past 7 days, and past 30

days.
3.2 Traffic
Procedure:
Choose vCenter > Traffic to display the traffic statistics during the past 1 hour,
past 1 day, past 7 days, and past 30 days.
The statistical items include the firewall traffic, connections, top 10 physical
interfaces ranked by traffic, top 10 users ranked by traffic, top 10 application
categories ranked by traffic, top 10 applications ranked by traffic, top 10 URL
categories ranked by access volume, and top 10 URLs ranked by access
volume.
Statistics on the firewall traffic and connections:
s Device Traffic - 8a Numberof Connections o
238.42 Mbps 500/s
0bps 1 ! &) o T
i it Con it Connection: New Connection
Top 10 physical interfaces ranked by traffic:
ma Ranking of physical interface traffic Top 10 Total Traffic | Transmit Traffic Receive Traffic Lol € -
SsmeTHR xgel [T(xgel /1 ( 21 EPR G R
xgel [O(xgel /0 130.71 CB
47684 Mbps mgi(mgt) | 141 MB
0e0/0(ged/0) 173.64 KB
0e0/3(ge0/3) OB
e 13:20 1330 13:40 1350 14:.00 1410 920/ 4{geD/4 (D. 0iE
ae0/1(ge0/1 (IP. 0B
B xgel/1(xgel/1 ( Untrust)) xgel /0(xgel /0 { trust)) matlmgt) 9e0/0(ge0/0)
W ge0/3(ge0/3) M ge0/4(ge0/4 (DMZ)) [l ge0/1(ge0/1 (IPV6 )] ge0/2(ge0/2) 0e0/2(ge0/2) OB
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Top 10 users ranked by traffic:

laa UserTrafiicRankingTop 10 [ Tolal Traffic | Uplink Traffc  Downlink Traffic e = -
143.05 Mops
10465 GG 5 69 GB
211.8173.98 43368
95.37 Mbps 118230128183 3.67 GB

118230128146 p—2.46 GB
104475 NN 1.75 GB
1011260  m—1.67 GB
1044203 [N 1.66 GB

47.68 Mops

0bps = = =

1320 1330 13:40 1350 1400 1410 — TR
MW10465 211.81.173.96 118.230.128.183 MM 118.230.128.146 MM104475 ZILELIZ271: ) A1 GE
Mic01.1260 1044208 1011024 E21181.172.71 E10.2.2130 1022130 | 139 GB

Top 10 application categories ranked by traffic:

e Application Category TraficRanking Top 10 [ Total Traffe | Uplin Trafic Downiink Traffc s -
351.47 Mops
p2p-softuare 21.3G8
network-protocol 14.19 GB
19073 Mbps file-transfer N 9.43 GB
others NN 9.41 GB
websites NN 7.86 GB
ois proxy-softvare [ 5.14 GB
13:20 1330 13:40 1350 14:00 1410 cotnesapdae sarca
B streaming-media Dp2p-software network-protocol [0 file-wansfer MMl others M websites Instanrmessagiio :2.5/GR
M proxy-software i pd; m gi | k il netnork-tools i 1.82 GB
Top 10 applications ranked by traffic:
18 Application Traffic Ranking Top 10 Total Trafc| Uplink Traffc | Downiink Traffc s -
s s/ NG
http-file-download 845 CGB
19073 Mops] download 764 CB
upload GG 6.8 CB
95.37 Mbps. microsoft-resource  EEG_— 6 47 CB
qgmusic G 5 6 GB
Obps e e e uitrasurf I 513 GB
1320 13:30 13:40 1350 1400 WG by
sl http-file-download download [l upload [l microsoft-resource Ml ggmusic udp N 422 GB
B uhvasurf O encent-video-windows Bl udp biloili 3.7 GB
Top 10 URL categories ranked by access volume:
& URL Acaess Category Top 10 [w]e o -
7,500
other
internet-portal 2479 KB
5,000 net-resources 21.88 K8
| || | | | | | | | | || | software-downioad [ 20.08 KB
= et .
.Il ” “ 1 | TR !E!,!, Linilg search-engine N 14.21 KB
o iil Priabid [ERERH IERRERE] sociality | 3.32 KB
1320 1330 13490 1350 1200 St et el
M other internet-portal net-resources W software-download Ml download shopping | 1.97 KB
M scarch-engine I sociality emterainment Il shopping Il it-information it-information | 689 8
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Top 10 URLs ranked by access volume:

M URLAccessTop 10 | @

3,000

| !
oo L0y b T 1] dintnliy

I jvgl ncist.edu.cn btrace qq.com 180.163.21.92 d1.360safe.com Ml shortweixin.qq.com
I md.openapi.360.cn Il get sogou.com p.alogo.cn Ml msg.ayner M kns.enkinet

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

Click Export this page to PDF to export the content of the entire page to a PDF
file. The file contains all the statistics displayed on the page. If a statistical item
is hidden on the page, it is also hidden in the file.

3.3 Threat

Procedure:

Choose vCenter > Threat to display the threat statistics during the past 1 hour,
past 1 day, past 7 days, and past 30 days.

The statistical items include the threat severity, threat type, threat map, top 10
threat events, top 10 threat source hosts, and top 10 threat-targeted hosts. The
last two statistical items can be displayed in the forms of a table and a bar

graph.
Threat statistics sorted by severity:
Latest 1 hour Latest 1 day Latest 7 days Latest 30 days Current Statistics Content : Latest 1 hour
lma ThreatLevel
| Major | 29
0 High 2
2 R | ' | || H Medium N 2 1O
B cacl coaplogeie o B et lib L el b LT Il L]
M ow B Medium High Il Major
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Threat statistics sorted by type:

18 Rankingof Threat Types & -

100
Scanning G 224
Dos Frotection 128
o CGlAccess %
SuspiciousBehavior 70
1 | | Web Protection N 61
. ol L AR TTH A Vulnerabilties 38
13:20 1330 1340 13:50 1400 1410 DOS W23
M Scanning Dos Protection CGlAccess SuspiciousBehavior [l Web Protection Fackdoor "
M Vuinerabiliies [l D.0.5 Backdoor [l DatebaseAttack Ml CGlattack M BufferOverflow DatebaseAttack I 11
M SQUinjection cClmmack g 7
Threat map and top 10 threat events:
@ ThreatMap Source Host | Destination Host China Map | Worid Map < - Ll Ranking of Threat Events Top 10 c =
ICMP_Cybercop_Scanning 222
Dos Attack 128
HTTP_robots.ixt_Access 86
HTTP.response_segmentati 70

XSS Attack I 48
HTTP_GNU_Bash_Remote_A... [N 24
UDP_NTP_moniist_function_. [ 23

SQL Injection 13

HTTP_BackdoorTrojan_webs... [ 12

UDP_M5-5QL_ping_Operation | 11

Top 10 threat source hosts displayed in the forms of a table and a bar graph:

8 Rankingof Threat Source Hosts Top 10 z - Ll Rankingof Threat Source Hosts Top 10 e
P Country/Region Number of Attacks 1013242 120
20 61.186.185.180 63
China & 216.244.66.240 34
United States 4
104731 16
6
e e 11823012590 N 14
Hong Kong 2 1193235135 g 12
2 1013243 12
United Kingdom 9 132.232.181.225 9
& & 2115116833 W6
China ]

120928924 mE 8

Top 10 threat-targeted hosts displayed in the forms of a table and a bar graph:

B8 Ranking of Threat Destination Hosts Top 10 z - L Ranking of Threat Destination Hosts Top 10 z -
CountryRegion Number of Altacks 123.151.43.46 120

China 120 219.148.158.244 104
china i 140249 5.49 74
China 74

3611021349 74
China 74
= = s —
o o 220181.112.248 68
China 62 3611023437 | 2

34 10015 I 34

China 2 219.148.158.247 29
China

3611016543 11

8
1921661255 W8

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

Click Export this page to PDF to export the content of the entire page to a PDF
file. The file contains all the statistics displayed on the page. If a statistical item
is hidden on the page, it is also hidden in the file.
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4 System Monitoring

4.1 Overview

The system monitoring function allows you to monitor a firewall's traffic rate,
concurrent connections, new connections, CPU usage, and memory usage.
Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

4.2 System Monitoring

Procedure:

4.21 Choose Monitor > System to display the statistics on the firewall's traffic
rate, connections, CPU usage, and memory usage during the past 1 hour, past 1 day,
past 7 days, and past 30 days.

Latestfhour | Latesttday Latest7days Latest30days ~ CurrentStatistics Content: Latest1 hour
Imw Traffic [ > s Numberof Connections. {5 o
476.84 Mbps £ 0 1000
z
o M = =S
0bps H 0 os
1330 1545 14:00 1415 . 1330 1345 14:00 1215
M in out Concurrent Connections New Connection
e CPU z - e Memory z -
100% 100%
50% O ————————— ) 50%
2019-01-09 13:52:32
CPU: 9%
I
P e s s o
1330 13:40 1350 14:00 1410 14:20 13:30 13:40 1350 14:00 1410 14:20

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.
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S Interface Monitoring

32

5.1 Overview

The interface monitoring function allows you to monitor and collect statistics on
the interface traffic changes of a firewall. Interfaces are classified into physical
interfaces, VLAN interfaces, and link aggregation interfaces. You can view the
traffic changes sorted by interface type during different historical periods, and
view the real-time traffic rates of interfaces on the Interface details page.

5.2 Interface Overview

Procedure:

1. Choose Monitor > Interface > Overview to display the traffic statistics on
the top 10 interfaces ranked by total traffic during a statistical period. The
line chart shows the changes in the interface traffic rate during the
statistical period, whereas the bar graph shows the ranking of interfaces by
total traffic during the statistical period. You can view the statistics sorted
by total traffic, sent traffic, and received traffic, respectively.

2. Display the statistics on the top 10 physical interfaces ranked by traffic.

Total Traffic | Transmit Traffic Receive Trafic

xgel/T(xgel/1 (... EEEEEEE———ISCIEIEE
xgel/0(xge /0 135:81GB
476.584 Mops mgtiman | 1.48 MB

0e0/0(ge0/0) | 190.43 KB

0:0/3(0e0/3) | 0B
0bps

0/4(ge0/4 (D.. |0
13:30 13:40 1350 14:00 140 14:20 AR os

ge0/1(ged/1 (IP. 0B
I xge /1(xgel /1 ( Untrust ) ) xgel /O(xge1 /0 ( trust) ) mat(ma) =0/0(ged /0)

I ge0/3(ge0/3) ge0/4(ge0/4 (DMZ)) Ml ge0/1(ge0/1 (IPvG )) ge0/2(ge0/2) ge0/2(ge0/2) | OB
Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

Click Total traffic, Sent traffic, and Received traffic to display statistics in
different traffic directions.
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3. Display the statistics on the top 10 link aggregation interfaces ranked by
traffic.

I Aggregated Link TrafficRanking Top 10 | Total Traffic | Transmit Traffic Receive Traffic

1.46 Kbps
1000 bps

500 bps tib(tvic) ST R

0bps
1330 13:40 13350 14:00 1470 14:20

I i6 (1vi6)

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

Click Total traffic, Sent traffic, and Received traffic to display statistics in
different traffic directions.

5.3 Interface Details

Procedure:

1. Choose Monitor > Interface > Interface details to display the traffic
statistics on physical interfaces, VLAN interfaces, and link aggregation
interfaces in real time or during the past 1 hour, past 1 day, past 7 days,
and past 30 days.

2. Display the real-time traffic rates of interfaces.

Realime | Latestihour | Latestiday Latest7days Latest3Ddays Physical Port | VLAN | Aggregated Link =~ Current Statistics Content: Latest 1 hour Physical Po
al Data Packet

Status Name Transmit Receive ofal Traffic a Receive tal Number of Packets
° mat(mat) 864 KB 156 MB 1.56 MB 150 10,159 10,309
° 756 KB 87.27 KB 9483 KB 2 2443 25
[ ] 08 0B 0B 0

[ ] 0B 0 0B

[ ] 0B 0B 0B

° 0B 0B

® 0.14 GB 08 GB 44,9
° GB B 81,676,948
Snowing 1 0 8 of 8 entr vious - Next

Click Physical interface, VLAN, and Link aggregation to display the real-time
traffic rate by interface type.

3. Display the historical interface traffic.
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Traflic Data Packet

Status Name Transmit Receive Total Traffic Transmit Receive Total Number of Packets
° matmat) 864 KB 156 MB 156 MB 150 10,159 10,309
® ge 7.56 KB 18727 KB 194.83 KB 121 2443 2,564
[} ge 08 08 0B 0 0 0
® ge 2 08 08 0B 0 0 0
[} ge0/3(gen3 08 08 0B 0 0 0
[} geDidigelid (DMZ) 08 08 0B 0 0 0
® Xge1/0(xge1/0 ( trust) ) 118.94GB 2014GB 139.08 GB 105,584,139 73,560,857 179,144,996
° xge 1A (xge1  Untrust ) 19.9168 19.3GB 139.21 GB 72,872,258 108,804,690 181,676,948

Showing 1 to & of 8 entries Previous Next

|aw Physical Interface Trafic = Application I Application Trafic
Traffic Trend
476.84 Mbps.
e W
0 bps
13:30 13:35 1340 13:45 13:50 13:55 14:00 14:05 1410 14:15 14:20 14:25

M Receive Transmit

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

Click Physical interface, VLAN, and Link aggregation to change the interface
type.
Click a specific interface to display its traffic rate curve and application traffic

statistics during a statistical period.

4. After you click an interface, the page shows the distribution of application
traffic over the interface.
Application traffic list:

law Physical Inferface Trafic  iSApplicaton L& Application Trafic
Name Category Risk Level Popularity Transmit Total Traffic
hitp-file-download ok 1058GB
ssi (2] it 979GB
download (2] ik 89368
upload (2] HhRE
mictosoftresource o o )
ultrasurt proxy-software (1] * 556 GB
qqmusic streaming-media b 53768
udp network-protocol (2] ok 38168
network-video/audio streaming-media (2] e 434GB
iaivi streaming-media ik 37668
Showing 1 to 10 of 100 entries Previous 2345 10| Next
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Top 10 application traffic ranking shown in a line chart and a bar graph:

&a Physical Interface Trafic 1= Application 8w Application Trafic

Application TrafficRanking Top 10 [ Total Traffic | Transmit Receive

286.1 Mbps
190.73 Mbps
95.37 Mbps
Obps
1530 15:40 1350 14:00 1410 1420
I htso-file-download ssl download M microsoft-resource M ultrasurf
M qamusic udp Ml network-video/audio
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http-file-downioad
ssl

download

upload
microsoft-resaurce
ultrasurf

qamusic

udp

network-video /audio

iaiyi

] 017.75CE]

10:19:GB;

927 GB

——— 7.83 CB
I 708 GB
5 7] GE
I 5 47 G

539GB
I 45 GB
I ¢ 26 GB
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0 Threat Monitoring

6.1 Overview

The threat monitoring function allows you to monitor threats. You can monitor
threats during the past 1 hour, past 1 day, past 7 days, and past 30 days, and
analyze the severity, types, events, and geographic distribution of attacks in a
comprehensive manner. You can also determine threat sources by analyzing
the provided chart, table, and distribution diagram.

6.2 Threat Overview

Procedure:

1. Choose Monitor > Threat > Overview to display the threat statistics, threat
map, top 10 threat-related hosts, and top 10 threats during the past 1 hour,
past 1 day, past 7 days, and past 30 days. The statistical items include the
threat severity, threat type, threat event, and threat distribution, which is
shown on a map of China or a map of the world.

2. Display the threat statistics sorted by severity.

[ Threat Statistics Threat Level | Threat Type

| I,
0 1 =z 0y 1 I.. IIlII'l I' I-I -I-IIIII IIIII I i . |

13:40 13:50 14:00 14:10 14:20 14:30

Low [l Medium High [l Major
Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
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monitoring period.

3. Display the threat statistics sorted by type.

|l Threat Statistics Threat Level | Threat Type

150
100 | |
50 | | ”hl | | |
| .
W] === [ : X - = _..=_-__ H I! I sl .lI!
13:40 13:50 14:00 14:10 14:20 14:30
I Web Protection Scanning Vulnerabilities CGlAccess
M Dos Protection M SuspiciousBehavier [l D.OS Backdeoor

I CClanack I DatebaseAttack Wl SQUnjection I BufferOverflow

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

Click Threat severity and Threat type to display different statistics.

4. Display the top 10 threat-related hosts in the form of a table.

liil Threaten Host Top10 Source Host | Destination Host B | [l
IP Country/City MNumber of Attacks
China 1,000
140

United States

iong Kong

United Kingdom 9

China

China

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

Click Source host and Target host to display the statistics on attacking hosts
and attacked hosts.

Click the Table and Chart buttons to display statistics in the form of a table or a
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chart.

5. Display the top 10 threat-related hosts in the form of a bar graph.

|l Threaten Host Topl0 Source Host | Destination Host| B | [l

IP Co MNumber of Attacks
0.0 736
: China 403

China 101
China 93
China 893
China 93
China a7
China 59
China 10
China 0

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

Click Source host and Target host to display the statistics on attacking hosts
and attacked hosts.

Click the Table and Chart buttons to display statistics in the form of a table or a
chart.

6. Display the distribution of threat-targeted hosts on a map of China.

¥ ThreatMap Source Host | Destination Host China Map | World Mag~

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the

monitoring period.
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Click Source host and Target host to display the statistics on attacking hosts
and attacked hosts.

Click China and World to display the distribution of attacks on a map of China
or a map of the world.

7. Display the distribution of threat-targeted hosts on a map of the world.

@ ThreatMap Source Host | Destination Host| | China Map | World Mag> -

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

Click Source host and Target host to display the statistics on attacking hosts
and attacked hosts.

Click China and World to display the distribution of attacks on a map of China
or a map of the world.

8. Display the top 10 threat types.

Ll ThreatTopl® | Threat Type | Threat Event =

Web Protection | 6 5 01

Scanning 401
Vulnerabilities 151
Dos Protection 148

CClAccess N 135
SuspiciousBehavior NG 117
DOS W27
Backdoor 24
CClAttack B 14

DatebaseAttack JJ 13
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Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

Click Threat type and Threat event to display different statistics.
9. Display the top 10 threat events.

ll ThreatTop10  ThreatType | Threat Event|

SQL Injection | 51O

XS5 Attack 286
ICMP_Cybercop_Scanning 282
HTTP_Acunetix_WV5_Vulner... 147

DoS Atack [ 121
HTTP_response_segmentati... N 57

HTTF_Java_Access_Web_Ap... | 54

HTTP_robots txt_Access 78
HTTP_fetc/passwd_Access [ 51

HTTP_Sensitive_file_and_dir... |l 34

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

Click Threat type and Threat event to display different statistics.

6.3 Threat Details

Procedure:

1. Choose Monitor > Threat > Threat details.

2. Display the threat details.

Latest 1 hour Latest 1 day Latest 7 days Latest 30 days Source IP Address of Threat Destination IP Address of Threat = Threat Type Threat Level Current Statistics

Content: Latest 1 hour Source IP Address of Threat

P Country/City Major High Medium Low
61.186.185.180 China 56 118 34 1
1013242 Local IP 0 13 o o
216.244.66.240 United States 0 0 0 18
119.3.235.135 Hong Kong 5 4 3 0
104731 Local IP 0 0 o 1]
10.1.3.243 Local IP 0 o a o
132.232.181.225 United Kingdom 0 9 0 0
10.1.13.101 Local IP 0 H 0 0
211.81.168.33 China 0 8 a a
120928924 China 0 4 4 o
Showing 110 10 of 100 entries Frevious 2 (3|48 10 Next

The preceding figure shows statistics on the IP addresses flagged as threats,
including their geographic locations and threat severities.
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Latest 1 hour
Content: Latest 1 da

Name
BufferCverflow
CGlAccess

SuspiciousBehavior
Vulnerabilities
DOs

CGlAttack

Showing 1 to 10 of 12 entries

Latest 1 hour
Content : Latest 1 da

Level
Major
High
Medium

Low

Showing 110 4 of 4 entries

Web Ul

Latest 1 day

Latest 1 day

Latest 7 days Latest 30 days Source IP Address of Threat Destination IP Address of Threat | Threat Type Threat Level Current Statistics

Threat Type

Major High Medium Low
0 25,330 0 0
8 o HE 4
0 262 1,851 0
a 508 0 o
0 317 ) 0
a 270 0 0
0 3% 52 0
3% 506 0 0
o 441 ) o
0 0 336 0

The preceding figure shows the statistics sorted by threat type, including the
severity distribution under each threat type.

Latest 7 days Latest 30 days Source IP Address of Threat Destination IP Address of Threat Threat Type Threat Level Current Statistics

Threat Level

Total Number
336
30,693

&

2180

Previous - Next

The preceding figure shows the statistics sorted by threat severity,
total threats of each severity.

3.

including the

Click a statistical item to display the related threat events.
Threat event details:

= Threat Event

Destination IP

Name Level Count

Vulnerability High
High
High
High
High
High
High
High

TCP_IIS6.0_)

ttionVlnerability

High
High

Previous - 2

preceding statistics show the following details about each threat event: type,

Showing 1 to 10 0f 3,566 entries (filtered from 7,408 total entries First

Next | Last

The

severity, source IP address, target IP address, detected time, times of detecting
the same event.

The data of threat events is stored in a disk, and the stored data
volume depends on the disk capacity. If many threats have been
detected, the earliest data is deleted and cannot be queried.

YiN

Notice
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[ User Monitoring

42

7.1 Overview

The user monitoring function allows you to monitor users' traffic and sessions.
You can view the top 10 users ranked by total traffic, uplink traffic, downlink
traffic, and concurrent connections during the past 1 hour, past 1 day, past 7
days, and past 30 days. On the User details page, you can view the details
about the top 100 IP addresses ranked by traffic.

7.2 User Overview

Procedure:

1. Choose Monitor > User > Overview to display the top 10 IP addresses
ranked by traffic passing the firewall during the past 1 hour, past 1 day,
past 7 days, and past 30 days. The line chart shows the rate of the total
traffic, sent traffic, or received traffic of the top 10 IP addresses. The bar
graph ranks IP addresses by total traffic, sent traffic, or received traffic.

2. Display the top 10 users ranked by traffic.

Latest hour | Latestiday Latest7days Latest30days  Current Statistics Content: Latest 1 hour

18 UserTrafiicRankingTop 10 | Total Traffic | Uplink Traffic Downlink Traffic
143.05 Mbps
211.81.173.96 N IGAIGE]
10465 451G
95.37 Mbps 211.81.169.20 4ce

/I\ -
A — 104475 3.05 GB
- d ™
47.68 Mbps ~ e o 118230.128.153 N 2 54 GB

211.81171.116 D 244 GB

118.230.128.146 N 2.06 GB

211.81171.51 1.91 GB

Obps [I— = =
15550 1400 1410 1420 1430 1240

M 211.81.173.96 10.4.6.5 211.81.169.20 104.475 [M118.230.128.183 1024208, G GH
W211.81.171.116  E118.230.128.146 2118117151 EM1044.208 EM10.1.14132 10114137  p— .63 GB

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

Click Total traffic, Uplink traffic, and Downlink traffic to display statistics in
different traffic directions.

3. Display the top 10 users ranked by concurrent connections.
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@ User Concurrent Cannections Ranking Top 10 s -

1043188 G ¢ S 8
10.1.14.132 426
10.4.475 374
211.81.168.20 352
115.250.125.183 GG 310
10465 N 298

21181171201 270
13550 14:00 1490 1420 14:30 14:40 1010521 248

M 10.43.188 10.1.14.132 10.4.4.75 211.81.169.20 M 118.230.128.183 2ELI7LIG  E— 239
W10465 M211.81.171.201 10.1.15.21 EE211.81.171.116 M 211.81.168.241 21151168241 N 208

Click Past 1 hour, Past 1 day, Past 7 days, and Past 30 days to change the
monitoring period.

7.3 User Details

Procedure:

1. Choose Monitor > User > User details to display the real-time traffic rates
of user IP addresses and the details about the top 10 IP addresses ranked
by total traffic during the past 1 hour, past 1 day, past 7 days, and past 30
days.

Real-ime Latest1 hour | Latest1day Latest 7 days Latest 30 days Current Statistics Content : Latest 1 hour

Downlink Concurrent

P User Name Type Uplink Traffic Traffic Total Traffic Connections
10465 10465 Anonymity User 69001 MB 37968 447 GB 300
2118117396 211.81.173.96 Anonymity User 106.72 MB 424GB 4.35GB 147
211.81.169.20 211.81.169.20 Anonymity User 195.81 MB 40168 426GB 357
104475 104475 Anonymity User 15065 MB 3GB 315G8 374
21181171116 211.81.171.116 Anonymity User 15359 MB 23468 249GB 236
118.230.128.183 118.230.126.183 Anonymity User 208GB 40796 MB 24868 318
2118117151 2 51 Anonymity User 68.03 MB 2.04GB 21168 175
118.230.128.146 118230128 146 Anonymity User 733.36 MB 128GB 1.99GB 41
1044208 1044208 Anonymity User 104GB 89078 MB 191GB 118
10.1.14.132 10.1.14.132 Anonymity User 25883 MB 154GB 179GB 407
Showing 1 to 10 of 100 entries Previous 2 3 4 5 10 Next

Click Real-time, Past 1 hour, Past 1 day, Past 7 days, and Past 30 days
to change the monitoring period.
2. Click a user in the traffic ranklist to display the distribution of the user's

traffic among all the applications.

Application traffic list:

=Application e Application Traffic e Number of Appication Concurrent Connections

Risk
Name Category Level Papularity Uplink Traffic Downlink Trafie Total Trafic Concurrent Connections
bilibil} streaming-media 2] e 1524 MB 201GB 203GB 6
douyu streaming-media ik 267 MB 45852 MB 46119 MB
network-video/audio streaming-media 2] o 989 MB 37523 M8 38511 MB 2
microsoft-resource others (7} ik 434MB 17124 MB 175.58 MB 1
aq instant-messaging L 151.89 MB 19.39 MB 17128 MB 7
ssl network-protocol (2] ik 477 MB 1047 MB 109.47 MB 48
hitp-file-download fleransfer ek 742 M8 8871 MB 96.12 MB 3
163-music streaming-media e i 222 M8 87.88MB 90.09 MB 2
alipay electronic-commerce o ik 243MB 83.44MB 8588 MB 5
windows-update online-update ik 605.18 KB 5201 MB 526MB 1
Showing 110 10 of 72 entries Previous - 2|3 |45 8 | Next
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Line chart and bar graph showing application traffic:

=Application e Application Traffic | las Number of Application Concurrent Connections

& Application TrafficRankingTop 20 | Total Traffic | Uplink Trafic Downlink Traffic

28561 Mbps
bilibili - I 203 GB
douyu 461.19 MB

19.07 Mbps network-video/audio 385.11 MB.

micrasoft-resource g 175 58 MB

G W 17128 MB
M ssi 8 109.47 MB

9.54 Mbps

b \ e hup-file-downioad  § 96.12 MB
1350 14:00 1410 14:20 14:30 163-music |§ 90.09 MB
M bilibili douyu k-video/audio [l microsoft e MBlaqa M ARp2Yl iz A3:ME

M http-file -download 163-music Il alipay Il windows-update windows-update | 52.6 MB

Line chart and bar graph showing application-initiated concurrent connections:

=Application e Application Traffic e Number of Application Concurrent Connections

I8 Concurrent Connections of Applications Ranking Top 10

750
hup N S 8
ssl 48
500 wp 43
udp 42
250 dns N 18

baidu-pass N 12

o qa-mobile W 11
13550 14:00 14:10 14:20 14:30 14:40 I n
M hep sst tp MHudp Mldns Ml baidu-pass [l qq-mobile microsoft-reseurce tencent-resource I 9
I tencent-resource Ml htto-picture http-picture N &
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3 Application Monitoring

8.1 Overview

The application monitoring function allows you to monitor and collect statistics
on the application traffic passing a firewall. You can view the top 10 applications
ranked by total traffic, uplink traffic, downlink traffic, and concumrent connections
during the past 1 hour, past 1 day, past 7 days, and past 30 days. You can also
view the details about the top 100 applications ranked by traffic.

8.2 Application Monitoring Overview

Procedure:

1. Choose Monitor > Application > Overview to display the statistics on
traffic and concurrent connections sorted by traffic and traffic category
during the past 1 hour, past 1 day, past 7 days, and past 30 days. The line
chart shows the rates of total traffic, sent traffic, and received traffic of

applications, whereas the bar graph ranks applications by total traffic, sent
traffic, and received traffic.
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| Latestihour | Latestiday = Latest7days Latest30days  CurrentStafistics Content: Latest 1 hour

Iaa Application TrafficRanking Top 10 Total Trafic | Uplink Trafic Downlink Traffic e =
286.1 Mbps
download | EEEEEINGIGE]
hitp-file-dounload 11266/GB
150:73 b ssl 11:02/GB:
microsoft-resource I 7 29 GB
95.37 Mbps upload N 6 47 GB

uitrasur! .11 G8

e e A W o — 5 87 GE

1350 1400 14110 1420 1430 14:40 - & G
M download hetp-file—download ssl [ microsoft-resource [l upload [ witrasurf network-video/audio NN 4.8 GB
iyi udp [ nework-video/audio Il hup-picture hitp-piciure NN 4.01 GB
I8 Concurrent Connections of Applications Ranking Top 10 z -
20,000
hup N G012
wp 2,409
udp 2,308

1go00 dns  pE— 1,646
. =2 ST ss N 1624
baidu-pass N 1.129
wechat NN 728

kugou 604
M e p udp Mdns Mssi B baidu-pass [ wechat kugou Il ag a9 N 538
I uitrasurf ultrasurf [ 527
laa Application Category TrafficRanking Top 10 | Total Traffic | Uplink Trafie  Downlink Trafic s -
572.2 Mbps
streaming-media G GIPEIGE]
p2p-sofware 2528 GB
38147 Mops network-protocol 17.11 GB
file-transfer NN 14.28 CB
190.73 Mops others I 11.31 GB

websites NN 11.28 GB

0 bps e . 549 GB
1330 14:00 1400 1420 1430 14:40 proxy-software 6.12C8
B steaming-media Dp2p-software nework-protocol [ file-transfer M others [ websites Tstani-messeaing . W 417 GB:
line-upd proxy-sofware Ml I neswork-tool networctools | 2.79 GB
I Concurrent Connections of Application Categories Ranking Top 10 o -
30,000
network-protocol - IEEG— 7608
websites 4,431
20,000 others 2,016
instant-messaging [ 1,939

10,000 streaming-media [ 1,896
= pip-sofware g 945

., —————————— ————— proxy-software [l 552
13350 1400 1410 1420 14330 14:40 office-software { 455
B network-protocol websites others I instant-messaging M streaming-media online-update | 419

M p2p-sofiware M proxy-software office-software [l online-upd; I online-shoppi ppi W 393

8.3 Application Statistics Details

Procedure:

1. Choose Monitor > Application > Application details to display the
statistics sorted by application and application category during the past 1
hour, past 1 day, past 7 days, and past 30 days, and the real-time statistics
on traffic and concurrent connections. A maximum of 100 records can be
displayed.
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Realime | Latestihour | Lalestiday Latest7days Latest30days | Application | Application Category — CurrentStatistics Content: Latest 1 hour Application

Risk

Name Category Level Popularity Uplink Traffic Downlink Traffic Total Traffic Concurrent Connections
download p2p-software o wkik 53576 MB 1289GB 134168 167
ssl network-protacol e ke 43867 MB 1GB 114368 1,652
hitp-file-download file-transfer i 23828 MB 11.12GB 1136 GB 136
microsoft-resource others o i 17163 MB 693GB 7168 218
upload p2p-software e s 604 GB 22243MB 6.26 GB 13
ultrasurf proxy-software o * 17704 MB 603GB 621GB 544
igiyi streaming-media ik 759.86 MB 535GB 6.09GB 343
udp network-protocol a Lid 163GB 3eicB 5.44 GB 2336
etwork- streaming-med| a Lid 106.91 MB 427GB 290
http-picture websites 2] Wk 14643 MB 3.94GB 489
Showing 110 10 of 100 entries Previous 4 5 10 Next

= User I User Trafic I8 Number of User Concurrent Connections

Downlink Concurrent

User Name/IP User Name Type Uplink Traffic Traffic Total Traffic Connections
211.81.160.20 Anonymity User 140MB 31568 32968 15
211.81.471.116 Anonymity User 111.32M8 256 GB 267GB 9
104475 Anonymity User 67.23MB 153GB 159GB 4
17332 Anonymity User 4769 MB 11268 11768 5
2118117151 Anonymity User 2365MB 101309 MB 10168 3
10.1.12.101 Anonymity User 92MB 617.08 MB 62628 MB 33
10.1.1571 Anonymity User 67.7MB 52547 MB 58317 MB 10
10411192 Anonymity User 437MB 30273 MB 307.1MB 3
10.4.4208 1044208 Anonymity User 12.36 MB 2745 MB 28687 MB 2
118.230.128.183 118.230.128.183 Anonymity User 3.26 MB 27358 MB 276.84 MB ]
Showing 1 1o 10 0f 43 entries Previous 2|3 | 4|5 | Net

2. Select Application or Application category to display the statistics sorted
by application or application category.

3. Select Past 1 hour, Past 1 day, Past 7 days, or Past 30 days to display
the statistics collected during the corresponding period.

4. Click an application in the application or application category ranklist to
display the distribution of the application's traffic among all the user IP
addresses.

User traffic list:

ser i UserTrafic  la Number of User Concurrent Connections

Downlink Concurrent

User Name/lP User Name Type Uplink Traffic Traffic Total Trafic Connections
211.81.168.20 211.81.169.20 Anonymity User 171.01 MB 385GB 40268 15
211.81.471.116 211.81.471.116 Anonymity User 129.38 MB 297GB 3168 a
104475 104475 Anonymity User 7399 MB 16868 17668 4
211.81.17151 2118147151 Anonymity User 3005 MB 12568 12868 4
2118117333 Anonymity User 477 MB 11268 11768 8
Anonymity User 6577 MB 52006 MB 585.83 MB ]
011340 1 Anonymity User 8.44 MB 523.19 M8 53163 MB 34
10.4.11.192 10411192 Anonymity User 5.19 MB 34577 MB 350.96 MB 3
118230.128.183 118.230.128.183 Anonymity User 293MB 24338 MB 24631 M8 4
10.13.94 101384 Anonymity User 224MB 207 MB 20024 MB 0
Showing 1 to 10 of 40 entries Previous 23 4 Nex

Line chart and bar graph showing user traffic:
= User e User Trafic laa Number of User Concurrent Connections

|8 UserTraffic Ranking Top 10 Total Traffic | Uplink Traffic = Downlink Traffic

22 2114116520 IZIGR
211.81.171.116 3.1GB
104475 1.76 CB
47.68 Mbps 211811751 1.28CB

2118117333 | 1.17 GB
1010571 g 585.83 MB

el \

0bps = 10113101 [N 531.63 MB
14:00 1410 14:20 14:30 14:40 14:50 10411192 350,96 MB

I 211.81.169.20 211.81.171.116 10.4.4.75 2118117151 M 211.81.173.33 HIE240108.183 o230 21 MK

MW10.1.1571 10113100 10.4.11.192 MM 118.230.128.183 M 10.1.3.94 101394 W 209.24 MB

Line chart and bar graph showing user-initiated concurrent connections:
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£ User Ima User Traffic law Number of User Cancurrent Connections

18 UserConcurrent Connections Ranking Top 10

300
10113101 I 4
10411192 33
200 211.81.169.20 15

118.230.125.202 uN—— 12
101394 10
1011571 — 10

21181171116 - O

14:00 14:10 14:20 14:30 14:40 14:50 2118117333 8
M i0.1.13.001 10.4.11.192 211.81.169.20 [ 118.230.128.202 M 10.1.3.94 BILETA7LS LA
MW10..571 E211.81.171.016 211.81.173.33 W 211.81.171.51 B 11£.230.128.183 118.230.126.183 4

4. Click an application category in the application category ranklist to display
the distribution of traffic and concurrent connections among all the user IP
addresses and applications under that category.

User traffic list:

I=User  lmUserTrafic  la NumberofUser Concurrent Connections = Application  laa Application Trafic  law Number of Application Concurrent Connections

Downlink Concurrent

User Name/IP User Name Type Uplink Traffie Traffic Total Traffic [f  Connections
10.1.14.132 10.1.14.132 Anonymity User 246 58 MB 20168 225G8 155
10465 10.465 Anenymity User 16.86 MB 18468 186GB 15
1041521 1011521 Anonymity User 19.64 MB 894.85 M8 914.49 M8 30
118.230.128.136 118.230.128.136 Anonymity User 16.12 M8 774.16 M8 79028 M8 5
101423 101123 Anenymity User 12.97 MB 726,86 MB 73083 MB 16
211.81.166.138 21181.166.138 Anonymity User 17.04 MB 718.54 M8 735.59 M8 2
104390 104390 Anenymily User 12.89 M8 507.78 M8 52067 M8 23
1011151 1011151 Anenymily User 4407 M8 47203 MB 516.1 MB 37
10.1.15.55 10.1.1555 Anonymity User 32.96 M8 45165 MB 49161 M8 58
10.17.163 10.17.163 Anenymily User 1195 M8 367.83 M8 48733 M8 41
Showing 1 to 10 of 100 entries Previous - 3 |3|4|s 10 Next

Line chart and bar graph showing user traffic:

I=User  laUserTrafic | la« Numberof User ConcurrentConnections  i=Application  law Application Trafic s« Number of Application Concurrent Connections

W UserTrafficRankingTop 10 | Total Traffc | Uplink Traffie Downlink Trafic

D732 Mo 10114132
0 SIGE]
10465 1.86 GB
38.15 Mbps 1011521 914.45 M8

118.230.128.136 NN 790.28 MB
100125 NN 739.83 MB
21131166135 | 735.59 MB

19.07 Mbps

b 104390 NN 520.67 MB
1410 14:20 14:30 14:40 14350 15:00 10.1.1.151 516.1 MB

MWi101.14.132 10465 1011521 118230128136 M101123 1011555 N 491.61 MB

M 211.81.166.138 M 10.4.3.90 10.1.1.151 WM 10.1.15.55 EN10.1.7.163 10.1.7.163 NN 487 33 M8

Line chart and bar graph showing user-initiated concurrent connections:

B User 4 User Traffic I Number of User Concurrent C: = Applicat [ Application Trafic s Number of Application Concurrent Connections

8 User Concurrent Connections Ranking Top 10

1,000
10112157 I, 2 44
750 10114132 155
1022137 146
500 21181171201
I 2
1011555 58
250 I
10117.27 . 43
o 21181168241 [ 41
14:10 1420 1430 14:40 14:50 15:00 O TeS "
M 10.1.12.157 10.1.14.132 10.221.37 M211.81.171.201 M10.0.1555 W10.1.7.27 2118117151 N 39
W 211.81.168.241 10.1.7.163 M 2118117151 E101.1.51 1011151 37

Application traffic list:
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EUser I8 User Traffic I Number of User Concurrent Connections = Application & Application Traffic
Name Risk Leve! Popularity Uplink Traffic Downlink Traffic Total Traffic 17
igiyi ik 794 57 MB 542GB 62GB
network-videoiaudio e e 1.7 MB 46GB 47168
tencentvideo-windows Ak 0587 MB 405 GB 4.15GB
ggmusic ik 5256 MB 287GB 293GB
amemy a L1 68.17 MB 254CB 26CB
youku-android a sk 5333MB 241GB 246GB
http-fiash a i 5219 MB 209 GB 2.14GB
bilibili e ok 34 25MB 179GB 182GB
163-music 6 ik 53.03MmB 1768 1.76 GB
kuaishou ik 3308MB 116GB 119GB

Showing 110 10 of 73 entries

Previous n 2
Line chart and bar graph showing application traffic:

= User l4a User Trafiic l&w Number of User Concurrent C: = Applical Trafic

18w Applicati

s Application Traffic Ranking Top 10

| Total Traffic | Uplink Trafic  Downlink Traffic

143.05 Mops
iqiyi
network-video/audio
SR tencent-video-wi..
qamusic
47.68 Mbps SR,
youku-android
0bps http-flash
14:10 14:20 14:30 14:40 14:50 15:00 bilibili
M iqivi k-video/audi tencent-video-wind W qqmusic Il amemv lasomiae
M vouku-android Il http-flash bilibili M 163-music Ml kuaishou kuaishou

l4a Number of Application Concurrent Connections

Concurrent Connections

3 4 1 g

lba Number of Application Concurrent Connections

R 6321GE]
4.71 GB
415G

I 2.3 GB
I 2 6 GB
I 2 46 GB
I 214 CE

1,82 GB
I 75 GB
19 GB

Line chart and bar graph showing application-initiated concurrent

connections:

User e User Traffic l4a Number of User Concurrent C:

pplicat |t Application Traffic

s Concurrent Connections of Applications Ranking Top 10

5,000
kugou
inyi
2,000 network-video /audio
ppstream
1,000 http-flash

tencent-video-wi.

) e e e

amemy

1410 14:20 1430 14:40 14:50 15:00 ke
M kugou iqiyi nework-video/audio Il ppstream Il hep-flash Ml tencent-video-windows yuulb=
W amemy 163-music [l youtube [l kuaishou kuaishou

5.

e Number of Application Concurrent Connections

I 230
160
|___REL]
. 108

67
M58
w49

Display the real-time information about application traffic.

Select Real-time on the Application details page to display the real-time
traffic and concurrent connections of applications or application categories.

| Reaktime | Latestfhou Latestiday Lalest7days LatestaDdays | Application | Appiication Category |~ (CurrentStatisics Content: Reakime Appiication
Risk

Name Gategory Level Popularity Uplink Traffic Downlink Trafic Total Traffic |F Concurrent Connections.
ssi network-protocol (2] ik 5.98 Mbps 92,68 Mbps. 98,67 Mbps 1825
download p2p-software 2] ke 133 Mbps 4077 Mbps 42.1 Mbps 178
qiyewechat office-software (7] ki 416.28 Kbps 2182 Mbps 2223 Mbps 187
htip websites e i 1.56 Mbps 18.12 Mbps 19.68 Mops 3476
iaiyi streaming-media ik 1.53 Mbps 14.66 Mops 16.19 Mops 207
uttrasurf proxy-software 1] * 279,55 Kbps 12.57 Mops 12.85 Mbps 618
hitp-file-download fle-transfer ik 26479 Kops 11.3 Mbps 11.56 Mops 175
amemy streaming-media 2] ok 346,09 Kbps 9,62 Mbps 9.95 Mbps 59
upload p2p-software 2] ik 8.13 Mops 329.96 Kbps. 8.45 Mbps 93
work h d e ok 128.23 Kbps 7.94 Mbps. 8.07 Mbps 415
sina.com websites e i3 162,81 Kbps 7.81 Mbps. 7.97 Mbps 174
baidu-pan fle-transter o ek 29062 Kbps 7.3 Mbps 7.59 Mbps 173
tencentresource p2p-software (2] ok 67371 Kbps £.88 Mbps. 7,53 Mbps 504
360-resource others * 359,84 Kbps £.03 Mbps. 639 Mbps 389
itunes online-update o Hekirk 134,56 Kbps £.19 Mbps. 632 Mops 2
htp-flash streaming-media 2] i 178.46 Kbps 61 Mbps 6.28 Mbps 136
thunder p2p-software (] Aok 45354 Kbps 5.48 Mbps 5.92 Mbps Lt
udp network-protocol 2] i 1.82 Mbps 375 Mops 557 Mbps 2,155
ag instant-messaging Hiricik 411,82 Kbps 4.7 Mbps. 5.11 Mbps 646
htp-picture websites 2] ke 277.3 Kbps 4.41 Mbps 468 Mops 453
Showing 110 20 of 100 entries previous B 2 3| 4 5 Nem
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9 Traffic Monitoring

9.1 Overview

The traffic monitoring function allows you to monitor the effectiveness of a traffic
control policy.

9.2 Details

Procedure:

1. Choose Monitor > Traffic control to display the real-time rate and
allocated bandwidth of each line regulated by a traffic control policy.

B:

nagement (Cutbound)bps anawidth Management (Inbound)bps

Level : Stalus

Real-time Rate Real-time Rate

4034 M 36733M ®
12048 M t2048M t8192M 2022 M +204.8 W +2048 M +8192 M [ ]
t205M ta1M 0 0 +205 M +41M 0 L]
HTIM ta1M 0 171 M +41M L]
t+i42m 44 M 0 +142M +41M 0 ®
1285K taam 0 +400 K $285K +41M 0 ®
1+409K 1341K 41 0 +400K $241K +41M 0 ]

Default Channel(Name:def_test
S +4096 M +4096 M +8192M 2022 M +40.96 M +40.96 M +619.2 M 22432 M ®

efaul
14096 M 14096 M 4+8192M  50.48K +4006 M $4006 M $a10.2M 03.05K °
+163.84 M +163.84 M +819.2 M 2006 M +163.84 M +163.84 M 4291M ®
aiwang,
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10 uRL Monitoring

10.1 Overview

The URL monitoring function allows you to monitor and collect statistics on the
URLs accessed through the firewall. You can view the top 10 URLs and URL
categories and the top 100 user IP addresses ranked by total access volume
during the past 1 hour, past 1 day, past 7 days, and past 30 days.

10.2 URL Monitoring Overview

Procedure:

1. Choose Monitor > URL > Overview to display the top 10 URLs, URL
categories, and user IP addresses ranked by total access volume during
the past 1 hour, past 1 day, past 7 days, and past 30 days. The histogram
shows the access status of the top 10 URLs during a specified statistical
period, whereas the bar graph shows the access volumes of the top 10
URLs.

Latestihour | Latestiday ~Latest7days Latest3Ddays ~ CurentStatistics Content: Lat

18 URLAcess Top 10

3000
I PECEUYSE e T
|| | jwelncist.edu.cn 17510
2,000 | e
| | | | | || I || | | | | e P i btrace.aq.com 16,792
|| ||| || ||| I“ | III | T 180.163.21.92 12,814
1,000 | shortweixin.ga.com  EEGEG—_—_— 12,010

getsogoucom SN 10,257
i palogo.cn I 9,047
1410 1420 1430 14240 1450 15:00 A 7.488

M d1.360safe_com wal.ncist edu.cn btrace.gq.com 180.163.21.92 M short.weixin.gq.com md.opensplasocn M 7,150
I getsogoucom Ml p.alogo.cn kns.ckinet Ml md openapi360.cn Il szextshort weixin.ag.com szextshortweixin. N 6,708

18 URLAccess Category Top 10

7,500
oner SO

5,000 |||| |
2500 || I

1
il A I A R e R AR AR RN R R
AN N IR I T RN
140 1420 1450 1440 1450 1500
I other net-resources software-download internet-portal Ml search-engine
M download Il sociality entertainment [l shopping MMl it-information
e UserAcssTop 10
3000
10465 IGO0
1043188 9,342
2,000 I | I 211.81.166.138 7,932
RTHE |||“ ol 1011521 6,730
1000 o] i P vs2e3ss: e 6620
TR il | 1011260 pmm— 4,934

104379 NN 4,595
1031529 4517

1031556 N 4513

MWi10465 10.4.3.188 211.81.166.138 1011521 E115.29.33.103
M i011260 104379 1031529 MM1031556 EM103.1552 1031552 . 4504

Web Ul 51
Release 1.0 10/2020



10.3 URL Statistics Details

Procedure:

1. Choose Monitor > URL > URL details to display the URL access statistics
sorted by URL, URL category, and IP address during the past 1 hour, past
1 day, past 7 days, and past 30 days. A maximum of 100 records can be

displayed.
Latest 1 hour Latest 1 day Latest 7 days Latest 30 days URL URLCategory User Current Statistics Content : Latest 1 hour URL
URLCategory Access Count
netresources 18258
other
internet-portal
other

entries Previous 2 3 4 5 0 Next

= User aw User Top10

Access Count

Showing 1to 10 of 100 entries Previous - 2 3 4 5 10 Next
2. Click URL, URL category, and User sort statistics by different criteria.

3. Select Past 1 hour, Past 1 day, Past 7 days, or Past 30 days to display
the statistics collected during the corresponding period.

4. Click a URL in the URL ranklist to display the distribution of the URL's
access traffic among all the user IP addresses.
User access volume list:

f=User s UserTop1D

Access Count

204
180
g 2 9 e
Showing 1 0 10 0£100 snres e ' BRIk 10| Next
User access volume displayed in the forms of a histogram and a bar graph:
SUser |l UserTopio
200
10110139 551
| 21181164179 308
i
Ml‘i ! '.Ill lili o165 — 554
o o L il i 2118116436 —204
1410 1420 14 1440 1450 1500 S leo
I 10.1.10.139 211.81.164.179 211.81.164.18 211.81.164.79 M 211.81.164.47 ilgz0 1508 115
2118116494 MI211.81.16436 [0211.81.16420 M 118.230.148.9¢ MM 10.4.217 104217 m 5o
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5. Click a URL category in the URL category rank list to display the distribution
of access traffic among all the user IP addresses and URLs under that
category.

User access volume list:

ISURL M URLTopi0 | f=User  ld UserTopi0
User User Name Tipe Access Count
115.20.33.193 1152933.193 Anonymity User 7227
104379 104379 Anonymity User 2,962
103.15.52 1031552 Anonymity User 2251
10.3.15.28 10.3.1529 Anonymity User 2250
103.15.56 10.3.1556 Anonymity User 2246
103 10.3.15.26 Anonymity User 2238
1017157 1047157 Anonymity User 1977
1043188 10.4.3.188 Anonymity User 1933
211.81.166.138 1 Anonymity User 1505
031551 Anonymity User 1435

Showing 1 to 10 of 100 entries Previous - 2 [a |4 |5 10 | Next

User access volume displayed in the forms of a histogram and a bar graph:

EURL (s URL Top10

ser 18w User Top10

1152933193 N 7,27

| | 104379 2,062

1031552 2,251

il ,.||| |||||||| | ’ !

I|||||| 1 ”:III'I I .ll | ||||||||| || | || 1031528 2,250
250 |
]
i H 1
1 ]

| 1031556 N 2,246
|!

1031526 N 2,239

&1 1017157 —11,977
14:20 14:30 14:50 15:00 1510 1043188 1,933
1152933103 104379 103.15.52 1031529 M1031556 MM103.1526 211.87.166.138 NN 1,305
W 10.1.7.157 1043185 MH211.81.166.138 MH10.3.1551 1031551 1,435
EURL s URL Top10 &= User I User Top10
URL URLCategory Access Count
1714314105 other 20706
jwgl.ncistedu.cn other 18254
other 14,800
ather 12,695
other 8728
otner 6,047
other 5004
119.20.29.29 other 4442
pub.idqgimg com other 4299
123.151.190.163 other 4294
Showing 1 1o 10 of 100 entries Previous - 23|45 0 Next

URL access volume displayed in the forms of a histogram and a bar graph:

RL | MURLTop0 | iSUser i UserTopio

3,000
17118.14.105
wgLnist edu.cn 18,254
2800 icwps.cn 14,800

I
I i
|||.||||||”|||I I, '.|||'I|II,II|I|I|'I||I|'||| i
palogo.cn N 8.728
msg.ay.net N 6,047
shmmsns.gpic.cn N 5,004
i 4l

14220 14:30 14:40 14:50 15:00 1510

W 171.13.14.105 jwglncist.edu.cn icwps.cn 180.163.21.92 I p.alogo.cn pub.idqaimg.com N 4,299
M msg.aynet Ml shmmsns apic.cn 119292929 M pub.idagimg.com Ml 123.151.190.163 123151190163 | 4,294

6. Click a user in the user ranklist to display the distribution of the user's
access traffic among URLs and URL categories.
URL category access volume list:

RLCategory e URLCategoryTopi0  SURL  law URLTopi0

URLCategory Access Count
other 516
search-engine 424
internet-portal 253
software-download 124
download 124
sociality %
netresources 3
shopping 45
itinformation 23

entertainment

€
Showing 1 1o 10 of 13 entries Previous - 2 | Next
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URL category access volume displayed in the forms of a
graph:

iSURLCategory  las URLCategoryTop10  iSURL e URLTop10

150
other
search-engine
100
internet-portal
1
| M software-downioad
S0l = T download
1
’ 1 ' ' sociality
- Ll i
o H T saaild net-resaurces
LY S shopping
I other h portal fware-downioad Il downioad M sociality Ll
I net-resources shopping M it-infermation Il emertainment entertainment
URLCategory e URLCategory Topi0 | SURL | lee URL Topi0
URL URLCategory
getsagou.com search-engine
wwwg com intemet-portal
imgcache.qg.com sociality
wwwsogou.com
birace.qq.com internet-portal
123.451.190.162 other
p.glago.cn other
180.16321.02 other
oth.eve mdt.qa.com:2080 otner
shortweirin gg.com downioad

Showing 110 10 of 76 entries

histogram and a bar

124
24
- 90
. 65

45
H23
|6

Access Count

Previous - 2|3 |45 .8 Next

URL access volume displayed in the forms of a histogram and a bar graph:

IRLCategory | URLCategory Top10 EURL i8a URL Top10
100
setsogoucom | —E2
www.qq.com 929
- 1 imgcache.qa.com 73
Www.S0gou.com 73

123.151.190.

1420 14:30

btrace.qq.com I 70

162 p— 63

1450 palogo.cn N 58
180.163.21.92 57

I get sogou.com www.qq.com imgcache.qq.com wwaw.sogou.com Il btrace.qq.com

123151190162 M p.glogo.cn 180.163.21.92 M oth eve mdt gg.com:8080 ofisvemdetaco.. M 47

B shortweixin.aq.com shortweixin.qa.com N 46
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11 Session Monitoring

11.1 Overview

The session monitoring function allows you to monitor and collect statistics on a
firewall's connections. You can query the statistics based on custom parameters.
The session monitoring function divides connections into full connections and

half-open connections. When a new connection receives no response for a long

time, it will remain in a half-open connection state until it is answered correctly.

11.2 Session Statistics

Web Ul

Procedure:

1.

Choose Monitor > Session > Session statistics to display the current
number of connections in the system. The connections can be sorted by
Source IPv4 address, Source IPv6 address, Destination IPv4 address,
Destination IPv6 address, Destination port, or other criteria. The
number of connections is sorted in descending order. A maximum of the
first 50 connections are displayed.

=== =3

Type | Source IPvé Statisics

Source IP AddressMask

Statistcs Type Statstics Value Total Number of Connections

In Type, select Source IPv4 address, Source IPv6 address, Destination
IPv4 address, Destination IPv6 address, or Destination port. By defaul,
Source IPv4 address is selected.

In Source IP address/Mask, enter an IP address/range/mask or a port
number/range. You can also leave this parameter empty.

Click m to collect statistics.

After the results are displayed, you can click &l to display connection

details on the Standard session page.
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11.3 Standard Session

Procedure:

1. Choose Monitoring > Session > Standard session.
=
Protocol ANY
Connection Type | All
Address Type | All
Destination PortRange
Policy ID (0-65535)

Total E

Policy ID Protocol Source IP Address  Source Port( Destination IP Add_. Destination Po... Send Source IP A Send Source Duration (s} | Expiration

2. Select a protocol, a connection type, and an address type from the drop-
down lists. Enter the source IP address, destination IP address, and service
port. The default value is ANY.

3. Click m to search for connections that meet the

conditions. Note: The Tx IP address/mask is the address converted by

NAT.

11.4 Configuration Examples

Type

Example 1: Source host connections

Description:

Display the number of connections of the source IP address.
Procedure:

1. Select Source IPv4 address for Type.

2. Enter an IP address.
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‘Condition Setfings & Total 1

# Statistics Type Statistics Value Total Number of Connections
Source IPv4 Statistics 192.168.10.165 44 e

Click (2] to show details.

Total 23 [ N ]
# Protocal P Address Source Port{Type) Destination [P Address Destination Port(C...  Duration (s) Expiration () Type

1 TcP 10,165 51830 272218195 443 000155 00:59:23 Full &
2 TcP 192.168.10.165 51897 163.177.68.161 443 000134 00:59:24 Ful &
3 ToP 192.168.10.165 52832 12356.182253 80 05:50:52 00:59:12 Full &
4 TcP 192.168.10.165 51896 123.125.987 443 000134 00:59:25 Full ]
5 TcP 192.168.10.165 52082 172217.160.78 443 00:00:17 00:00:12 Half (k]
[] TcP 54078 123.151.77.201 80 03:56:08 00:59:58 Full &
7 TcP 63099 223.252.199.69 G004 1054:15 00:59:43 Full &
8 TcP 64391 52230.840 443 19:45:28 00:33:19 Full ]
g TcP 192.168.10.165 52090 172217.160.78 443 0000:18 00:00:11 Halt &

Example 2: Standard session connections

Description:

Display the number of standard session connections after NAT.
Procedure:

1. Select ANY for Protocol.

Select ANY for Connection type.

Select IPv4 for Address type.

Keep the default source IP address/mask.

Set the Tx IP address/mask to the address converted by NAT.

Keep the default destination IP address/mask.

N o o M 0w Db

Keep the default destination port number/range.

Search
8. Click .

Condition Settings - Total 1975 D 1 79 Bm

PalicylD | Protocol Source Port(T.... Destination IP Add... Destination Po... Send Source IPAd... Send Source P... Duration (s)  Expiration (s) Type

3 TcP 192.168.7.126 14969 §1.22365.21 9462 219.239.50.146 2179 00:59:26 00:00:35 Full

' &

15 TCP 192.168.10.204 52681 111.206.37.70 443 219.239.60.146 28497 00:00:59 00:58:52 Full ]
i5 TCP 192.168.10.241 64802 123.425.50 47 43 192.168.32.217 4649 000242 005749 Full &
3 TCP 18 62142 200.197.3.15 443 219.239.50.148 38883 000009  O0D:E@E2  Full &
TCP 192.168.11 10286 36.110.211.81 80 192.168.32.217 10286 00:08:28 0051:37 Full &

40001 uDP 219.239.50.148 53 219.118.128.173 61669 219.239.50.148 53 000000  0000:10  Half &
2 uoP 192.168.14.180 52263 22400252 5355 62263 000004  0DDO06  Half 23]
TP 52045 10638192 80 soris wo0o7  oosws3 | Ful &

- uoP 18834 219.239.50.148 20419 18834 000022  0000:04  Half &
i cp 65032 Jessieeii0 443 216832217 65032 000070 00000 Harr &
4z upP 192.168.14.189 61841 22400252 5355 192.168.14.189 61941 00:00:00 00:00:10 Half ]
2 uoP 53900 22400252 5355 192.168.12.63 53900 000001 000009  Half 5]
15 TCP 66369 163.177.72.198 03 210.330.60.146 56368 004423 001530 Full &
3 uoP 48347 162.168.51 51 53 162.168.32217 40347 000008 000002  Half &
40001 uoP 219.239.50.148 53 83.16.141.108 19994 219.230.50.148 53 00:0009 000001  Half &
- uoP 125.60.40.120 67230 219.239.60.146 20419 125.60.40.180 67230 00:00:07 00:00:08 Half [
i5 UoP 162.168.10.204 7273 16.116.166.140 48837 219.239.50.148 9323 000043 000001 Half &
3 uoP 192.168.7.126 12345 125.80.165.209 20089 219.230.50.148 35801 000029  0000:02  Full &
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12 Traffic Statistics

12.1 Traffic Statistics by IP Address and Port

You can query traffic statistics sorted by IP address and port.

Choose Monitor > Session > Traffic statistics > IP address/Port. The
following page appears. Set search criteria to query traffic statistics.

Based on Firewall Policy |}

[ s | o

Statistics Type | Host Statisties
Address Type | Al

Total 0

HostIP Address TCP Inbound TCP Qutbound UDP Inbound UDP Outbound Other Inbound Ciher Qutbound Total Traffic

Statistical type: The options are Host and Destination port.
Address type: The options are IPv4 and IPv6.

Based on Firewall Paiicy |[IE

= e

Statistics Type | Destination Port Statis v
Destination PortRange

Total 0

HostIP Address TCP Inbound TCP Outbound UDP Inbound UDP Outbound Other Inbound Otner Outbound Total Trafic

Destination port/range: Enter the destination port or port range, for example,
100-2410.

Key fields in the list:

Host IP address: Statistical host address
TCP in: TCP traffic in the reverse direction
TCP out: TCP fraffic in the forward direction

UDP in: UDP traffic in the reverse direction
UDP out: UDP traffic in the forward direction

Others in: Traffic of other protocol types in the reverse direction
Others out: Traffic of other protocol types in the forward direction

Total traffic: Total traffic of all protocol types in the forward and reverse
directions

12.2 Configuration Example
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Description:
Configure filter criteria to query ftraffic statistics.
Procedure:

1. Choose Monitor > Session > Traffic statistics > IP address/Port. Set
filter criteria.

Based on Firewall Policy | TS
[ |
Statistics Type Host Statistics
Address Type IPvd.

HostIP Address | 192.168.1.55

Total 0
HostIP Address TCP Inbound TCP Outbount d UDP Inbound UDP Outbound Other Inbound Other Cutbound Total Traffic
2. Click Search to query the host traffic statistics.
Based on Firewall Policy Ba on IP Add
Condition Setiings - Total 1
Host IP Address TCP Inbound TCP Qutbound UDP Inbound UDP Outbound Other Inbound Other Outbound Total Traffic
102.168.1.56 11.4 MB 565.45 MB 0B 08 0B 0B 576.85 MB [

12.3 Traffic Statistics by Policy

You can collect traffic statistics on the firewall policies enabled with this function.

Choose Monitor > Session > Traffic statistics > Firewall policy. The
following page appears. Set search criteria to query traffic statistics.

| Basedi on Frewall Poiicy, I

o s | v

No data available in table

Policy ID: Enter the ID of the statistical policy.
Address type: Select IPv4 or IPv6.

Source address: Enter the source address or the name keyword of the source
address object.

Destination address: Enter the destination address or the name keyword of
the destination address object.

Service: Select the policy service type.
Key fields in the list:
Policy ID: ID of the statistical policy
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Name: Name of the statistical policy

Address type: Address type of the policy

Traffic: Real-time rate of the traffic filtered by the policy

Total bytes: Total traffic filtered by the policy, in bytes

Source address: Source address object of the policy

User: User object of the policy

Destination address: Destination address object of the policy
Service: Service object of the policy

Application: Application object of the policy

f 1. You must enable traffic statistics for the target policy and

2. Ensure that the entered search criteria are the same as the

Notice . .
policy settings.
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12.4 Configuration Example

Description:
Configure traffic statistics for firewall policies and display statistic results.
Procedure:

1. Choose Policy > Firewall > Policy and enable policy-based traffic
statistics.

[ Pve (NG

 Configure

o o
3 %
=
Ef

O Application

<

o

Note: Only firewall policies of the permit type support traffic statistics.

2. Choose Monitor > Session > Traffic statistics > Firewall policy. Set filter
criteria to query the policy-based traffic statistics.

Based on IP Address
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1 3 Interface

13.1 Overview

RAVEN 5000 firewalls support the following network interface management:
physical interface configuration and management, VLAN configuration and
management, and link aggregation configuration and management.

Physical interface configuration and management mainly involves the
configuration of Ethernet interface attributes.

VLAN configuration involves creating a VLAN and adding member interfaces to
the VLAN. Two VLAN join modes are supported: tag and untag. The tag mode
enables 802.1Q and supports handling of protocol packets, whereas the untag
mode only supports handling of untagged Ethernet packets. VLANs support the
Spanning Tree Protocol (STP) and can form a spanning tree based on this
protocol.

Link aggregation is a method for bundling a group of physical ports into a logical
port to increase the bandwidth by balancing outgoing and incoming traffic

among the member ports. Dynamic link aggregation can be formed between the
local and peer devices based on the Link Aggregation Control Protocol (LACP).

13.2 Physical Interface Configuration

You can query the status of a firewall's physical interfaces and configure the
interface management status, negotiation mode, rate, and duplex mode.

Procedure:

1. Choose Network > Interface > Physical interface. A physical interface list
appears, as shown in the following figure.

Total 8
Rate Duplex Mode | Managemen... VLAN Quant... Link Aggreg
1000 FULL uP 0

1000 FULL uP 0

N/A NiA UP 1

NIA NA uP

NA NA uP

NIA NA uP

10000 FULL uP

10000 FULL urP

nk Status Name IP Address

>P2000002D

Link status: Link status of a physical interface. The green color indicates that
the interface is up, and red indicates it is down.
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Name: Name of the physical interface. mgt is the management interface, ge
X/X is a gigabit interface, and xge X/X is a 10-GB interface.

IP address: IP address or mask of the physical interface.

MAC address: MAC address of the physical interface.

Rate: Actual rate of the physical interface, in Mbps.

Duplex mode: A physical interface may be full-duplex or half-duplex.

Manage ment status: Manual management status of the physical interface,
which may be UP or DOWN.

VLANSs: Number of VLANSs to which the physical interface belongs.

Link aggregation: Link aggregation group (LAG) to which the physical interface
belongs, which is identified as tvi X by the firewall.

\ A physical interface can join multiple VLANs in tag mode.
Note

2. Click an interface in the Name column to configure the interface, as shown
in the following figure.

Interface  xge/0

Name | xgel/0 { trust)
Address Mode @ Static DHCP PPPOE
|PAddress | Pv4 v IP AddressiMask Floating IP Address  UID m
Type IP Address/Mask Floating IP Address UID
Configure
Management Status up
Negotiation Mode
Rate
Duplex Mode
MTU 1500 (68-1500)
HTTP HTTPS PING TELNET S§SH
Manage Access
BGP OSPF RIP DNS tControl (Programmable Service:
Access Control L21P SSLVPN
=

Basic attributes

Interface: Name of the physical interface. mgt is the management interface, ge
X/X is a gigabit interface, and xge X/X is a 10-GB interface.

Name: Alias of the physical interface.

Manually specify IP address: Set the IP address of the physical interface
manually.

IP address/Mask: IP address of the physical interface. You can select IPv4 or
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IPv6, and enter an IP address and click Add.

Floating IP address: Whether the IP address of the physical interface is a
floating IP address.

UID: ID of the HA unit.
DHCP (automatically obtain IP address): Obtain the IP address of the
physical interface over DHCP.

Address Mode: Static @ DHCP FFPoE

Change Internal DNS
IP Address
Re-obtain Gateway from Server

Management Distance (1-255)

Change internal DNS: Use the DNS obtained from the DHCP server as the
local DNS.

Re-obtain gateway from server: Add a default DHCP route and obtain a
gateway from the DHCP server.

Management distance: Management distance of the default route obtained
over DHCP.

Configuration

Management status: The options are UP and DOWN, which indicate enabling
and disabling the physical interface.

Negotiation mode: The options are Auto negotiation and
Non-auto negotiation.

Rate: Negotiated rate of the physical interface, in Mbps. The options are 1000,
100, and 10.

Duplex mode: A physical interface may be full-duplex or half-duplex.

MTU: Maximum transmission unit (MTU) of the physical interface. The value
ranges from 68 to 1500.

Management access: Type of service accessible from the interface address.

HTTP: Allow you to access and manage the firewall from the interface
address over HTTP.

HTTPS: Allow you to access and manage the firewall from the interface
address over HTTPS.

PING: Allow the interface address to respond to ping requests.

TELNET: Allow you to access and manage the firewall from the interface
address over Telnet.

SSH: Allow you to access and manage the firewall from the interface

address over SSH.
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BGP: Allow access to the Border Gateway Protocol (BGP) service
provided by the firewall from the interface address.

OSPF: Allow access to the Open Shortest Path First (OSPF) service
provided by the firewall from the interface address.

RIP: Allow access to the Routing Information Protocol (RIP) service
provided by the firewall from the interface address.

DNS: Allow access to the DNS service provided by the firewall from the
interface address.

tControl: Allow access to the programmable service provided by the
firewall from the interface address.

Access control: Check this box to apply the Layer 2 Tunneling Protocol (L2TP)
to the physical interface.

Rate and Duplex mode are configurable only when
\ Negotiation mode is set to Non-auto negotiation. When the
Note physical interface is an optical interface, Negotiation mode is

grayed out.

Click Update to apply the settings to the physical interface.

13.3 VLAN Configuration

The devices in a LAN can be allocated to independent groups based on ports.
The devices in the same group can communicate with each other freely,
whereas the devices in different groups need to implement Layer-3 routing for
communication. Those groups in the LAN are called VLANs. Two VLAN join
modes are supported: tag and untag. The tag mode enables 802.1Q and
supports handling of protocol packets, whereas the untag mode only supports
handling of untagged Ethemet packets.

VLANs support STP, which applies to a loop network to block some undesirable
redundant paths through certain algorithms and prune a loop network into a
loop-free tree network to prevent the generation and infinite loop of packets.

VLAN interfaces support the transparent bridge function, whereby VLAN tags
are transparently transmitted through commands.

13.3.1 Adding a VLAN

1. Choose Network > Interface > VLAN. The following page appears.
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CE e |

LinkStatus ~ Name IP Address MAC Address Tag UnTagged Interface UnTagged Interface

® intranet 192.166.1.254124 00-10-f3-ba-64-40 100 &
(] DMZ 00-10-3-ba-c8-40 200 9e0/3;ge0/4 (DMZ) &
L) Utrust 192.166.251.2030 192.16... 00-10-3-ba-00-41 400 ge0/2xge i (Untrust ) &
) 1Pv6 192.166.22.224 2001:25... 00-10-3-ba-fd-41 500 9e0/1 (IPV6 ) &l
L) trust 192.168.10.42¢ 00-10-f3-ba-2¢-41 300 el ( trust) &

Link status: Status of a VLAN. Name: Name of the VLAN.

IP address: IP address or mask of the VLAN.

Tag: ID of the VLAN.

Untagged interfaces: Untagged physical interfaces in the VLAN.

Tagged interfaces: Tagged physical interfaces in the VLAN, with 802.1Q
enabled.

2. Click New to create a VLAN. The following page appears.

General Properties

Name
Tag
® Static DHCP
IP Address IPvd v P Address/Mask Floating IP Address  UID m
Type 1P Address/Mask Floating IP Address | UID
Configure
Management Status up v
UnTagged Interface Available Interfaces UnTagged Interface
ge0i0
el (IPv6 )
- =
Interface Selection geds
ge0id (DMZ )
<<
B K
xge1/1 ( Untrust ) "
MTU | 1500 (68-1500)
HTTP HTTPS PING TELNET SSH
Manage Access
BGP OSPF RIP DNS tControl (Programmable Service)
Access Control La1P SSLVPN
Transparent Transmission
STP Configuration
Enable
Bridge Priority | 32768 (0-61440)
Hello Time | 2 (1-10) Seconds
Aging Time | 20 (6-40) Seconds
Port Status Delay 15 (4-30) Seconds

o

Basic attributes
Name: Name of the VLAN.
Tag: ID of the VLAN.

Manually specify IP address: Set the IP address of the VLAN interface
manually.

IP address/Mask: IP address of the physical interface. You can select IPv4 or
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IPv6, and enter an IP address and click Add.
Floating IP address: Whether the IP address is a floating IP address.
UID: ID of the HA unit.

DHCP (automatically obtain IP address): Obtain the IP address of the
interface over DHCP.

Static * DHCP

Change Internal DNS

IP Address
Re-obtain Gateway from Servar

Management Distance (1-255)
Change internal DNS: Use the DNS obtained from the DHCP server as the
local

DNS.

Re-obtain gateway from server: Add a default DHCP route and

obtain a gateway from the DHCP server.

Manage ment distance: Management distance of the default route obtained
over DHCP.

Access control: Check this box to apply L2TP to the interface.

Transparent transmission: Enable the VLAN to transparently transmit all tags.
Before you enable this function, add all the related interfaces to the VLAN in
untag mode.

Configuration

Manage ment status: The options are UP and DOWN, which indicate enabling
and disabling the VLAN.

Available interfaces: Physical interfaces of the firewall that can be added to
the VLAN.

UnTagged interfaces: Physical interfaces to be added to the VLAN in untag
mode.

Tagged interfaces: Physical interfaces to be added to the VLAN in tag mode,
with 802.1Q enabled.

MTU: MTU of the VLAN. The value ranges from 68 to 1500.
Management access: Type of service accessible from the interface address.

HTTP: Allow you to access and manage the firewall from the interface
address over HTTP.

HTTPS: Allow you to access and manage the firewall from the interface
address over HTTPS.

PING: Allow the interface address to respond to ping requests.

TELNET: Allow you to access and manage the firewall from the interface
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Link Status

®
L]
e
®
)

Name
intranet
DMZ
Utrust
IPvE

trust

address over Telnet.

SSH: Allow you to access and manage the firewall from the interface
address over SSH.

BGP: Allow access to the BGP service provided by the firewall from the
interface address.

OSPF: Allow access to the OSPF service provided by the firewall from the
interface address.

RIP: Allow access to the RIP service provided by the firewall from the
interface address.DNS: Allow access to the DNS service provided by the
firewall from the interface address.

tControl: Allow access to the programmable service provided by the firewall
from the interface address.

3. Complete the STP configuration for the VLAN.
Enable: Check this box to enable STP in the VLAN.

Bridge priority: Bridge priority of the VLAN in the STP tree. The value ranges
from 0 to 61440.

Hello time: Interval at which the VLAN sends STP bridge protocol data unit
(BPDU) packets. The value ranges from 1 to 10, in seconds.

Aging time: The topology is deemed to change if the STP status remains
nonupdated for the aging time. The value ranges from 6 to 40, in seconds.

Port status delay: Delay before the port status changes. The value ranges
from 4 to 30, in seconds.

\ Specifically, the delay is the interval at which the port status

changes from Listening to Learning to Forwarding after STP is

Note enabled.

13.3.2 Modifying a VLAN

1. Choose Network > Interface > VLAN. The following page appears.

Total 5 m
IP Address MAC Address Tag UnTagged Interface UnTagged Interface
102.168.1.254/24 00-10-f2-ba-G4-40 100 g
00-10-f3-ba-c2-40 200 0e0/3;ge0id ( DMZ) g
162.168.251.2/20 192.16... 00-10-f3-ba-90-41 400 ge0i2, 11 ( Untrust ) g
192.168.22.2/24 2001:25 00-10-f3-ba-f4-41 500 el (IPvE ) EI
192.168.10.4/24 00-10-f3-ba-2¢c-41 300 x0e1/0 ( trust ) EI

2. Click a VLAN in the Name column. The following page appears.
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General Properties

Name

IP Address

Configure

Management Status

trust
® Static DHCP
IPv4 v IP AgdressiMask
Type IP Address/Mask
IPv4 192.168.10.4124
uP v

UnTagged Interface Available Interfaces

Floating IP Address  UID

Floating IP Address UID

ves

UnTagged Interface

xge D ( trust )
Interface Selection =
(Untrust) =
MTU | 1500 (66-1500)
@ HTTP @ HTTPS @ PING @ TELNET @ SSH
Manage Access
BGP OSPF RIP DNS 1Control (Programmable Service)
Actess Gontrol (1] L2TP SSLVPN
Transparent Transmission
STP Configuration
Enable
Bridge Priority 32768 (0-61440)
Hello Tme | 2 (1-10) Seconds

Aging Time 20 (6-40) Seconds

Port Status Delay 15

(4-30) Seconds

You can modify the IP address, management status, untagged interfaces,
tagged interfaces, MTU, STP configuration, and other information of the VLAN.

3. Click Update to apply the modification.

N

Note

The name and tag value of the VLAN cannot be modified.

13.3.3 Deleting a VLAN

1. Choose Network > Interface > VLAN. The following page appears.

a s [

Link Status ~ Name 1P Address MAC Address Tag UnTagged Interface UnTagged Interface
e intranet 192.168.1.254124 00-10-13-ba-64-40 100 &
L DMZ 00-10-3-ba-t6-40 200 0e0/3:0e0%4 ( DMZ ) &
L) Utrust 192.168.251.230 192.16... 00-10-3-ba-90-41 400 9e0/2;xge A ( Untrust ) ®
® IPvG 192168.22.2124 2001:25... 00-10-f3-ba-fd-41 500 ge0/ (IPv6 ) ]
L) trust 192.168.10.4724 00-10-13-Da-26-41 300 ¥g81/0 ( trust ) &

2. Click E next to a VLAN you want to delete.
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Wlan : trust ?

y Do you confirm to delete
L | ox | B

Warning

3. Click OK.

\ AVLAN referenced by other functions cannot be deleted.
Note

13.4 Link Aggregation Configuration

Link aggregation is a process of aggregating multiple links into a logical network
link to increase the capacity and reliability of the communication channels
between devices. Link aggregation balances the communication load among
links to prevent overload. In many applications, link aggregation offers benefits
such as higher reliability, increased bandwidth, and lower costs without the need
to update existing devices.

13.4.1 Adding a L AG

1. Choose Network > Interface > Link aggregation. The following page
appears.

o

Link Status Name IP Address MAC Address Current Bandwidth
L] tvie 00-10-3-36-a3-42 2000 &

Link status: Status of a LAG.

Name: Name of the LAG.

IP address: IP address of the LAG.

MAC address: MAC address of the LAG.

Current bandwidth: Total bandwidth from link aggregation, in M.
2. Click New to create a LAG. The following page appears.
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General Properties
Name

Group Number (0-255)

® Static DHCP
\Paddress | IPv4 ¥ IP Address/Mask Floating IP Address  UID m
Type IP Address/Mask Floating IP Address UID
Configure
Management Status ~ UP v
Avallable Interfaces Member Interface
g0/
ged/
Interface Selection 08073
el

LACP

Frame Hash

MTU | 1500 (68-1500)
HTTP HTTPS PING TELNET 88H
Manage Access
BGP OSPF RIP DNS tControl (Programmable Service)
Access Control L2TP SSLVPN

=
Basic attributes
Name: Name of the new LAG.
Group ID: ID of the LAG.
Manually specify IP address: Set the IP address of the interface manually.

IP address/Mask: IP address of the physical interface. You can select IPv4 or
IPv6, and enter an IP address and click Add.

Floating IP address: Whether the IP address is a floating IP address.
UID: ID of the HA unit.
DHCP (automatically obtain IP address): Obtain the IP address of the
interface over DHCP.

Static ® DHCP

Change Internal DNS
IP Address
Re-obtain Gateway from Server

WManagement Distance (1-255)

Change internal DNS: Use the DNS obtained from the DHCP server as the
local DNS.

Re-obtain gateway from server: Add a default DHCP route and obtain a
gateway from the DHCP server.

Management distance: Management distance of the default route obtained
over DHCP.

Management status: The options are UP and DOWN, which indicate enabling
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and disabling the LAG.

Available interfaces: Physical interfaces of the firewall that can be added to
the LAG.

Member interfaces: Physical interfaces added to the LAG.
LACP: Check this box to enable LACP.

Frame hash: Sent data hash method. The options are Destination MAC
address and Source/Destination IP address and port.

MTU: MTU of the LAG. The value ranges from 68 to 1500.

Management access: Type of service provided by the firewall that can be
accessed from the LAG address.

HTTP: Allow access to the HT TP service provided by the firewall from the
LAG address.

HTTPS: Allow access to the HTTPS service provided by the firewall from
the LAG address.

PING: Allow the LAG address to respond to ping requests.
TELNET: Allow telnet to the firewall from the LAG address.
SSH: Allow SSH connection to the firewall from the LAG address.

BGP: Allow access to the BGP service provided by the firewall from the
LAG address.

OSPF: Allow access to the OSPF service provided by the firewall from the
LAG address.

RIP: Allow access to the RIP service provided by the firewall from the LAG
address.

DNS: Allow access to the DNS service provided by the firewall from the
LAG address.

tControl: Allow access to the programmable service provided by the
firewall from the LAG address.

Access control: Check this box to apply L2TP to the interface.

When LACP is disabled, sent and received packets are subjected
to static round robin. After LACP is enabled, the firewall supports
Notice  dynamic link aggregation and backup.

13.4.2 Modifying a LAG

1. Choose Network > Interface > Link aggregation. The following page

appears.
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o - |

MAC Address Current Bandwidth

00-10-f3-36-33-42 2000 &

Link Status Name IP Address
L] tvie

2. Click a LAG.

Modify the IP address, management status, member interfaces, LACP, frame
hash, and other information of the LAG.

3. Click Update to apply the modification.

13.4.3 Deleting a LAG

1. Choose Network > Interface > Link aggregation. The following page
appears.

o -

MAC Address Current Bandwidth
00-10-13-36-a3-4a 2000 &

Link Status Name IP Address
L] tvif

2. Click E next to a LAG you want to delete.

4 l’ Do you confirm to delete Link Aggregation : tvid ?
A o

Warning

3. Click OK.

\ An LAG added to a VLAN cannot be deleted.
Note

13.5 Loopback Interface Configuration

13.5.1 Adding a Loopback Interface

1. Choose Network > Interface > Loopback interface. The following page
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Py JCH

Total 1 m
Mask Interface

2552552550 lo &

IP address: IP address of a loopback interface.
Mask: Mask of the loopback interface.
Interface: Interface description. lo indicates a loopback interface.

2. Click New to create a loopback interface in the IPv4 or IPv6 address

format.
| ipva [NETS
Configure
IF Address
Mask
Interface lo v

]
IP address: IPv4 address of the new loopback interface.

Mask: Mask of the loopback interface.

Interface: Interface description. lo indicates a loopback interface.
iPvs |FETR
Configure
IP Address

Interface lo v

IP address: IPv6 address of the loopback interface.

Interface: Interface description. lo indicates a loopback interface.

13.5.2 Modifying a Loopback Interface

1. Choose Network > Interface > Loopback interface. The following page
appears.
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| i [IEYT

Total 1 m

IP Address Mask Interface

1236 2652662660 lo

[Es]

2. aloopback interface.
| jpv4 TS
Configure
IP Address
Mask | 2552852550

Interface lo r

Modify the mask of the loopback interface.
3.Click Update to apply the modification.

13.5.3 Deleting a Loopback Interface

1. Choose Network > Interface > Loopback interface. The following page

appears.
| ipye IR
‘ Tutal’m
2J5' 2.55255.2550 Io' : &
2. Click E next to a loopback interface you want to delete.
TR e
IZE Do you confirm to delete IPvd : 1236 7
Warning
3. Click OK.
13.6 Out-of-path Deployment
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Procedure:

Choose Network > Interface > Out-of-path. Check the Enable box next to the
interface for which you want to enable the out-of-path mode.

13.7 Interface Association

2.
following figure.

76

13.7.1 Overview

Multiple physical interfaces can be bound by configuring an interface
association group to achieve consistent link status among those interfaces.

13.7.2 Configuring an Interface Association Group

An interface association group contains only physical interfaces. A physical
interface in an interface association group cannot be added to other association
groups. Before adding a physical interface to an interface association group,
remove the interface from the original association group.

Procedure:

1. Choose Network > Interface > Interface association. The following page
appears.

OFF

Association: The options are ON and OFF, which indicate enabling and
disable interface association.

Status: Link status of the interfaces in the association group. ® indicates

unknown, ® indicates down, and ® indicates up.
Name: Name of an interface association group.
Member interface: Interfaces in the interface association group.

Click New to create an interface association group, as shown in the
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4 Configure

Parameter description:
Name: Enter a name for the new interface association group.

Member interface: Select the interfaces to be added to the interface
association group.

2 Click Submit after you complete the settings.

Interfaces referenced by other association groups cannot be
“Note  Selected.

13.7.3 Modifying an Interface Association Group

Procedure:

1. Choose Network > Interface > Interface association and click an
interface association group.

*

2. Modify the information about the interface association group. Click Submiit

to apply the modification.

£ Configure

A The group name cannot be modified.

Notice
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13.7.4 Deleting an Interface Association Group

Procedure:

1. Choose Network > Interface > Interface association. The following page
appears.

OFF

2. Click ® next to an interface association group.

13.8 Configuration Examples

13.8.1 Example 1: Adding a VLAN

Description:

Create a VLAN and add physical interfaces to it.

Procedure:

1. Choose Network > Interface > VLAN and click New. The following page
appears.

General Properties

Name | vianti

1P Address

Configure

Management Status

Interface Selection

MTU 1

Manage Access

Access Control
Transparent Transmission

STP Configuration
Enable
Bridge Priority
Hello Time
Aging Time

Port Status Delay

EE=

® Static
IPvd v

Type

uP

UnTagged Interface
wie

1P Address/Mask

DHCP

1P Address/Mask

UnTagged Interface

Avallable Interfaces
ge0in

9e0H
5

geD/d

(58-1500
HTTPS PING TELNET SSH
0OSPF RIP DNS tControl (Programmable Sel
SSLVPN

(0-61440

(1-10) Seconds

(6-40) Seconds

(4-30) Seconds

Floating IF Address  UID

Floating IP Address  UID

rvice)

2. Set Name to vlan1, Tag to 1, Management status to UP, and MTU to

1500.
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3. Select ge0/1 in Available interfaces and click - to add it to
UnTagged interfaces. Select ge0/2 in Available interfaces and click

- to add it to Tagged interfaces.

4. In STP configuration, check the Enable box, and set Bridge priority to
32768, Hello time to 2, Aging time to 20, and Port status delay to 15.

5. Click Submit after you complete the settings.

Description:
Create a LAG and add physical interfaces to it.
Procedure:

1. Choose Network > Interface > Link aggregation and click New. The
following page appears.

General Properties

Name 5

Group Number  § (0-265)
® Static DHCP
|PAddress | V4 Y| IP AddressiMask Floating IP Address  UID m
Type IP Address/Mask

Floating IP Address  UID
Configure
Management Status ~ UP

Available Interfaces Member Intarface
gedls

Interface Selsction

LACP

Frame Hash

MTU | 1500 (68-1500)
HTTP HTTPS PING TELNET SSH
IManage Access
BGP OSPF RIP DNS tControl (Programmable Service)
Access Control L21P SSLVPN

Set Name to tvi1, Group ID to 1, and Manage ment status to UP.

2. Select ge0/3 and ge0/4 in Available interfaces and click - to add
them to the LAG.

3. Check the LACP box, and select Source/Destination IP address and
Port for Frame hash.

4. Click Submit after you complete the settings.
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13.8.3 Example 3: Configuring a Bridge Mode

Description:
Configure a transparent bridge mode.
Procedure:

1. Choose Network > Interface > VLAN and click New to create a VLAN
interface.

o

Link Status | Name 1P Address MAC Address Tag UnTagged Interface UnTagged Interface

L] bridge 00-10-f3-46-7b-20 123 0e0/1,ge02 @

2. Add the two physical interfaces to be bridged to the VLAN in untag mode.
Enable VLAN transparent transmission.

Total 1 m
Link Status | Name IP Address MAC Address Tag UnTagged Interface UnTagged Interface
L) bridge 00-10-B-46-7b-20 123 PEUEE &
Configure
Management Status | UP v
UnTagged Interface Available Interfaces UnTagged Interface
ge0/ ge0/0
ge0/2 gelf3
= =
Interface Selection gel/s
<<
MTU 1500 (68-1500)
HTTP HTTPS PING TELNET S5H
Manage Access
BGF OSPF RIP DNS tControl (Programmable Service)

Access Control L2TP SSLVPN

|Transparent Transmission i |

3. Direct the traffic to be bridged to the physical interfaces of the bridge.

13.9 Troubleshooting

13.9.1 Link Aggregation Interfaces Do Not Work

Symptom  Link aggregation interfaces do not receive and send packets.

Analysis  The link aggregation interfaces are not activated due to failed
LACP negotiation.
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Solution Check the peer device's LACP configuration to ensure
successful negotiation.

13.9.2 Tagged Interfaces in a VLAN Do Not Work

Symptom  The tagged interfaces in a VLAN do not receive and send
packets.

Analysis The packets sent by the peer device are not 802.1Q packets, or
the packet's VLAN ID is different from its tag.

Solution Check that the peer device sends 802.1Q packets with the VLAN
ID the same as the tag.
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14 Security Zone

82

14.1 Overview

The policy configuration of a firewall is typically applied to the interfaces that
receive and send packets, especially for dual homed firewalls. Some firewalls
are designed to provide densely deployed ports, apart from the traditional role of
connecting external and internal networks. A high-end firewall can provide a
dozen more physical interfaces and connect to multiple logical network
segments. In such a network environment, a common practice is to configure a
security policy for every interface, which is a great burden on the network
administrator. Besides, it doubles the workload of security policy maintenance
and increases the probability of configuration-related security risks.

To solve these issues, mainstream firewalls are developed to support security
policy configuration based on security zones. Security zone is an abstract
concept. A security zone may contain physical and logical interfaces, or contain
Layer-2 physical trunk interfaces and VLANs. The interfaces allocated to the
same security zone have consistent security requirements in security policy
control. The security zone feature allows the security administrator to allocate
interfaces with same security requirements to different zones for hierarchical
policy management. When the network changes, the security administrator only
needs to adjust the interfaces in related zones without modifying security
policies.

14.2 Configuration

14.2.1 Configuring a Security Zone

A security zone may contain physical and logical interfaces, or contain Layer-2
physical trunk interfaces and VLANSs. A security zone can be referenced by a
security policy in the outbound and inbound interface configuration to filter
interfaces. With policy match enabled on a firewall, if no security policy is hit, the
interfaces in the same security zone can be configured to communicate with
each other.

Procedure:

1. Choose Network > Security zone. The following page appears.
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Name: Name of a security zone.

Intra-zone interface access: Whether intra-zone interface access is enabled
for the security zone.

Member interface: Interfaces in the security zone.

2. Click New to create a security zone. The following page appears.

General Properties
Name

Allow Mutual Access of Intra-
zone Interfaces

Interface Member (Physical Port/'VLAN/Aggregated Link)

Interface Selection ge0/0 gel/3 bridge vig
Ea
Parameter description:
Name: Name of the new security zone.

Allow inter-interface access: With this option selected and policy match
enabled on the firewall, if no security policy is hit, the interfaces in the
security zone can still communicate with each other.

Select interfaces: Select the interfaces you want to add to the security
zone.

3. Click Submit after you complete the settings.

\ The name of a security zone cannot be the same as the name
“Note  of any interface or any other security zone.
\ A security zone cannot reference the interfaces that are
currently referenced by other security zones, VLANSs, trunks, or

firewall policies.

14.2.2 Modifying a Security Zone

Procedure:

1. Choose Network > Se curity zone and click a security zone.
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2. Moaodify the information about the security zone. Click Update to apply the
modification.

General Properties

Name

Allow Mutual Access of Infra-
zone Interfaces

Interface Member (Physical PortVLAN/Aggregated Link)

Interface Selection @ ge0i3 #| bridge 9e0/0 i

I3

A The name of the security zone cannot be modified.

Notice

14.2.3 Deleting a Security Zone

Procedure:

1. Choose Network > Security zone. The following page appears.

~

qw B B ge;ea I:;\:\ge &
2. Click ® next to the security zone you want to delete.

14.3 Configuration Example

14.3.1 Adding and Referencing a Security Zone in a Firewall
Policy

Description:

Configure a security zone containing interfaces ge0/1 and ge0/2 in a firewall
policy, and configure the interfaces as the inbound interfaces for the firewall

84 Web UI
Release 1.0 10/2020



policy.
Procedure:

1.
appears.

General Properties
Name

Allow Mutual Access of Intra-
zone Interfaces

Choose Network > Security zone and click New. The following page

Interface Member (Physical PortVLAN/Aggregated Link)

e
Interface Selection

EER

i

gedi2 ge0 bridge

Set Name to zone_fw_policy and select ge0/1 and ge0/2 as member

interfaces.

2.
figure.

Name

zone_fw_policy

3.

Mutual Access of Intra-zone Interfaces

Click Submit after you complete the settings, as shown in the following

o [

&

Interface Member

gel/1 g2

Choose Policy > Firewall > Policy and click New. Complete the settings

on the following page.

| iPvs IS

£ Configure

Name

Inbound

Outbound inte

O Application

Actions

Flow Statistics

Log

EE
4.

PERMIT

Session Begin Session Stop

Select zone_fw_policy for Inbound interface/Se curity Zone . Click

Submit after you complete the settings.

| ipva |V

ID|19

Inbound Interface | Al

By Sequence |l

Source

D

Showing 1 to 2 of 2 entries

14.4 Troubleshooting

~ | Source
View | B Redundancy m

Address Qutbound Interface | Al + | Destination Address senvice| All + |Name
User Semvice Applicaion  Enable  Hit Operats
any any any v ] 0 PE% B
any any any an any ] 0 FeIxE

»

First | Previous - Next | Last
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14.4.1 An Interface Is Unavailable for Selection When a
Security Zone Is Created

Symptom  The desired interface is unavailable for selection when a security
zone is created.

Analysis An interface cannot be added to a security zone due to the
following causes:
» The interface is referenced by a VLAN, trunk, or another
security zone.

» The interface is referenced by a firewall policy.

Solution Select an available interface, or cancel the reference to the
desired interface.
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15 static ARP

15.1 Overview

IP packets are usually sent over the Ethernet. Ethemet devices cannot identify
32-bit IP addresses. They transmit Ethernet packets based on 48-bit MAC
addresses. Therefore, IP drives are required to convert IP addresses into MAC
addresses. A static mapping or algorithm-based mapping exists between IP and
MAC addresses, and the conversion between them requires table lookup. T he
Address Resolution Protocol (ARP) is used to determine the mapping.

Normally, devices acquire ARP tables dynamically from networks. When a
device fails to acquire an ARP table, it uses static ARP to send data. Static ARP
binds an IP address to a MAC address to implement black hole routing and
direct IP data sending.

15.2 Configuration

15.2.1 Adding a Static ARP Entry

1. Choose Network > ARP > Static ARP. The following page appears.
ol e |

1236 00-00-00-00-00-01 &

IP address: IP address bound by static ARP
MAC address: MAC address bound by static ARP

2. Click New to create a static ARP entry. The following page appears.

Configure

IP Address 1238

MAC Address ‘ 00-00-00-00-00-11
A=

IP address: IP address bound by static ARP
MAC address: MAC address bound by static ARP

3. Click Submit after you complete the settings.
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j When configuring a static ARP entry, you can add multiple MAC

addresses but can add only one IP address.
Notice

15.2.2 Modifying a Static ARP Entry

1. Choose Network configuration > ARP > Static ARP. The following page

appears.
‘ . Tota\zm
':;;u éu-un-;é-;u-nn-" ]
00-00-00-00-00-01 El
2. Click an IP address. The following page appears.
Configure
IF Address
MAC Address 00-00-00-00-00-11
e
Modify the MAC address.
3. Click Update to apply the modification.
When modifying a static ARP entry, you can only
A change the MAC address but cannot change the IP

Notice address.

15.2.3 Deleting a Static ARP Entry

1. Choose Network configuration > ARP > Static ARP. The following page
appears.

88 Web UI
Release 1.0 10/2020



Total 2 m

IP Address MAC Address
238 00-00-00-00-00-11
1236 00-D0-00-00-00-01

[EsES]

2. Click % next to the static ARP entry you want to delete. A delete
confirmation prompt appears, as shown in the following figure.

/ ? Do you confirm to delete Static Arp : 12387
| ox |

Warning
3. Click OK.

15.3 Troubleshooting

15.3.1 Network Is Unavailable After a Static ARP Entry Is
Added

Symptom  The peer end is unreachable after a static ARP entry is added.

Analysis The IP address in the static ARP entry may conflict with the peer
IP address.

Solution Delete the static ARP entry and use the peer IP address.
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1 6 DHCP Server

90

16.1 Overview

RAVEN 5000 firewalls provide two DHCP functions: DHCP server and DHCP
relay.

16.1.1 DHCP Server

DHCP is short for Dynamic Host Configuration Protocol. A RAVEN5000 firewall
can work as a DHCP server to dynamically allocate and centrally manage IP
addresses in the network. The IP address that a DHCP client borrows from a
DHCP server can be used only for a limited period. Upon expiration of the IP
address, the client must release the IP address for use by other workstations.
The DHCP server must be configured with an IP address pool whose IP
addresses can be allocated dynamically to users.

The following figure shows how a DHCP client applies for an IP address from a
DHCP server. Host A (client) sends a DHCPDISCOVER broadcast packet to
search for a DHCP server in the network. A DHCP server returns a
parameter-carrying DHCPOFFER unicast packet to the client.

Figure 13-1 Flowchart for a DHCP client to apply for an IP address from a
DHCP server

host A
DHCPDISCOVER

—' _ DHCPOFFER dhep semer
) CZ A Ao
P DHCPREQUEST I'I.I “d

l

m  When a client logs in to a network for the first time, it sends a
DHCPDISCOVER broadcast packet encapsulated with the source address
0.0.0.0 and destination address 255.255.255.255 because the client does
not know the specific network.

m  Each DHCP server with valid IP addresses in the network selects an
available IP address and returns an offer message to the client.
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m  The client selects the IP address in the first offer message and broadcasts a
lease request. The DHCP server which sends the first offer message
accepts the request and starts leasing.

m  The client uses the IP address after receiving the acceptance message.

The DHCP client can receive messages from multiple DHCP
A servers and select a DHCP server, indicating that the client
rejects the parameters offered by the other DHCP servers.

16.1.2 DHCP Relay

A DHCP relay forwards DHCP requests to the DHCP servers in another network
segment for IP address allocation. When a DHCP client without IP environment
setting sends a DHCP request, the DHCP relay forwards the message to DHCP
servers and then forwards the response from a DHCP server to the client so
that the client can acquire an IP address. The DHCP relay helps eliminate the
additional cost and management inconvenience of deploying DHCP servers in
every network segment. The following figure shows how the DHCP relay works.

Figure 13-2 Flowchart for a DHCP client to apply for an IP address from a
DHCP server through a DHCP relay

dhcp server
host A DHCP Relay £
< BOOTREPLY R -
' DHCPDISCOVER, T {f‘ - - J
- o - T ——
ﬁ- j CHCPOFEER -i BOOTREQUEST , s
a: |
L
DHCPREQUEST
>
DHCPACK
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16.2 Configuration

16.2.1 Specifying a DHCP Service for an Interface

Choose Network > DHCP > Service.

Interface Service
i Null
geon Null
ge0/1 Null
92072 Null
ge03 Null
bridge Null

Interface: Physical interface, VLAN interface, or trunk interface.

Service: DHCP service type enabled on an interface. The options are Null, DHCP server, and
DHCP relay.

Configure a DHCP service for an interface as follows: Click an interface.

Configure

Interface  ge0/0

Service |NL|II v
s
Configure

Interface  gel/0

Senvice ‘DHCFReIa;.-A-gent v

DHCP Server

oo

Configure

Interface  gel/D

Service |DHCP Server r

care

Interface name: Name of an interface.

Service:
Null: DHCP is not enabled on the interface.

DHCP server: Enable the DHCP server function on the interface.
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DHCP relay: Enable the DHCP relay function on the interface.

DHCP server text box: Enter the address of the peer DHCP server if you select
DHCP relay for Service.
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16.2.2 Configuring a DHCP Server Address Pool

Choose Network > DHCP > Server.

o [
Name Subnet/Mask Default Gateway IP Address Range

serveri 123024 1231 123100-12.3200 @

Name: Name of a DHCP server address pool.

Subnet/Mask: Subnet and mask of the address pool.
Default gateway: Default gateway for the address pool.

IP address range: Range of the address pool.

New: Click this button to create a DHCP server address pool.
El: Click this button to delete an address pool.

Configure a DHCP server address pool as follows:

Click New.

General Properties

MName

Subnet/Mask 1.2.3.0/24
Default Gateway 1231
IF Address Range 123100 -11.23200
® |ndefinita
Lease Period
Day Hour Minute (5 minutes - 100 days)
Server Configuration

DNS Serverd 114114114914

DNS Server2 8888

WINS serverd
WINS server2

Domain

o | oo

Name: Name of a DHCP server address pool.
Subnet/Mask: Subnet and mask of the address pool.
Default gateway: Default gateway for the address pool.
IP address range: Range of the address pool.

Lease term: Address lease term. You can select Permanent or set a specific
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lease term.

DNS server 1: Preferred DNS server.

DNS server 2: Alternate DNS server.

WINS server 1: Preferred WINS server.

WINS server 2: Alternate WINS server.

Domain: Domain name.

Update: Click this button to create a DHCP server address pool.

Cancel: Click this button to cancel the configuration.

f Only one address pool can be created for each subnet. If Lease

Term is not set to Permanent, the value ranges from 5 minutes
Notice to 100days.

16.2.3 Configuring DHCP Server Address Exclusion

Choose Network > DHCP > Exclusion range.

# | StartIP Address End IP Address
1 123150 123.160 &

Start IP address: Start IP address of an exclusion range.
End IP address: End IP address of the exclusion range.
New: Click this button to create an address exclusion range.
El : Click this button to delete an address exclusion range.
Configure DHCP server address exclusion as follows:

Click New.
zeneral Properties
Start IF Addrass 123150

End IP Address 1.2.3160

e

Start IP address: Start IP address of an exclusion range.

End IP address: End IP address of the exclusion range.
Update: Click this button to create an address exclusion range.
Cancel: Click this button to cancel the configuration.
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Name

16.2.4 Configuring Address Binding for a DHCP Server

Choose Network > DHCP > IP-MAC address binding.

o -]

server IP Address MAG Address

server! 123.100 00-00-11-99-11-11

Name: Name of a DHCP address binding entry.

Server: DHCP server associated with the IP-MAC address binding.

IP address: Bound IP address.
MAC address: Bound MAC address.
New: Click this button to create a DHCP address binding entry.

El : Click this button to delete a DHCP address binding entry.
Configure address binding for a DHCP server as follows:

Click New.

General Properties

Mame

Server serveri T

IF Address 123100

MAC Address | 00-00-11-99-11-11

Name: Name of a DHCP address binding entry.

Server: DHCP server associated with the IP-MAC address binding.

IP address: Bound IP address.
MAC address: Bound MAC address.
Update: Click this button to create a DHCP address binding entry.

Cancel: Click this button to cancel the configuration.
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16.3 Configuration Examples

16.3.1 Example 1: Configuring the DHCP Server Function on
Interface ge0/2

Description:

Configure a DHCP server to allocate IP addresses to two subnets:
172.16.1.0/16 which is a directly connected subnet and 172.16.2.0/16 which is
connected through a DHCP relay, as shown in the following figure.

Figure 16-1 Network diagram of DHCP server configuration

1-:-:|Lu|rE' .l
[LENTTEE ,-"’ﬂ o FE.‘II il
___,.-’ geEl; i
._xﬁ-,‘,-"’ gelf2
DINCE RELAY P
1 C Toheme: D
e ATS- B
| il rean ool
- 1L I8 08=1TL 14125
( Edhemct )
il res Pual
170162 18- 17162250
Procedure:

1. Choose Network > DHCP > Service and click ge0/2. The following page
appears.
Configure
Interface ge0:2

Service DHCP Server v

R EE

Select DHCP server for Service.
2. Click Submit after you complete the settings.

3. Choose Network > DHCP > Server and click New. Complete the settings
on the following page.

Web Ul 97
Release 1.0 10/2020



General Properties

Name server1(172.16.1.0)

Subnet’Mask 172.16.1.0/24
Default Gateway 1721611
IP Address Range | 172.16.1.10 -1 172.16.1.250
Indefinite
Lease Period
® |1 Day 0 Hour 0 Minute (5 minutes - 100 days)

Server Configuration

DNS Servert 202.106.0.20

DNS Server2 | 202.99.1.140

WINS servert 172.16.1.1
WINS server2
Domain | domain

Set the following server parameters:

Name: Name of a DHCP server address pool. Set itto server1(172.16.1.0).

Subnet/Mask: Subnet and mask of the address pool. Set it to 172.16.1.0/24.
Default gateway: Default gateway for the address pool. Set it to 172.16.1.1.

IP address range: Range of the address pool. Set it to
172.16.1.10-172.16.1.250.

Lease term: Address lease term. Set it to 1 day.

DNS server 1: Preferred DNS server. Set it to0 202.106.0.20.

DNS server 2: Alternate DNS server. Set it to 202.99.1.140.

WINS server 1: Preferred WINS server. Set it to 172.16.1.1.

WINS server 2: Alternate WINS server. Leave this parameter empty.
Domain: Domain name. Set it to domain.

4. Click Submit after you complete the settings.

5. Configure the client PC to automatically acquire an IP address.
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6. Check the information displayed by the DHCP monitor on the firewall.

Name

Total 2 m

Subnet/Mask
1230124
172.16.1.0024

Default Gateway
1231
172.16.1.1

IP Address Range
1.23.100-1.2.3.200
172.16.1.10-172.16.1.250

servert

server1(172.16.1.0

[Esif el

16.3.2 Example 2: Configuring the DHCP Relay Function on
Interface ge0/1

Description:

Configure a DHCP relay to allocate IP addresses from a DHCP server
(192.168.0.1) to clients, as shown in the following figure.

Figure 16-2 Network diagram of DHCP relay configuration
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Procedure:

1. Choose Network > DHCP > Service and click ge0/1. Complete the

settings on the following page.
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Configure
Interface gelN

Service DHCF Relay Agent T

DHCF Server 192 16801

Select DHCP relay for Service, and enter the DHCP server address
192.168.0.1 in the DHCP server text box.

2. Click Submit after you complete the settings.

3. Configure the DHCP server. First ensure that a reachable route exists
between the DHCP server and the client network segment 172.16.2.0/24.
General Properties
Name server(192.168.0.1)

SubnetVask 172.162.0124

Default Gateway 1721621

IF Address Range 17216210 -1 172.16.2.250

Indefinite
Lease Period

o 1 Day 0 Hour 0 Minute (5 minutes - 100 days)
Server Configuration
DNS Server? | 202.106.0.20
DNS Server2 | 202.99.0.140
WINS servert 172.16.11
WINS server2

Domain domain

4. Click Submit after you complete the settings.

16.4 Monitoring and Maintenance

16.4.1 Checking Address Allocation by a DHCP Server

Choose Network > DHCP > Monitor. The following page appears.
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IP address: IP address acquired by the client associated with the address
lease.

MAC address: MAC address of the client associated with the address lease.
Start time: Application time of the address lease.
End time: End time of the address lease.

Interface: Interface through which addresses are allocated. If you select ANY,
all the allocated addresses are listed.

16.5 Troubleshooting

16.5.1 DHCP Clients Cannot Acquire IP Addresses from the
Interface Enabled with the DHCP Server Function

Symptom DHCP clients cannot acquire IP addresses from an interface.

Analysis 1. Check whether the interface is configured with an IP address.
2. Check whether the interface is enabled with the DHCP server
function.
3. Check whether the DHCP server is configured with an
address pool corresponding to the interface IP address.

Solution 1. Configure a correct interface address.
2. Enable the DHCP server function on the interface.
3. Configure the DHCP server with an address pool
corresponding to the interface IP address.

16.5.2 DHCP Clients Cannot Acquire IP Addresses from the
Interface Enabled with the DHCP Relay Function

Symptom DHCP clients cannot acquire IP addresses from an interface.

Analysis 1. Check whether the interface address can communicate with
the DHCP server at the peer end.
2. Check whether the interface is enabled with the DHCP relay
function and configured with the DHCP server address.
3. Check whether the DHCP server is configured with an
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address pool corresponding to the interface IP address.

Solution 1. Configure a correct interface address and route.
2. Enable the DHCP relay function on the interface and
configure it with the DHCP server address.
3. Configure an address pool for the DHCP server properly and
enable the DHCP service.
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17 Static Route

17.1 Overview

A static route is a fixed route entry manually configured on a router. The static
route does not change automatically. It must be changed by the network
administrator. Because it cannot adapt to network changes, it is typically
configured in small-sized and medium-sized networks with a fixed topology.
Static routes are simple, efficient, and reliable. They take precedence over all
other routes. Static routes prevail when there is a conflict between dynamic and
static routes.

RAVEN 5000 firewalls allow you to configure a health check policy to monitor
the static route status. When health check fails, the route status is set to Invalid
to prevent data from being forwarded to an unavailable next hop.

17.2 Configuration

17.2.1 Configuring an IPv4 Static Route

Procedure:

Choose Network > Route > Static route: IPv4. The following page appears.

| pya NN
Configure
IP Address/Mask
® NextHop Address
Outbound Interface
Weight 1 (1-100}
Distance 1 (1-255)

Health Check  NIA ¥ | Health check not referencing configuration to overwrite the IP address

S B

IP address/Mask: Destination network segment for the static route.

Next hop address: Gateway address for the static route.
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Outbound interface: Outbound interface for the static route.

Weight: Weight of the static route. The value ranges from 1 to 100. Weighted
round robin is applied to equal-cost routes.

Distance: Priority of the route. The value ranges from 1 to 255.

Health check: Reference a health check template. TCP and ICMP health check
modes are supported.

Click Submit after you complete the settings.

A The health check object can only be the next hop of a static
Notice route.

17.2.2 Displaying an IPv4 Routing Table

Procedure:

Choose Network > Route > Routing table: IPv4. The following page appears.

The page lists route information. You can filter the routes by specifying the
destination address and next hop.

17.2.3 Configuring an IPv6 Static Route

Procedure:

Choose Network > Route > Static route: IPv6. The following page appears.
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v |ETE
Configure
IP Address/iMask
Mext Hop Type Mext Hop Address r
Mext Hop Address
Weight 1 (1-100)

Distance 1 [1-2556)

| sunit | cance |
IP address/Mask: Destination IPv6 address and mask.

Next hop type: The options are Next hop address, Outbound interface, and
Next hop address & outbound interface.

Next hop address: Address of the router gateway.
Outbound interface: Interface that forwards data.

Next hop address & outbound interface : Router gateway address and
data-forwarding interface.

Weight: Route weight. The value ranges from 1 to 100.
Distance: Priority of the route. The value ranges from 1 to 255.

Click Submit after you complete the settings.

17.2.4 Displaying an IPv6 Routing Table

Procedure:

Choose Network > Route > Routing table: IPv6. The following page appears.

Type| Al + | Destination Address | IF NextHop | IP @

Next Hop Outbound Interface ~ Distance Neight Duration Status
lo 0
6 0
gel/4 0
ge0ss 0
0
0
0

0,
0/0

The page lists route information. You can filter the routes by specifying the
destination address and next hop.
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17.2.5 Configuring IPv6 Prefix Advertisement

Procedure:

Choose Network > Route > IPv6 prefix advertisement. The following page
appears.

General Properties
Name
Advertise Route Prefix
Advertise Interval 600 (4-1800 Seconds;
raifetime 1800 (0.4-9000 Seconds)
reachable-ime 0 (0-3600000 Milliseconds)

m_flag

Route Prefix ValidLife{ Seconds) PreferredLife(Seconds) onLink

=
Name: Name of the VLAN interface with a route prefix.
Advertise route prefix: Check this box to enable route prefix advertisement.
Advertising interval: Interval of route prefix advertisement.
ra-lifetime: Time to live (TTL) of the route prefix.
reachable-time: Reachable time of the router.
m_flag: Configuration identifier of the management address.
o_flag: Configuration identifier of other status.
Route prefix: Route prefix to be advertised.
ValidLife: Valid TTL of the route prefix.
PreferredLife: Preferred TTL of the route prefix.

Click Update to apply the settings.

17.3 Configuration Example

17.3.1 Configuring Multi-route Monitoring

Description:

A company has multiple egresses with the next hop addresses 30.1.1.1,
31.1.1.1, and 32.1.1.1.

The customer requirements are as follows:
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1. Configure two default routes, and perform health check on the next hops to
check their availability. Set the route status to Invalid upon failed health
check to ensure that services are forwarded to an available next hop.

2. Perform ICMP-based health check on 30.1.1.1 and 31.1.1.1, and perform
TCP-based health check on 32.1.1.1.

Procedure:

1. Choose Object > Health check to create an ICMP-based health check
template. If you do not specify Included IP address, health check will be
performed on the next hop of the route.

General Properties

Name
Type
Configure
Interval 16 (1-86400)Seconds
Maximum Number of Retries 3 (1-10)
Expiration Time | 5 (1-86400)5econds

Source IP Address
Cwerwrite IP Address Type IPv4 IPvG

Overwrite I[P Address

oo | o

2. Choose Object > Health check to create a TCP-based health check
template. Set Included IP address to the next hop address of the route,
and set Included port to the available port of the next hop.
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General Properties

Name

Type
Configure

Interval 16 (1-86400)Seconds
Maximum Number of Retries | 3 (1-10)

Expiration Time 5 (1-86400)3econds

Transmit

Receive

Cverwrite IP Address Type @ |Pvd IPvG

Overwrite IP Address | 30.1.1.1

Overwrite Port 80 (1-65535)

3. Choose Network > Route > Static route. Add three default routes.

Reference the ICMP-based health check template for 30.1.1.1 and 31.1.1.1,
and reference the TCP-based health check template for 32.1.1.1.

A Pve
Configure
IP AddressiMask
* NextHop Address

Cutbound Interface

‘Weight 1 (1-100)
Distance 1 (1-255)
Health Check icmp v Health check not referencing configuration to overwrite the IP address

| iPva NG
Configure
IP AddressiMask
® NextHop Address
Outbound Interface ge ¥
Weight |1 (1-100)
Distance |1 1-258)
Health Check icmp ¥ |Health check not referencing configuration to overwrite the IF address
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| IPva [T
Configure

IP Address/Mask

Next Hop Address

Cutbound Interface

Weight 1 (1-100)
Distance 1 (1-255)
Health Check  tcp ¥ Health check not referencing configuration to overwrite the IP address

e

4. Choose Network > Route > Routing table to check the route status.

If health check is successful, the route status is Valid. If health check fails,
the route status is Invalid.

Type| Static - Destination Address dress Next Hop

Destination Address Next Hop Outbound Interface Distance

Static

Static

Showing 1 to 3 of 3 entries (fi

17.4 Troubleshooting

17.4.1 The Route Status is Invalid

Symptom After a static route is configured, its status is Invalid.
Analysis If health check is not configured for the static route, check
whether:
1. The outbound interface for the next hop of the route is
down.

2. No outbound interface is found for the next hop of the
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route.

3. Aroute with a preferred management distance exists
among equal-cost routes.

If health check is configured for the static route, also check

whether:

1. Health check fails, which can be determined by checking
the health check log.

2. The included IP address in the health check template is
set to a non-next-hop IP address.

3. The timeout period and retry times of health check are
set to small values. In this case, health check is deemed
to fail if a health check packet does not get a response
within the timeout period.

Solution

Identify the cause through the preceding analysis and solve
the problem accordingly.
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18 RIP Route

18.10verview

RIP is an internal dynamic routing protocol based on the D-V algorithm, also
called Bellmen-Ford algorithm. RIP is a commonly used Interior Gateway
Protocol (IGP) and supports routing information exchange by UDP packets. The
D-V algorithm is a vector distance algorithm and used to calculate routes in
computer networks in the early stage of the Advanced Research Projects
Agency Network (ARPANET). RIP is a standard adopted by routers and hosts to
transmit routing information. It is widely used by IP router vendors. RIP is
designed to run in small- and medium-sized networks that adopt the same
technology. Therefore, it is applicable to many campus networks and
continuous regional networks with moderate rate changes. RIP is not used in
complex networks.

RIP determines the distance to the destination based on routing metric (hop
count), and uses two packet forms: path information request packet and
response packet. When a router port starts for the first time, it sends a request
packet. Aresponse packet, including the actual routing information, is sent to
the neighboring port at a 30-second interval. RIP adopts split horizon and
poison reverse to eliminate routing loops, and adopts triggered update and
route timeout mechanisms to ensure correct routing.

18.2 Configuration
18.2.1 Default Configurations
RAVEN 5000 firewalls have the following default RIP configurations:
Default RIP configurations
Parameter Default Value Remarks
Enable/Disable RIP Disabled The default value can
be changed.
Interface authentication type none The default value can
(options: none, text, and md5) be changed.
Version 2 The default value can
be changed.
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Parameter Default Value Remarks
Scheduled update time 30s The default value is
recommended.
Timeout period 180s The default value is
recommended.
Garbage-collection time 120s The default value is
recommended.
18.2.2 Configuring the RIP Version

You can configure the RIP version of received and sent packets when

interface-based version configuration is unavailable. If advanced settings are

not configured, the default settings apply.

Procedure:

1. Choose Network > Route > Dynamic route > RIP. The following page

appears.

TR oseF | BGP4 || OSPF Monitor
Configure

RIP Version 1 =

ra

Number of Default Hops 1 (1-15)

Externally release the default
route

Update 30
RIF Timer (5-21474583647s) Expired 180

Invalid 120

Direct Route Number of Hops
Route Re-release OSPF Mumber of Hops

Static Route MNumber of Hops
=3

Parameter description:

RIP version: Select 1 or 2.

2. Keep the default advanced settings. Click Submit.
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18.2.3

Web Ul

Configuring the Advanced RIP Settings

The advanced RIP settings include the default route re-advertisement metric,
default route re-advertisement setting, trigger time for the scheduled update
timer, timeout timer, and garbage-collection timer, and re-advertised route type
setting.

Procedure:

1. Choose Network > Route > Dynamic route > RIP. The following page
appears.

BT osPF || BGP4 || OSPF Monitor

Configure
RIP Version {1 ® 2
Number of Default Hops 1 (1-15)
Externally release the default
route
Update 30

RIP Timer (5-2147483647s) Expired 180

Invalid | 120

Direct Route MNumber of Hops (1-1

o

Route Re-release OSPF Number of Hops {1-15)

N

| Static Route Mumber of Hops (1-15)

o

=T

Parameter description:
Default hop count: Default number of hops of the re-advertised route.

Advertise default route e xternally: Check this box to generate and advertise a
default route.

RIP timer — Update: Trigger time for the scheduled update timer.
RIP timer — Timeout: Trigger time for the timeout timer.
RIP timer — Invalid: Trigger time for the garbage-collection timer.

Route re-advertisement — Direct route: Check this box to re-advertise direct
routes.

Route re-advertisement — OSPF: Check this box to re-advertise OSPF routes.
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18.2.4

18.2.5

114

Route re-advertisement — Static route: Check this box to re-advertise static
routes.

Hop count: Metric for re-advertising direct routes, OSPF routes, and static
routes.

2. Click Submit after you complete the settings.

Confiquring RIP Adverti t for a Networl

You can configure route advertisement for the direct network where the system

is located so that other routers can learn the routes destined for the local
network.

Procedure:

1. Choose Network > Route > Dynamic route > RIP. The following page
appears.

Each Network P AddressMask m

1P AddressiMiask

IP address/Mask: Address of the local direct network, in the format of
A.B.C.DIM.

2. Click Add to add the network.

Each Network P AddressMask 12.302¢ m

1P Address/Mask

123024

3. To delete an existing network, click El .

Configuring an RIP Interface

You can configure the version and authentication type of the packets sent and
received by an interface.

Procedure:

1. Choose Network > Route > Dynamic route > RIP. The following page
appears.

Interface Name Transmit Version Receive Version Authentication Algorithm

2. Click New. The interface configuration page appears.
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TR osPF | BGP4 || OSPF Monitor

Configure
Interface ge0/0 v
TransmitVersion 1® 2@ Both
Receive Version 1® 2@ Both
Authentication Algorithm none v

Interface: Name of the interface to be configured.

Tx version: Version of the packets sent by the interface.

Rx version: Version of the packets received by the interface.
Authentication algorithm: Authentication type of the interface.
Submit: Click this button to submit the settings.

Cancel: Click this button to cancel the configuration.

3. Click Submit after you complete the settings.

Interface Name Transmit Version Receive Version Authentication Algorithm

ged/n Version2 Version2

[Es)

Click an interface name to modify its settings.

Click El to delete an interface.

18.3 Configuration Example

18.3.1 Configuring Connection Between Two T-series
Firewalls

Description:

In the following figure, DUT and RTA are T-series firewalls and configured with
IP addresses. Enable RIP on DUT's VLAN 1 and VLAN 2 interfaces and on
RTA's VLAN 1 and VLAN 2 interfaces. Set the RIP version of the packets
exchanged between the interfaces of DUT and RTAto 2.

Network diagram:
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202.38.168.1/24 202.38.108.2/24

oyT

192.168.31.225124 202.38.169.124

192, 168.31.116/24 202,38, 169.2/24

<< <
PC PC2
Procedure:

1. Configure the basic information about DUT.

IR OSPF | BGP4 || OSPF Monitor

Configure
RIP Version 1@2
Number of Default Hops (1-15)
Externally release the default

Update 30
RIP Timer (5-2147483647s) Expired 180
Invalid | 120

(7] DirectRoute | | Number ofHops (1-15)

Route Re-release (] OSPF Number of Hops (1-15)

(7] Static Route || Number ofHops (-15)

Each Network

IF AddressiMask m
IP Address/Mask

192.168.31.225124 ]
202.38.168.124

Each Interface

Interface Name

Transmit Version Receive Version Authentication Algorithm

none &
none &

viani ersion2 VersionZ

Versionz

vian2 Version2
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2. Configure the basic information about RTA.

IEA | osPF || BGP4 || OSPF Monitor
Configure
RIP Version 1®2

Number of Default Hops 1 (1-15

Externally release the default

Update 30

RIP Timer (5-2147483647s)  Expired 180

Invalid| 120
DirectRoute | Number of Haps (1-15
Route Re-release OSPF Number of Hops (1-15;
Static Route | Number of Hops (1-15)
[E=9
Each Network 1P AddressiMask | 202.38.169.124 m
IP AddressiMask
202.38.166.2124 &
202.38.169.1724 &
Interface Name Transmit Version Receive Version Authentication Algorithm
vian1 Version2 Version2 none il
vian2 Version2 Version2 none ]

3. Set the gateway address for PC 1to 192.168.31.225, and set the gateway
address for PC 2 t0 202.38.169.1. Ping PC 2 from PC 1, and ensure that
the ping test is successful.

18.4 Displaying RIP Configurations

18.4.1 Procedure

Choose Network > Route > Dynamic route > RIP. A page appears to display
the RIP configurations.

G| osPF | BGP4 || OSPF Monitor
Configure
RIP Version 1@2
Number of Default Hops | 1 (115

Externally release the default

Update 30

RIP Timer (5-2147483647s) Expired | 180

Invalid| 120
DirectRoute || Number ofHaps (1-15)
Route Re-release OSPF Number of Hops (1-15)
Static Route || Number ofHops (1-15)

E=
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Each Network 1P AddressiMask 202.38.169.124 m

IP Address/Mask

202.38.168.2124

&
202.38.169.1124 &
Each Interface m
e :
vian2 Versian2 Version2 none [
18.5 Troubleshooting
18.5.1 Communication Between Two Firewalls Is Abnormal

Symptom The communication between two firewalls is abnormal.

Analysis = The RIP versions or authentication types of the packets
exchanged between the firewall interfaces do not match, or the
interfaces are improperly configured.

Solution ~ Check and modify the interface configurations.
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19 OSPF Route

19.1 Overview

Open Shortest Path First (OSPF) is a dynamic routing protocol which
implements routing between networks.

OSPF is an IGP running in an autonomous system (AS) to determine routing.
OSPEF is a link-state routing protocol, which is different from RIP, an
equidistance vector routing protocol. OSPF can generate routes quickly to
adapt to link changes, and manage ASs of a range much larger than the
management range of RIP.

OSPF is a link-state routing protocol running in an AS. Alink state database is
constructed based on the link-state advertisement (LSA) messages exchanged
between routers. The shortest path tree is calculated for each node using the
OSPF algorithm to determine routing. OSPF works differently from RIP and
IGRP. OSPF only sends the information about routing from the current node to
the neighboring node, whereas RIP and IGRP sends the entire or part of the
routing table of the current node to the neighboring node, which then updates its
routing table based on the received information. The information volume sent by
OSPF is less than RIP. OSPF supports the IP subnet structure in LSA
messages.

OSPF periodically sends a Hello packet to the neighboring router, and receives
a Hello packet from the neighboring router. The Hello packet helps the router
understand the neighbor's structure and running condition. The local router
cannot receive a Hello packet from the neighbor when the neighbor is powered
off or the link is unreachable. In this way, the local router can determine which
neighboring router fails and quickly adapt to changes of the network topology.

For a network supporting multiple routers, a designated router (DR) and a
backup DR (BDR) can be elected among the OSPF routers in the same network
segment. When the link state database is synchronized, the DR sends LSA
messages across the network to reduce traffic cost.
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19.2Configuration

19.2.1 Default Configurations

19.2.2

120

RAVEN 5000 firewalls have the following default OSPF configurations:

Dead interval

Interface-elected DR priority

Configuring OSPF

Four times Hello
interval
1

Default OSPF configurations

18.5.1.1 Parameter 2. DefaultValue 3. Remarks

Enable/Disable OSPF Disabled The default value can
be changed.

OSPF area authentication none The default value can

type (options: none, text, and be changed.

md5)

Interface authentication type none The default value can

(options: none, text, and be changed.

md5)

Advertise default route No The default value can
be changed.

LSA retransmission time 5s The default value is
recommended.

LSA transmission delay 1s The default value is
recommended.

Hello interval 10s The default value can

be changed.
The default value can
be changed.
The default value can
be changed.

In OSPF, a router ID uniquely identifies a router in an AS. Arouter ID is
automatically selected after OSPF is enabled. If loopback interfaces exist, the
router ID is specified as the greatest loopback address. If no loopback
interfaces exist, the router ID is specified as the greatest interface IP address. It
is recommended that you specify the router ID manually.

Route re-advertisement is a process where routes of other types are advertised
to an OSPF AS.

Choose Network > Route > Dynamic route > OSPF. The following page

appears.
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riP WS | BGP4 || OSPF Monitor

Configure
Router ID 192.168.10.238 (If not specified, the system automatically selects the router ID)
Default Route @ NotRelease Release Forcible Release
Direct Route Weight (1-16777214)
Route Re-release RIP Weight (1-16777214)
Static Route \eight (1-16777214)

Router ID: Enter a router ID. If you do not set this parameter, a router ID will be

automatically selected.

Default route: Check this box to advertise a default route. Select Advertise
forcibly if the routing table has no default route information but it is required to
advertise a default route.

Direct route: Check this box to re-advertise direct routes.
Static route: Check this box to re-advertise static routes.
RIP route: Check this box to re-advertise RIP routes.
Weight: Weight of the re-advertised route.

2. Click Submit after you complete the settings.

19.2.2 Configuring an OSPF Network

You can configure an OSPF-enabled interface and the area it belongs to.

1. Choose Network > Route > Dynamic route > OSPF. The following page
appears.

Network Zone

2. Click Add. The following page appears.
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19.2.3

RiF eS8 BGP4 || OSPF Monitor
Configure

IF Address/iMask 192168 2.0/24

Zone |m

Coom | come

IP address/Mask: Network address and its mask.

Area: Area ID.
3. Click Submit after you complete the settings.

Modifying Area Attributes

Modify the authentication mode of an area as follows:

1. Choose Network > Route > Dynamic route > OSPF. The following page
appears.

Each Zone
Each Zone Authentication Algorithm
0.000 Mone

2. Click an area ID to modify the area attributes.

rRiP WS BGP4 | QSPF Monitor

Configure
Zone
Authentication Algarithm none v
cnc
Area: Area ID.

Authentication algorithm: The options are none (no authentication), text
(plaintext authentication), and md5 (ciphertext authentication).

3. Click Update.

19.2.4 Configuring an OSPF Interface

You can configure the version and authentication type of the packets sent and received by an

interface.
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Procedure:
1. Choose Network > Route > Dynamic route > OSPF. The following page

appears.

Intsrface Authentication Algorithm

ge0/n None &

2. Click New. The interface configuration page appears.
RiP |IEER BGP4 || OSPF Monitor
Configure
Interface gel/o v
Priarity
Transmit Cverhead 0

Network Type broadcast v

Hello Interval 10

Retransmission

5
Interval

Count (s)(1-65535)
Dead Interval 40

Transmit Delay

Authentication Algarithm None v

Interface: Name of the interface to be configured.
Priority: Priority of the DR and BDR elected on the interface.

Tx cost: Cost of packet sending. 0 indicates calculating the cost based on the
interface type and rate.

Network type: OSPF network type of the interface.

Authe ntication algorithm: Authentication type of the interface. The options are
none (no authentication), text (plaintext authentication), and md5 (ciphertext
authentication).

Password: Key used by plaintext authentication. This parameter is valid when
text is selected for Authentication algorithm.

ID: Key ID. This parameter is valid when the authentication password is MD5.

Key: Key used by ciphertext authentication. This parameter is valid when the
authentication password is MD5.

Hello interval: Interval at which Hello packets are sent.
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Dead interval: Interval after which the neighboring router is deemed to fail.
Retransmission interval: Interval at which LSA messages are retransmitted.

Transmission delay: Delay after which LSA messages are sent.
Submit: Click this button to submit the settings.

Cancel: Click this button to cancel the configuration.

If you choose to keep the default parameter settings of the
A OSPF interface, the web page does not display the interface
Notice  information after you click Submit. The interface information is
displayed only when some default values are changed.

19.3 Configuration Example

Configuring Connection Between Two T-series
Firewalls

Description

In the following figure, DUT and RTA are T-series firewalls and configured with
IP addresses. Enable OSPF on DUT and RTA so that DUT can learn the route
to 192.168.1.0/24 and RTA can learn the route to 192.168.31.0/24.

100.0.1.1/24 100.0.1.2/24
gel) gel)

DYT RTA
192.168.31.167/24 192.168.1.144/24

192.168.31.108/24 192.168.1.247/24
PC2
PCI
Procedure:
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1. Configure the basic information about DUT.

riP |[WeEA | BGP4 || OSPF Monitor

Configure
Router ID | 8112 (If not specified, the system automatically selects the router ID}
Default Route @ NotRelease Release Farcible Release
Direct Route weight (1-16777214)
Route Re-release RIP Weight (1-16777214)
Static Route weight (1-16777214)

B

Because the router ID is automatically generated by election, you can leave this
parameter unspecified and click Submit.

2. Configure the network whose routing information will be advertised by DUT.

Network Zone
100.0.1.0/24 0000 &
102.168.31.0124 00.00 &

3. Configure the basic information about RTA.

rRiP WESR# BGP4 | OSPF Monitor

Configure
RouterD | 8.1.1.3| (If notspecified, the system automatically selects the router ID)
Default Route (@ NotRelease Release Forcible Release
Direct Route weight (1-16777214)
Routs Re-release RIP Weight (1-16777214)
Static Route yweight (1-16777214)

=

Because the router ID is automatically generated by election, you can leave this
parameter unspecified and click Submit.

4. Configure the network whose routing information will be advertised by RTA.

Network Zone
100.0.1.0124 0.0.00 &
192.168.31.0024 0000 [

19.4 Monitoring and Maintenance

Displaying the Neighboring Router Status

Choose Route > Dynamic route > OSPF > Monitor to display the neighboring
router status.
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SRR ospr Monior |

Neighbor Router ID Neighbor Router Address Priority System Status Expired Interface

19.5 Troubleshooting

Two Firewalls Cannot Establish a Neighbor Relationship

Symptom  Two firewalls cannot establish a neighbor relationship.

Analysis 1. Check whether the area IDs match.

2. Check whether the authentication types match.

3. Check whether the keys match.

4. Check whether the subnet masks match.

5. Check whether the Hello interval values match.

6. Check whether the Dead interval values match.

7. Check whether the two firewalls need to establish a neighbor
relationship.

—_

Solution Check the OSPF parameter settings on the interface.

2. Check whether a neighbor relationship needs to be
established with the neighboring router. A neighbor
relationship will be established if one or more of the following
conditions are met:

A. The network type is point-to-point.

B. The network type is point-to-multipoint.

C. The network type is virtual link.

D. The local router is a DR in the network where the
neighboring router is located.

m

The local router is a BDR in the network where the
neighboring router is located.

F. The neighboring router is a DR.

G. The neighboring router is a BDR.
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20 BGP Route

20.1 Overview

Web Ul

The Border Gateway Protocol (BGP) is an Exterior Gateway Protocol (EGP) for
the communication between routers in different ASs. It is used to exchange
network reachability information between AS and eliminate routing loops.

BGP adopts TCP for reliable transmission.

A BGP-enabled router is called a BGP speaker. The BGP speakers that setup a
BGP session are called BGP peers. BGP peers can be formed in two modes:
Internal BGP (IBGP) and External BGP (EBGP). IBGP is used to establish BGP
connection within an AS, whereas EBGP is used to establish BGP connection
across ASs. Simply put, EBGP exchanges routing information between AS,
whereas IBGP transmits routing information within an AS.

RAVEN 5000 firewalls support BGP-4, which has the following features: Manual

router ID configuration
Manual BGP peer designation
BGP peer group

Use of loopback interfaces
Multihop EBGP connection
Received routes limit

Private AS number filter
Timer setup

BGP-IGP interaction

BGP route aggregation

BGP route dampening

BGP route reflector

AS federation

Management distance configuration

BGP soft reset
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BGP monitoring and maintenance

The following route attributes are supported:
ORIGN

AS_PATH

NEXT_HOP
MULTI_EXIT_DISC LOCAL-
PREFERENCE
ATOMIC_AGGREGATE
AGGREGATOR
COMMUNITY
ORIGINATOR_ID
CLUSTER_LIST

BGP-4 also supports policy-based handling of sent and received routes, AS
path list filter, access list filter, prefix list filter, distribution control list filter, and
route mapping filter.

20.2 Configuration

20.2.1

128

Default Configurations
Default BGP configurations
Parameter Default Value Remarks
Router ID If loopback interfaces The default value can
are configured, the router ID is specified as the greatest  be changed.
loopback address. If no loopback interfaces are
configured, the router ID is specified as the greatest
physical interface IP address.
20.2.11 Generate default No The default value can
route be changed.
EBGP multihop Off/255 The default value can
be changed.
20.2.1.3 Advertise default No The default value can
route be changed.
Web Ul
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Parameter

Default Value

Remarks

5. TCP MD5
authentication
6. Keepalive Time

7. Holdtime

8. ConnectRetry time

9. Advintelval (IBGP)

10. Advintelval (EBGP)

11. Bgp scan time

12. MED

13. Local_pref

14. Link aggregation

15. Link dampening

16. Suppress limit

17. Half-life-time

18. Reuse limit

19. Max-suppress time

20. Management
distance

21. IGP route check

none

60s

180s

120s

15s

30s

60s

100

Disabled

Disabled

2000

15 minutes

750

Four times

Half-life -time

EBGP 20

IBGP 200

Local 200
No

The default value
cannot be changed.

The default value is
recommended.

The default value can
be changed.

The default value
cannot be changed.
The default value is
recommended.

The default value is
recommended.

The default value can
be changed.

The default value can
be changed.

The default value can
be changed.

The default value can
be changed.

The default value can
be changed.

The default value can
be changed.

The default value can
be changed.

The default value can
be changed.

The default value can
be changed.

The default value can
be changed.

Configuring a BGP Router ID

In BGP, a router ID uniquely identifies a router in an AS. Arouter ID is
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20.2.3

130

automatically selected after BGP is enabled. The greatest IP address of a

loopback address is typically selected as the router ID. If no loopback address
exists, the greatest IP address of an up interface is selected as the router ID.
The router ID can also be specified manually. If advanced settings are not
configured, the default settings apply.

Procedure:

1. Choose Network > Route > Dynamic route > BGP4. The following page
appears.

RIP | osPF |IEEIM | OSPF Monitor
Configure

Local Automatic System (1-4294967295)

I Router ID I

= EE

Parameter description:

Router ID: Enter a router ID. If you do not set this parameter, a router ID will be
automatically selected.

2. Click Submit after you complete the settings. The default advanced
settings are kept.

Enabling BGP

This section describes how to enable BGP.
Procedure:

1. Choose Network > Route > Dynamic route > BGP4. The following page
appears.

RIP || ospr (WS | OSEF Monitor

Configure

Local Automatic System (1-428409672095)

Router ID
=3

Parameter description:

Local AS number: The value ranges from 1 to 4294967295.
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2. Click Submit after you complete the settings.

20.2.4 Configuring a BGP Peer

This section describes how to configure a BGP peer.

Procedure:

1. Choose Network > Route > Dynamic route > BGP4. The following page

appears.

Peer

IP Address

Remote AS

2. Click Add.
RIP || osPF |FESY® OSPF Monitor
Configure
IP Address

Remote AS
| suomit | cancel |

IP address: IP address of the peer.

Remote AS: Number of the remote AS.

3. Click Submit after you complete the settings. To cancel the configuration,

click Cancel.

20.2.5 Configuring Route Advertisement for a Network

You can configure route advertisement for a network.
Procedure:

1. Choose Network > Route > Dynamic route > BGP4. The following page

appears.

Each Network

IP Address

IP Address/Mask m

IP address/Mask: IP address and subnet mask of the network whose routing
information will be advertised.
2. Click Add to add the network.
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20.3 Configuration Example

20.3.1 Configuring Connection Between Two Firewalls

Description:

FW1 and FW2 are RAVEN 5000 networks. FW1 belongs to AS65001 and its
router ID is 192.168.31.106. FW2 belongs to AS65002 and its router ID is
192.168.31.107. Configure FW1 and FW2 as EBGP peers.

Network diagram:

Fill

N — R -

ASH5001

i
3 <
Mt Fyi2
- ol
ASH5002
Procedure:
1. Enable BGP on FW1.
RIP || ospr FETEM| OSPF Manitor
Configure
Local Automatic System | 65001 (1-4294067295)

Router ID 192.168.31.106
som | cer

2. Configure route advertisement for the network where FW1 is located.

Each Network IP AddressiMask | 192.168.31.106124 m

IP Address
192.168.31.106/24 &
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3. Configure a peer for FW1.

1P Address Remote AS

102.168.31.107 65002 &

4. Repeat the preceding steps on FW2.

20.4 Monitoring and Maintenance

Displaying BGP Routing Information

Choose Network > Route > Routing table. Select BGP for Type and click
Search to display BGP routing information.

[ Pve I

Type, BGP
20.5 Troubleshooting
20.5.1 Two Firewalls Cannot Establish a Neighbor

Relationship

Symptom Two firewalls cannot establish a neighbor relationship.

Analysis 1. The route between the two peers is unreachable.
2. The IP addresses or AS numbers of the peers are
incorrect.
3. Open packet negotiation fails.
The route configured with a loopback interface is

E

unreachable.
The network between IGP peers is unreachable.
The route IDs conflict.

Solution Check the interface configurations.

Enable debugging.

@D 2o o

Perform packet capture analysis.
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21 Policy-based Routing

21.1 Overview

Policy-based routing (PBR) is a technique used to determine the next hop for an
IP packet based on a range of elements or their combination such as the source
address, destination address, inbound interface, service, user, application,
domain name, and time table. PBR supports round robin, weighted round robin,
source IP address hash, and source IP address and port hash to determine the
next hop. It can change the next hop availability status based on the health
check result. PBR is a flexible routing technique with a priority higher than route

selection.

21.2 Configuration

21.2.1 Creating a PBR Policy

1. Configure an address object, a service object, an application object, a time
object, and a health check template before creating a PBR policy.

2. Choose Network > Route > PBR and click New.

Configure
Enable &
Inbound Interface/Security

Source Address | any
TargetAddress | any
Service | any
User | any
Application | any
Domain Name | any
Time Schedule  always

Target Session Persisitence

Load Balancing Algorithm | Polling

® Next Hop Address OQutbound Interface Health Check Standby Health Check

NiA - NIA - 10
Nexthop Information

Next Hop/Outbound Interface Health Check

EAEST

Parameter description:

Priority

Standby Health Check Priority Weight

Weight m

Operate

Enable: Check this box to enable the new PBR policy. The PBR policy will be

134
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matched only after it is enabled.

Inbound interface: Inbound interface of the virtual link. Only the packets
passing the inbound interface are matched with PBR policies. The value Any
indicates all interfaces.

Source address: Source address or network segment of the PBR policy. The
value Any indicates all source addresses.

Destination address: Destination address or network segment of the PBR
policy. The value Any indicates all source addresses.

Service: Service object of the PBR policy. The value Any indicates all
destination services.

User: User object of the PBR policy. The option any indicates all users.

Application: Application object of the PBR policy. The option any indicates all
applications.

Domain name: Domain name object of the PBR policy. The option any
indicates all domain names.

Time table: Time object of the PBR policy. The option always indicates all time
points.

Destination session persistence: Check this box to enable session
persistence based on the destination address.

Load balancing algorithm: Algorithm used to determine the next hop. Round
robin, weighted round robin, source IP address hash, and source IP address
and port hash are supported.

Gateway: Address of the next hop.

Health check: Reference a health check template to detect the health status of
the next hop.

Backup health check: Reference a health check template to detect the health
status of the next hop. The gateway address is considered invalid when the
primary health check and backup health check fail.

Priority: Priority of the next hop. The value ranges from 1 to 100.
Weight: Weight of the next hop. The value ranges from 1 to 255.

3. Click Submit after you complete the settings.

ﬁ 1. PBR has a higher priority than route selection.

2. PBR checks for conflicts by interface, source address, and
destination address. A configuration error message is

Notice

displayed if the configurations overlap or conflict.

3. The next hop with a higher priority is preferred. If the health
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check on a link with a high priority fails, packets are
forwarded to the next hop with a lower priority. After the
high-priority link recovers, subsequent packets are
forwarded to its next hop.

. If the health check object is a non-next-hop address, ensure

that the firewall has a route to the address and the next hop
matches the next hop address of the PBR policy.

5. For a directly connected network segment, the firewall

searches for a direct route for forwarding packets without
PBR matching.

21.2.2 Modifying a PBR Policy

1. Choose Network > Route > PBR and click a PBR policy ID.

2. Modify the parameters of the PBR policy, as shown in the following figure.

Configure
Enable @
Inbound Interface/Security
Zone
Source Address | any
TargetAddress | any
Service
User | any
Application | any
DomainName | any
Time Schedule
Target Session Persisitence

Load Balancing Algorithm Polling

@ Next Hop Address

Next-hop Information

Qutbound Interface Health Gheck Standby Health Check Priority

Yy Weight
A < . 0 [ roc |

Health Check Standby Health Check Priority Weight Operate

3. Click Update to apply the modification.

21.2.3 Deleting a PBR Policy

1. Choose Network > Route > PBR. The following page appears.

D Status | Inbound Interf...| Source Address  Destinat

136

Total 1

tion Ad... Service User Application Domain Name = NextHop Hit Enable Operate
o v LuE
®is216812 0
®19216813 0
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2. ClickEI next to the PBR policy you want to delete.

f?; Do you confirm to delete Policy-based Routing

Warning

1. Click OK.

21.2.4 Adjusting the Order of PBR Policies

1. Choose Network > Route > PBR. The following page appears.

Tula\zm
1D Status  Inbound Interf. Source Address Destination Ad... Service User Application Domain Name ~ NextHop Hit Enable Cperate
° any any any any any any any 100 ¥ alts®
L] geli any any any any any any 0 - af s &
2. Click ™ to adjust the match priority of a PBR policy.
Move Policy-based Routing Rules
RulelD 2
Move to (Rule ID)

& Before After

]
Rule ID: ID of the PBR policy to be moved.
Move to: Reference policy ID.
Before: Move the PBR policy before the reference policy ID.

After: Move the PBR policy after the reference policy ID.

é PBR policies are matched from top down as listed on page.

= Once a policy is hit, the remaining ones are not matched. When
otice

no PBR policy is hit, traffic is matched with routing and
forwarding policies.

21.2.5 Enabling or Disabling a PBR Policy

1. Choose Network > Route > PBR, and check the Enable check box next to
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the PBR policy you want to enable.

E] e |

D Status  Inbound interf. Source Address Destination Ad. . Service User Application Domain Name  NextHop Hit Enable Operate
® any any any any any any any 139 @ af 1 &
919216812 70
®19216813 69
m2 [ ] ged any any any any any any 0 | af Ty &
2. Choose Network > Route > PBR, and uncheck the Enable check box next
to the PBR policy you want to disable.
Total 2 m
D Status | Inbound Interf. Source Address | Destination Ad .| Service User Application Domain Name  NextHop Hit Enable Operate
[ ] any any any any any any any 139 [ af iy &
©192.168.12 70
®192.16813 69
w2 [ ] gel/f any any any any any any 0 It af iy &
3. Choose Network > Route > PBR, and click the ID of the PBR policy you
want to enable. On the displayed page, check the Enable box and click
Submit. See the following figure.
Configure

Enable |&

Inbound Interface/Security
Zone

any v
Source Address | any -
Target Address any =
Service any v
User | any -
Application | any v
Domain Name | any v
Time Schedule | always 5
Target Session Persisitence
Load Balancing Algorittm | Polling -

Cutbound Interface Health Check Standby Health Check

N/A v N/A -

® NextHop Address

Next-hop Information

Next Hop/Outbound Interface Health Check Standby Health Check Priority
192.168.1.2 10
192.168.13 10

[ovae ] oo

Priority  Weight
SRoall |

Weight Operate

&
&

4. Choose Network > Route > PBR, and click the ID of the PBR policy you
want to disable. On the displayed page, uncheck the Enable box and click

Update See the following figure.

138
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Configure
Enable

Inbound Interface/Security
Zone

Source Address any

TargetAddress | any

Serice  any

User | any

Application  any

Domain Name any

Time Sthedule | always

Target Session Persisitence

Load Balancing Algorithm Poliing

® Next Hop Address Qutbound Interface Health Check Standby Health Chack Priority ~ Weight
NiA - N/A v 0 m
Next-hop Information
Next Hop/Outbound Intarface Health Check Standby Health Check Priority Weight Operate
192.168.1.2 10 1 &
192.168.1.3 10 1 ]

EEIE=]
Displaying the PBR Policy List

1. Choose Network > Route > PBR. The following page appears.

Total 2 m
D Status  Inbound Interf... Source Address Destination Ad... Service User Application Domain Name  NextHop Hit Enable Operate
@ any any any any any any any 165 af iy &
@ 19216812 83
19216813 82
[ ] gel/ any any any any any any 0 v af g (%

e indicates that

2. Policy status: ® indicates that the policy is available.
no available next hop exists and the policy is unavailable.

4. Next hop status: ® indicates that health check is successful and the next
hop is available. @ indicates that health check fails and the next hop is
unavailable.

5. Click " to showor hide next hops.

6. Click & to reset the hit statistics of a PBR policy.

21.3 Configuration Examples

21.3.1 Example 1

Description:

A company wants to access the Internet through a firewall. The internal address
segments are 192.168.1.0/24 and 192.168.2.0/24. There are two egress links
which belong to China Telecom and CNC. For the Telecom link, its public
address is 10.10.10.10 and gateway address is 10.10.10.1. For the CNC link, its
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public address is 11.11.11.11 and gateway address is 11.11.11.1.

The customer requirements are as follows:

1. If the destination address is a Telecom IP address, select the Telecom link
as the egress link. When the Telecom link is faulty, select the CNC link as
the egress link.

2. If the destination address is a CNC IP address, select the CNC link as the
egress link. When the CNC link is faulty, select the Telecom link as the
egress link.

3. If the destination address is neither a Telecom nor a CNC link, either egress
link can be selected. Access within the intranet is not controlled by PBR.

Network diagram:
wide area net\;ork
{ & I ks
3 —, ~ chec )
( telecom ) i r-
10.10.10.1 | 11111
W A7~
vian2 10.10. 10.1C vland 11.11.11. 11
viand 192 168 3 1l viand 192. 168.4. 10
viand 192 168.3.1 = viand 192 168, 4.1
vian10 192 168. 1. 1 |mice T vian20 192, 168. 2.1
|_ .} e |
L R !
Finance Department Marketing Department
192 168. 1. 0724 192 168. 2. 0/24
Procedure:

1. Choose Object > Address object > Address node. Create an address
object with the Telecom ISP address library, an address object with the
CNC ISP address library, and an external address object with 0.0.0.0/0.
Add the intemal address segments 192.168.1.0/24 and 192.168.2.0/24 to
the excluded address list.
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Description Refer
o £
0 %
192.168.1.024,192.168.2.024 0 %
Showing 1 to 4 of 4 entries First | Previous Next | Last

2. Choose Object > Health check to create an ICMP-based health check
template.

If you do not specify Source IP address and Included IP address, health
check will be performed on the next hop in the PBR policy, and the source
IP address will be specified as the IP address of the outbound interface.

General Properties
MName
Type

Configure

&

Interval (1-86400)Seconds

Maximum Number of Retries 3 (1-10)

(4]

Expiration Time (1-86400)Seconds

Source IP Address
Crverwrite IP Address Type IPvd IPvE

Cverwrite IP Address

omae | o

3. Choose Network > Route > PBR. Create a Telecom PBR policy, a CNC
PBR policy, and a default PBR policy.

Telecom PBR policy:

Select China Telecom for Destination address, add the Telecom link and
CNC link in Gateway, set the Telecom link priority higher than the CNC link,
and reference the ICMP-based health check template.

Configure
Enable ¥

Inbound Interface/Security

zone M

Source Address | Telecom -
Target Address  any -
Service  any .

User any v
Application any -
Domain Name any -
Time Schedule | always v

Target Session Persisitence
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Load Balancing Algorithm

Next-nop Information

E3 B3

Configure
Enable
Inbound Interface/Security
Source Address
Target Address
Service
User
Application
Domain Name
Time Schedule

Target Session Persisitence

Load Balancing Algorithm

Next-nop Information

e

142

Polling

® NextHop Address Cutbound Interface

Health Check Standby Health Check Priority  Weight
A - SR - |
Next HoplOutbound Interface Health Check Standby Health Check Priority Weight Operate
10.10.10.1 icmp 10 L &
i ‘0 &

CNC PBR policy:

Select CNC for Destination address, add the Telecom link and CNC link
in Gateway, set the CNC link priority higher than the Telecom link, and
reference the ICMP-based health check template.

always

Polling

@ NextHop Address Outbound Interface Health Check

Standby Health Check Priority  Weight
Wi -] [na = w1 IR
Next Hop/Outbound Interface Health Check Standby Health Check Priority Weight Operate
10.10.10.1 icmp 10 &
AT o 10 &

Default PBR policy:

Select External address for De stination address. Because the internal
address segments 192.168.1.0/24 and 192.168.2.0/24 are added to the
excluded address list of the external address object, access within the
intranet is not controlled by PBR. Add the Telecom link and CNC link in
Gateway, set the CNC link priority higher than the Telecom link to enable
forwarding based on round robin, and reference the ICMP-based health
check template.
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Configure

Enable @
Inbound Interface/Security - =
Zone | M
Source Address externa -
Target Address any -
Service any -
User | any -
Application  any -
Domain Name  any -
Time Schedule  always -
Target Session Persisitence
Load Balancing Algorithm | Polling -
® NextHop Address Outbound Interface Health Check Standby Health Check Prioity  Weight
NIA v N/A v 10 1 m
Mesit-hop Information - .
Next Hop/Outbound Interface Health Check Standby Health Check Priority Weight Operate
10.10.10.1 icmp 10 1 &
== = = &

A =T

4. Check the policies after the configuration. The number of hits indicates the
PBR policy matching results.

- |

D Status  Inbound interf... Source Address  Destination Ad. Service User Application Domain Name Next Hop Hit Enable Operate
° any Telecom any any any any any 0 = af s &

ml [} any enc any any any any any 0 " af ts &

m3 @ any externa any any any any any 0 v af sy &

21.3.2 Example 2

Description:

A company's financial department has office applications such as email and
office software that need to access the external network through the Telecom
leased line. The IP address range of the financial departmentis 192.168.0.10 to
192.168.0.20.

Procedure:
1. Choose Object > Address object > Address node to create an address
object for the financial department.

P Address Search | [ ascaren | [ ow |

Name Member Exclude Description Refer
0000/0,10 8
ISP_CTdat (China s
&
192.168.1.0/24 192.168.2.0124 4
192.168.0.10-192.168.0.20 o s
—

2. Choose Object > Application object > Application group to create an
application object.
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£ Configure

Name
Description
Application Lisf 2 =
Application List v Qi
- B
+# instant-messaging
2 B sinaue
+(0 p2p-software 8
+ [ streaming-media B kubao
+ [ stock-software 8 roro
Banm
+( oniine-game o
skype
+ (0 fie-transter B xiaonei
search-engine B aliwangwang
online-community I8 paiduni
fetion
database ko
8 oovoo
online-shopping
B unicool
netwark-protocol B voshow
email B he3eo

3. Choose Object > Time object > Cycle to create a work time object.

o -
Name & StartTime | EndTime  StartDate End Date Refer  Description
Bjob 0 &
Mon,Thu Wed,Thu Fri 07:00:00 17:00:00

4. Choose Object > Health check to create an ICMP-based health check
template.

o2 [

Type
ICMP &
TCP &

5. Choose Network > Route > PBR to create a financial department PBR
policy.

Configure
Enable &
Inbound Interace/Secunty .
Source Address | FinanceDeparment -
TargetAddress | any v
Service | any -
User | am -
Application  any -
Domain Name  any -
Time Schedule  job -

Target Session Persisitence ¢

Load Balancing Aigorithm  Polling B
® Next Hop Address Outhound Interface Health Check Standby Health Check Priority  Weight
1010401 icmp v NiA - 10 1 m
Next-nop Information
Next Hop/Outbound Interface Health Check Standby Health Check Priority Weight Operate
10.10.10.1 icmp 10 1 i

B

Select Financial dept. for Source address, Office application for

Application, and Work time for Time table. Enter the next-hop gateway of the
Telecom leased line in Gateway, select ICMP for Health check, and click Add.
Click Submit after you complete the settings. Then the financial department can
use office applications with access to the external network through the Telecom
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leased line during the work time.

21.4 Troubleshooting

21.41 APBR Policy Is Ineffective

Symptom After a PBR policy is configured, traffic is not forwarded to the
next hop specified by the PBR policy.
Analysis 1. Check whether the PBR policy is not enabled.
2. Check whether another PBR policy with a higher priority is
hit.
3. Check whether the configured next hop is correct and has
a direct route.
4. Check whether the health check on the next hop is
successful.
5. Check whether the source or destination IP address is
added to the excluded address list of the address object.
6. Check whether a direct route to the destination network
segment exists on the firewall.
7. Check whether the packets that hit the PBR policy are
reverse packets.
8. Check whether the connection is established before the
PBR policy is enabled according to session information.
9. Check whether the packets that hit the PBR policy are

forwarded by the firewall at Layer 2.
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Solution

—_

Enable the PBR policy.

Modify the PBR policy or adjust the policy order as
needed.

If no direct route is found for the next hop, traffic is not
forwarded to the next hop and is matched with other PBR
policies in order.

Identify the cause of failed health check, and check
whether the next hop is unreachable or the link is faulty.
Remove the IP address from the excluded address list.

If a direct route exists, traffic is forwarded along the direct
route and is not matched with the PBR policy. Therefore,
the PBR policy is invalid if a direct route to the destination
network segment exists on the firewall.

PBR is a flow-based matching technique. Forward
packets are matched with PBR policies, whereas reverse
packets are not. The latter is forwarded by means of route
lookup along the same path as the forward packet.

To avoid disconnection, PBR does not affect existing
traffic forwarding. You can establish a new connection to
check whether the PBR policy is matched properly.

Only Layer-3 forwarded packets are matched with PBR
policies.

21.4.2 Some Next Hops of a PBR Policy Have No Hit Count

Symptom Multiple next hops are added to a PBR policy. When traffic
exists, some next hops have no hit count.
Analysis 1. Check whether an available next hop has a higher priority

than the problematic next hop.

Check whether session persistence is enabled and its
mask is the same as that of the destination network
segment.

Check whether session persistence is enabled but the
destination network segment is unreachable from the
problematic next hop. A session persistence entry is
created only when reverse packets exists, which ensures
entry reliability. No session persistence entry is created
when no reverse packets are returned for the traffic routed
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along a faulty link.

Solution

1.

The next hop with a lower priority than an available next
hop is not scheduled. If you want to schedule the
lower-priority next hop, increase its priority.

After session persistence is enabled, packets destined for
the same network segment are forwarded to the same
next hop. You can adjust the bits of the subnet mask as
needed.

Check whether the link connected to the next-hop
outbound interface is faulty.
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22 Session Persistence

22.1 Overview

In many e-commerce application systems or online systems that require user
authentication, a customer can complete a transaction or a task only after
multiple interactions with the server. The interactions are closely related and
must be handled by the same server. Before proceeding to the next step, the
server needs to get the results of one or more previous interactions. Session
persistence is a method to send requests to the same server for processing.

22.2 Configuration

22.2.1 Procedure

1. Choose Network > Route > Session persistence. The following page
appears.

Configure

Enable Destination Session
Persistence

Expiration Time | 30 (10-42940572095)

IPv4 Mask | 2552552550

Parameter description:

Enable session persistence: Check this box to enable session persistence
based on the destination address.

Timeout: Timeout period for a session persistence entry. The value ranges from
10 to 4294967295, in seconds. If a session persistence entry is not hit within the
timeout period, it is automatically deleted.

IPv4 mask: AND operation is performed on the mask and destination IP
address. If the results are the same, traffic is scheduled to the same next hop.

2. Click Submit after you complete the settings.
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22.2.2 Important Notes

1. Enable session persistence is effective for other equal-cost routes except
PBR.

2. Timeout period and IPv4 mask are globally effective.

3. Enable session persistence is ineffective for PBR. To enable session
persistence for PBR, go to the PBR configuration page.

4. Session persistence is only based on the destination address.

22.3 Troubleshooting

22.3.1 Session Persistence Is Ineffective for PBR

Symptom = Session persistence is ineffective for PBR.

Analysis 1. Session persistence must be enabled for specific PBR
policies.

Solution Enable session persistence for the desired PBR policy.

22.3.2 Session Persistence Is Ineffective

Symptom = With session persistence enabled, traffic destined for the same
network segment is not routed to the same next hop.

Analysis The possible causes are as follows:

1. Traffic destined for the same network segment hits a PBR
policy and is forwarded accordingly.

2. Afiner route to the destination network segment exists, and
traffic is forwarded along this route according to route
selection.

3. The route fails and traffic is not forwarded along this route.

Solution Identify the cause through the preceding analysis and solve the
problem accordingly.
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23 NAT

150

23.1 Overview

Network address translation (NAT) was defined by RFC1631 (replaced by
RFC3022) to convert private addresses to public addresses to solve public IP
address shortage. With continuous development and deeper application, NAT
proves to be useful and versatile. For example, NAT provides unidirectional
isolation with robust security; allows public addresses to access servers
configured with private addresses through destination address mapping; and
supports server load balancing and address multiplexing.

NAT is classified into source NAT (SNAT) and destination NAT (DNAT) SNAT is
an address translation technique based on the source address. It is further
classified into dynamic NAT, port address translation (PAT), and static NAT. A
type of unidirectional source address mapping, dynamic NAT and PAT are used
for external service access using an intemal address, help reduce public
addresses, and hide internal addresses. Dynamic NAT converts and maps a
source address to a small address pool dynamically. The same source IP
address may be mapped to different addresses in an address pool depending
on different connections. PAT maps all source addresses to the same address
and differentiates connections by means of port mapping, thus enabling public
address sharing. Static NAT is a one-tfo-one bidirectional address mapping,
enabling internal servers to provide services extemally. An internal server
enabled with static NAT can access external services and also receive access
requests from external networks, which is equivalent to establishing a
bidirectional channel between internal and external networks.

RAVEN 5000 firewalls provide SNAT and static NAT.

23.2 Configuration

NAT configuration is divided into SNAT, DNAT, and static NAT. Bidirectional NAT
configuration supports configuring SNAT and DNAT together. Currently,
IPv4-to-IPv4 address conversion and IPv6-to-IPv6 address conversion are
supported.

Each NAT rule is associated with an interface. Because SNAT is performed
when traffic leaves an interface, the SNAT rule must be associated with the
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outbound interface. Similarly, because DNAT is performed when traffic enters
an interface, the DNAT rule must be associated with the inbound interface.

f If two NAT rules have the same source address, destination

address, service, and outbound interface (four-tuples), the first

Notice NAT rule is matched preferentially.

23.2.1 Configuring a NAT Pool

ANAT pool is a set of addresses for use by dynamic NAT. It supports three use
modes: round robin, source address holdover, and default. NAT pool
segmentation is supported.

NAT converts the real address of a packet to an address in the NAT pool.

Procedure:

1. Choose Network > NAT > NAT pool and click New.

% Configure

E3ED
Name: Name of the new NAT pool, no more than 64 characters.

Description: Description about the NAT pool, no more than 128 characters.

Select algorithm: Addresses are selected from the NAT pool based on an
algorithm. The options are:

Default: Select arandom address in the NAT pool as the address after
conversion.

Round robin: Select the addresses in the NAT pool cyclically during address
conversion.

Source address holdover: Select a random address in the NAT pool. The
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same address is selected for packets with the same source address.

Protocol type: The options are IPv4 and IPv6. A NAT pool can only contain
either IPv4 or IPv6 addresses.

Start address: Start address of the NAT pool.

End address: End address of the NAT pool. The end address cannot be
smaller than the start address. The NAT pool contains all the addresses from
the start to the end address.

Address check: Check this box to check the availability of the addresses in the
NAT pool. After you check this box, specify the server IP address and next-hop
address. By default, address check is disabled.

Type: Protocol type of address check.

Server IP address: The addresses in the NAT pool send packets to the
specified server to check whether the addresses are available. Run the show
snat-pool-check list command to display the address availability status.

Next-hop address: Next-hop address used by address check of the NAT pool.

The end address cannot be smaller than the start address.
A The addresses in the range cannot overlap. The addresses

Notice between the start and end address cannot exceed 10,000.

2. Click Submit after you complete the settings.

23.2.2 Modifying a NAT Pool

You can modify an existing NAT pool.
Procedure:

1. Choose Network > NAT > NAT pool. The following page appears.

Click a pool name.
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£} Configure

Name nat-pool

Default

© Add

EA P

Type e DNS TCP ICMP

e | coce
Modify the parameters. Name and Protocol type cannot be modified.

Click Update.

23.2.3 Deleting a NAT Pool

Procedure:

1. Choose Network > NAT > NAT pool. The following page appears.

2. Click * nexttothe NAT pool you want to delete.

A When the Delete button is grayed out, the NAT pool is being
~Notice referenced and cannot be deleted.

23.2.4 Configuring SNAT

Atype of unidirectional source address mapping, SNAT is used for external
service access using an internal address, helps reduce public addresses, and
hides internal addresses.

Procedure:

Choose Network > NAT > NAT rule > SNAT and click New.
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| Source Addre FNFieaM | Destination Address Translation || Static Address Translation | Cross-protocol Translation

Configure
Not Translate
Translation Type IPvd to IPvd v
Source Address Address——F— -
Target Address | ——— Address =
Service ———FPre-defined Service—..
Cutbound Interface gel/D -

Source Address After
Translation

Outbound Interface Address =
UnitID 1 v

Description

Log
(==

No conversion: If you check this box, address conversion is not performed
when the NAT rule is hit.

Conversion type: The options are IPv4 to IPv4 and IPv6 to IPv6.

Source address: Source address matched with the NAT rule, which may be an
address object or an address group. The address object type must be
consistent with Conversion type. For example, if IPv4 to IPv4 is selected for
Conversion type, the address object type must be IPv4.

Destination address: Destination address matched with the NAT rule, which
may be an address object or an address group. The address object type must
be consistent with Conversion type.

Service: Name of the service matched with the NAT rule, which may be a
service object or a service group.

Outbound interface: Name of the outbound interface matched with the NAT
rule.

Source address after conversion: Address after conversion, which may be an

outbound interface address, a NAT pool name, or an IP address. The selected
pool type must be consistent with Conversion type.

Unit ID: Unit ID of the NAT rule, which takes effect when the high availability
feature is enabled. For example, when the HA active-active mode is enabled, if
the host ID is inconsistent with the NAT rule ID, the NAT rule does not take
effect. The default value is 1.

Description: Description about the NAT rule, which cannot exceed 128
characters.

Log: Check this box to enable logging for the NAT rule.
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Click Submit after you complete the settings.
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23.2.5 Configuring DNAT

Atype of unidirectional destination address mapping, DNAT is used for internal

service access using an external address and allows internal servers to provide

services externally. External devices can access the intranet, but internal

devices cannot access the external network.

Procedure:

Choose Network > NAT > NAT rule > DNAT and click New.

Source Address Transiation | BT o e

Configure
Not Translate
Source Address
Target Address
Service

Inbound Interface

Destination Address After
Translation

Port After Translation
Source Address Translation
UnitID

Description

Log

B =

-Address

any

Address Pool

Pre-defined Service—

Static Address Translation Cross-protocol Translation

- ———Address Pool - ¥

No conversion: If you check this box, address conversion is not performed
when the NAT rule is hit.

Source address: Source address matched with the NAT rule, which may be an

address object or an address group.

Destination address: Destination address matched with the NAT rule, which
may be an address object or an address group.

Service: Name of the service matched with the NAT rule, which may be a
service object or a service group.
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Inbound interface: Name of the inbound interface matched with the NAT rule.

Destination address after conversion: Address after conversion, which may
be a NAT pool name or an IP address.

Port after conversion: Port number after conversion.

Source address conversion: NAT pool or IP address after SNAT in
bidirectional NAT. Do not check this box when configuring DNAT.

Unit ID: Unit ID of the NAT rule, which takes effect when the high availability
feature is enabled. For example, when the HA active-active mode is enabled, if
the host ID is inconsistent with the NAT rule ID, the NAT rule does not take
effect. The default value is 1.

Description: Description about the NAT rule, which cannot exceed 128
characters.

Log: Check this box to enable logging for the NAT rule.

Click Submit after you complete the settings.

23.2.6 Configuring Bidirectional NAT

Bidirectional NAT supports SNAT and DNAT. When an internal PC accesses an
internal server, the internal server provides a virtual address, which must be
subjected to SNAT and DNAT.

Procedure:

Choose Network > NAT > NAT rule > DNAT and click New.
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Source Address Translation | SECHET R CECRIEWEEI M| Static Address Translation || Cross-protocol Translation

Mot Translate

Source Address | ——— -Address -
Target Address  ——— Address
Senvice Pre-defined Service—..

Inbound Interface any

Destination Address After
Translation

Address Pool -Address Pool i W

Port After Translation

Source Address Translation  |#

Source Address After

ddress -
Translation el Fool

-Address Pool

UnitID
Description

Log

Source address: Source address matched with the NAT rule, which may be an
address object or an address group.

Destination address: Destination address matched with the NAT rule, which
may be an address object or an address group.

Service: Name of the service matched with the NAT rule, which may be a
service object or a service group.

Inbound interface: Name of the inbound interface matched with the NAT rule.

Destination address after conversion: Address after conversion, which is a
NAT pool name.

Port after conversion: Port number after conversion.

Source address conversion: NAT pool or IP address after SNAT in
bidirectional NAT. Check this box when configuring bidirectional NAT.

Unit ID: Unit ID of the NAT rule, which takes effect when the high availability
feature is enabled. For example, when the HA active-active mode is enabled, if
the host ID is inconsistent with the NAT rule ID, the NAT rule does not take
effect. The default value is 1.

Description: Description about the NAT rule, which cannot exceed 128
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characters.

Log: Check this box to enable logging for the NAT rule.

23.2.7 Configuring Static NAT

Static NAT is one-to-one bidirectional address mapping. The mapped internal
host can access external services and also receive access requests from
external networks, which is equivalent to establishing a bidirectional channel
between internal and external networks.

Procedure:

Choose Network > NAT > NAT rule > Static NAT and click New.

Source Address Translation || Destination Address Translation Cross-protocol Translation
Configure
Translation Type IPvd to IPwd -

External Address

Internal Address

External Interface gel/0 -
UnitID 1 -
Description

Log

Conversion type: The options are IPv4 to IPv4 and IPv6 to IPv6.
External address: External address to be converted.
Internal address: Internal address to be converted.

External interface: Name of the interface connected to an external network.

Unit ID: Unit ID of the NAT rule, which takes effect when the high availability
feature is enabled. For example, when the HA active-active mode is enabled, if
the host ID is inconsistent with the NAT rule ID, the NAT rule does not take
effect. The default value is 1.

Description: Description about the NAT rule, which cannot exceed 128
characters.

Log: Check this box to enable logging for the NAT rule.

Click Submit after you complete the settings.
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23.2.8 Modifying a NAT Rule

You can modify an existing NAT rule.
Procedure:

Choose Network configuration > NAT > NAT rule > SNAT. The following page
appears.

e LM Destination Address Translation | Static Address Translation || Cross-protocol Translation

Tyve| Al + |source Address| A + | Destination Address| Al + |senice| Al + | outbound Intertace| A = @ m

Translation
# Rule Type Source Address Target Address Senvice Outbound Interface

Cperate
Transla
te

Address
Showing 1 to 1 of 1 entries First = Previous - Next = Last
Click a rule ID.

IPvétolPvd  any any any ge02 (] 0 0 EERY

Destination Address Translation | Static Address Translation Cross-protocol Translation

Configure
Not Translate
Translation Type IPvd to IPvd v
Source Address any -
Target Address any v
Service any v
Cutbound Interface 0802 -

Source Address After

Translation Cutbound Interface Address v

UnitID 1 -
Description

Log

e

Modify the parameters. Conversion type cannot be modified.

Click Submit after you complete the settings.

23.2.9 Deleting a NAT Rule

Procedure:

Choose Network configuration > NAT > NAT rule > SNAT. The following page
appears.

Destination Address Translation | Static Address Translation | Cross-protocol Transiation

Tpe| Al ess| Al ~ | Destination Address| Al ~ service| Al + | outbound Interface . m m
Concurrent
#  Rue Source Address  Target Address senvice Oubound Interface  AflerTransiaton  Log  Connections Hit Operate
Transia d Intertac
e PP any any any ge0R ?;"ﬁ:;‘" b ) 0 0 FEx
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Click ® next to the NAT rule you want to delete.

23.2.10 Moving a NAT Rule

You can adjust the match order of NAT rules of the same conversion type.
Procedure:

Choose Network configuration > NAT > NAT rule > SNAT. The following page
appears.

Destination Address Transiation || Stati

IPvdto Pv4  any any

IPv4toIPvd  ar

Showing 1o 2 of 2 entries

Click + next to a rule.

i e ® | Destination Address Translation || Static Address Translation || Cross-protocol Translation
Moving NAT Rule
RulelD 2

Move to (Rule 1D}

® Before After

Rule ID: ID of the rule to be moved.

Move to: New position of the rule.

Arule can be moved only among other rules of the same
A conversion type. For example, an IPv4-to-IPv4 NAT rule can be
moved only among other IPv4-to-IPv4 NAT rules. Similarly, an
IPv6-to-IPv6 NAT rule can be moved only among other
IPv6-to-IPv6 NAT rules.

Notice

23.3 Configuration Examples

23.3.1 Configuring SNAT

Description:

A company's LAN needs to access external networks through an application
device. The internal address segment is 192.168.0.0/24, and the public address
is 202.118.3.1.
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Network diagram:

3
>

vlan2
192.168.0.1

Vian1
202.118.3.1

Procedure:

1. Choose Object > Address object > Address node to create an IPv4

address object named inside-net.

IP Address Search | ||

Name Member Exclude Description
any 0.00.0/0,:/0

ISP_CTdat (China Telecom
ISP_CTTdat (China Railway Telecom)
0.00.0/24

192.168.0.10-192 168.0.20

92.168.1.0/24,192.168.2.024

162 168.0.0/24

Showing 110 6 of & entries

Refer

8

2 rd

7l ,
’

0 re

0 &

First | Previous - Next | Last

2. Choose Network > NAT > NAT pool to create a NAT pool called pub-pool.

% Configure
Name pub-pool

Description

Select Algorithm

Default

Protocol Type 1Pv4 IPVE

Start Address End Address QAdd
Start Address Operate
202418341 *

Showing 110 10f 1 entries

Address Check

Type ° DNS TCP IcMP

Server IP Addres:

Next Hop

oo [ oo

Click Submit after you complete the settings.
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3. Choose Network > NAT > NAT rule > SNAT and click New.

Configure

Not Translate
Translation Type
Source Address

Target Address
Service

Cutbound Interface

Source Address After
Translation

Unit ID
Description

Log

Destination Address Translation

IPvé to IPv4

inside-net

any

any

viani

Address Pool

Static Address Translation

- nat-pool

4. Click Submit after you complete the settings.

23.3.2 Configuring DNAT

Cross-protocol Translation

Description:

Aserver on an intranet provides services externally. The server's internal

address is 172.16.10.254, which is mapped to the external address

192.168.10.169.

Network diagram:

S

192.168.10.165
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Wefl

172.16.10.254

Ge2/2
192.168.10.16

&2

Ivlan1000

o]

172.16.10.1

%

172.16.10.253

172.16.10.252

T
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Procedure:

1. Choose Object > Address object > Address node to create an IPv4
address object named outside.

IP Address Search | P m m

Name Member Exclude Description Refer
0.0.0.00,:/0 8
ISP_CT.dat (China Telecom) 2 s
ISP_CTT.dat (China Rallway Telecom) 1 v
0000724 192.168.1.0/24,192.168 2.0/24 1 &
FinanceDepartment 192.168.0.10-192.166.0 20 0 Ead
t 192 168.0.0/24 0 S x
192.168.10.169 0 %
Showing 110 7 0f7 entries First | Previous - Next | Last
2. Choose Network > NAT > NAT pool to create a NAT pool called
dnat-pool.
# Configure
Name dnat-pool
Description
Select Algorithm Default -
Protocol Type o PV 1PV6
Start Address : | 172.168.10.254 End Address ©Add
= Address Pool Start Address End Address Operate
No data available in table
Showing O to 0 of 0 entries
Address Check
Type « DNS TCP ICMP
Server IP Address
Next Hop Address
3. Choose Network > NAT > NAT rule > DNAT and click New.
164 Web UI
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Source Address Translation | BRI NIEEMIEWCELGM | Static Address Translation || Cross-protocol Transiation

Configure
Not Translate
Source Address outside -
Target Address any v
Service any v
Inbound Interface vlan2 -

Destination Address After

Translation Address Pool A dnat-pool 5
Port After Translation
Source Address Translation
unitio | 1 .

Description

Log

4. Click Submit after you complete the settings.

23.3.3 Configuring Bidirectional NAT

Description:

A server on an intranet provides services externally. The server's internal
address is 172.16.10.254, which is mapped to the external address
192.168.10.169. An internal address 172.16.10.252 and an external IP address
192.168.10.165 need to access the server.

Network diagram:

(aa

172.16.10.254

192.168.10.165 Ge2/2  |vlan1000
192.168.10.166 172.16.10.1

Az

172.16.10.253

172.16:10.252

T
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Procedure:

1. Choose Object > Address object > Address node to create an IPv4
address object named outside.

- =3

Name Member Exclude Description Refer

any 0000040 8

Telecom ISP_CT dat (China Telecom) 2 '
ISP_CTT.dat (China Railway Telecom 1 ¢
0000724 192.168.1.0124,192.168.2.0124 1 s

anceDepartment 192.168.0.10-192.168.0.20 0 s x

192.168.0.0/24 0 £ x
192.168.10.169 0 2

Showing 1 to 7 017 entries First | Previous - Next | Last

2. Choose Network > NAT > NAT pool to create a NAT pool called
dnat-pool.

£ Configure
Name dnat-poal
Description
Select Algorithm Default
Protocol Type . IPvd IPVE
Start Address 172.168.10.254 End Address - © Add
5 Address Pool Start Address End Address Cperate

No data available in table

Showing 0 to 0 of 0 entries

Address Check
Type e DNS TCP ICMP
Server IP Address

Next Hop Address

s

3. Choose Network > NAT > NAT Rule > DNAT and click New.
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Source Address Translation Static Address Translation || Cross-protocol Translation

Mot Translate

Source Address outside  d

Target Address any v

Service any v

Inbound Interface any v
Hestnation Ad.ﬁf;;;?:g Address Pool v dnat-pool v

Port After Translation

Source Address Translation [«

Source Address After

] v | | 172.168.10.1
Translation IF Address 2.168.10.100

Unit ID 1 -
Description

Log
s | o

4. Click Submit after you complete the settings.

23.3.4 Configuring Static NAT

Description:

Aserver on an intranet provides services externally. The server's internal
address is 192.168.0.3, which is mapped to the public address 202.118.3.1.

Network diagram:
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192.168.0.3

&

& &

Vian1 vian2
211.118.3.1 | 192.168.0.1

(oe

Procedure:

1. Choose Network configuration > NAT > NAT rule > Static NAT and click
New.

Source Address Translation | Destination Address Translation Cross-protocol Translation
Configure
Translation Type IPvd o IPv4 -
External Address 202.118.3.1
Internal Address 192.168.0.3
External Interface viani -
UnitID 1 v
Description

Log
et

2. Click Submit after you complete the settings. The following page appears.

Source Address Translation | Destination Address | Static Address Translation Cross-protocol Translation
# Translation Type ~ External Address Internal Address Interface Log Concurrent Connections Hit Operate
IPv4 to IPvd 2021183 9216803 ge0/o -] 0 i} EL3 3

Showing 1 to 1 of 1 entries

23.4 Monitoring and Maintenance

23.4.1 Displaying NAT Pools and NAT Rules

Choose Network > NAT to display the configured NAT pools and NAT rules.
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23.5 Troubleshooting

23.5.1 Intermittent Disconnection

Symptom After NAT is performed, a device in another network is pinged.
The device is occasionally or always unreachable.

Solution 1. Check whether the address after conversion conflicts

with another address or is already in use. Some
addresses may not be pingable, while some others may
be already in use. In the latter case, check whether ping
packets are blocked at the peer end.

2. Check the ARP entry of the pinged device. Check
whether the MAC address corresponding to the address
after NAT is the device's MAC address. If not, the IP
address is used by another device. Use an idle address
as the address after NAT.
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24 NAT PoolChecking

24.1 Configuring NAT Pool Checking

The NAT pool checking function checks the availability of the addresses in a
NAT pool. After this function is enabled, the unavailable addresses in the NAT
pool can be excluded from SNAT. NAT pool checking supports DNS, TCP, and
ICMP modes. You can select a mode to check a NAT pool as needed. Each
mode has default parameter settings.

Procedure:

1. Choose Network > NAT > NAT pool checking. The following page
appears.

[ ons [IRETRINGY

10000 T 11000

Resfore fo Default Value

Ons RIS | icvP

£ configure

Detection Interval

Seconds

10000 11000

Restore to Default Value m

ons || cp |IEYEA

& Configure

Restore to Default Value
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Detection interval: The default value is 15, in seconds, indicating that
availability check is performed on the addresses in the NAT pool every 15s.

Allowed consecutive failure times: The default value is 3. For example,
availability check is performed on the addresses in the NAT pool every 15s. If
address A is found to be unavailable once, one failure is recorded. Availability
check is performed for the second time after 15s. When address A is found to be
unavailable for three consecutive times, A is marked as Unavailable.

DNS detection domain name: The default value is www.baidu.com. The
domain name cannot exceed 128 characters.

Source port round robin range: The default range is 10000 to 11000. The
allowable range is 1024 to 65535.

The NAT pool checking function is only applicable to the IPv4

Notice . protocol type.

24.2 Modifying the NAT Pool Checking Configurations

Choose Network > NAT > NAT pool checking.

| ons. [IRCERINTET

£ Configure

wwwbaidu.com

Soure Port Number Polling Range 10000 11000

Restrs o Dt vae

Click the DNS tab and modify the parameters. Then click Submit. To restore the
default settings, click Restore default and click Submit. The modification in
TCP and ICMP modes is similar.

Detection interval: Interval at which a NAT pool is checked.

Allowed consecutive failure times: Maximum number of consecutive times an
address is found to be unavailable until its status is marked as Unavailable.

DNS detection domain name: Set this parameter
when NAT pool checking is in DNS mode.

Source port range: Source ports that send packets. The default range is 10000
to 11000.
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24.3 Enabling NAT Pool Checking

Choose Network > NAT > NAT pool. The following page appears.

For a NAT pool not enabled with the checking function, its Check result column
shows Unknown. Click a pool name to enable the checking function for the NAT
pool.

fii
>
b

CIED

Check the Address check box, and set Server IP address and Next-hop
address. If you select TCP, also set the destination port. Click Update.

24.4 Disabling NAT Pool Checking

Choose Network > NAT > NAT pool. The following page appears.
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Start Address

Description

@@

@

Showing 1to 3 of 2 entries

Click the name of the NAT pool for which you want to disable the checking
function.

£ Configure

Name nat-pool
Description
SelectAlgorithm Default
Protocol Type IPv4 [
Start Address

©Add

St

Operate

Showing 1 to 1 of 1 entries

Type ® DNS TCcP ICMP
Server IP Address 114114114114
Next Hop Address 192.168.1.1

Uncheck the Address check box and click Update.

Start Address

End Address Description

Default
Default
Default

24.5 Displaying the NAT Pool Checking Resulit

Choose Network > NAT > NAT pool. The following page appears.

Start Address End Address Description

Default
Default

Default
Showing 1o 3 of 3 entries
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View the Check result column. Click the check result to display the detailed
results of specific addresses in the NAT pool.
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25 Cross-protocol Address Translation

25.1 Overview

Cross-protocol address translation is a method to convert between IPv4 and
IPv6 addresses for seamless interoperability between the two protocol stacks to
support gradual transition from IPv4 to IPv6 network environments.

RAVEN 5000 firewalls support NAT46 and NAT64. In NAT46, the IPv4 address of
a request packet is converted to an IPv6 address. In NAT64, the IPv6 address
of a request packet is converted to an IPv4 address. Multiple conversion
methods are provided. You can select a suitable one according to your network
environment to enable access between IPv4 and IPv6 networks.

25.2 Configuration

Cross-protocol address translation supports NAT46 and NAT64 and three
conversion methods: VI conversion, embedded address conversion, and NAT
pool conversion.

25.2.1 Configuring IVI Conversion

IVl conversion is a stateless address mapping technique proposed by China
Education and Research Network (CERNET). It converts between IPv4 and
IPv6 addresses using a specified prefix.

IVl conversion is applicable to NAT46 and NAT64.
Procedure:

1. Choose Network > NAT > NAT Rule: Cross-protocol address
translation and click New. The following page appears.
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Source Address Translation || Destination Address Translation || Static Address Transiation Moo e

Configure
Translation Type NATE4 v
Translation Mode VI 4
Source Address = ——— Address——— 4
Target Address = ——— Address v
Service ——Pre-defined Service—..
Inbound Interface gel/0 -

Source AddressType Prefix of Specified Source A... «

Prefix of Specified Source
Address

Frefix of Specified
Destination Address

Unit ID 1 -
Description
Log

Fesponse Neighbor Request

Conversion type: The options are NAT46 and NAT64.

Conversion method: The options are IVI, Embedded address, and NAT pool.
Select IVI.

Source address: Source address object or address group matched with the
rule.

Destination address: Destination address object or address group matched
with the rule.

Service: Service object matched with the rule.
Inbound interface: Inbound interface matched with the rule.
Source address type: Source address conversion method. The options are:

Specify source address prefix: Convert the source address by VI based
on a specified prefix. It must be a 32-bit mask.

Source address after conversion: Select an address in a specified NAT
pool as the source address after conversion, or converts the source
address to an outbound interface address.

Specify destination address prefix: Convert the destination address by VI
based on a specified prefix. It must be a 32-bit mask.
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Unit ID: Unit ID of the rule, which takes effect when the high availability feature
is enabled.

Description: Description about the rule, no more than 128 bytes.
Log: Check this box to enable logging.

Respond to ARP or Respond to neighbor request: Whether the rule
responds to ARP requests or neighbor requests. The range of ARP requests to
which the NAT46 rule responds and the range of neighbor requests to which the
NAT64 rule responds are determined by the destination address object and
inbound interface.

When configuring NAT64 in IVI mode, ensure that the matched
A address object does not conflict with the conversion prefix;
otherwise, packets are forwarded as they are.
If the address of an IPv6 packet matched with a NAT64 VI rule
is not a standard IVI-formatted address, the packet will be
forwarded as it is.

Notice

2. Click Submit after you complete the settings.

25.2.2 Configuring Embedded Address Conversion

Embedded address conversion is only applicable to NAT64. The destination
address after conversion is the 32-bit segment after a specified prefix of the
original IPv6 destination address. For source address conversion, you can
specify a NAT pool or convert it to an outbound interface address.

Procedure:

Choose Network > NAT > NAT Rule: Cross-protocol address translation
and click New. On the displayed page, select NAT64 for Conversion type and
Embedded address for Conversion method.
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Source Address Translation
Configure

Translation Type

Translation Mode

Source Address

Target Address

Service

Inbound Interface

Source Address After
Translation

Destination Address Prefix
UnitiD

Description

Log

Response Neighbor Request

Destination Address Translation

NATE4

Embedded Address

-Address———

-Address———

gel/0

Cutbound Interface Address

Pre-defined Service—...

Static Address Translation

Conversion type: The options are NAT46 and NAT64. Select NAT64 for
embedded address conversion.

Conversion method: The options are IVI, Embedded address, and NAT pool.

Select Embedded address.

Source address: Source address object or address group matched with the

rule.

Destination address: Destination address object or address group matched
with the rule.

Service: Service object matched with the rule.

Inbound interface: Inbound interface matched with the rule.

Source address after conversion: Select an address in a specified NAT pool
as the source address after conversion, or converts the source address to an
outbound interface address.

178

Destination address prefix: Convert the destination address to the embedded
32-bit IPv4 address after a specified prefix of the IPv6 destination address. The
maximum prefix length is 96 bits.

Unit ID: Unit ID of the rule, which takes effect when the high availability feature
is enabled.
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Description: Description about the rule, no more than 128 bytes.
Log: Check this box to enable logging.

Respond to neighbor request: Whether the rule responds to neighbor
requests. The range of neighbor requests to which the NAT64 rule responds to
is determined by the matched destination address object and inbound interface.

2 During embedded address conversion, if the configured

destination address prefix is inconsistent with the packet's
Notice destination address, the packet will be forwarded as it is.

25.2.3 Configuring NAT Pool Conversion

NAT pool conversion is applicable to NAT64 and NAT46. The destination
address after conversion is specified as an address in a NAT pool. The source
address after conversion is also specified as an address in a NAT pool or an
outbound interface address.

Procedure:

Choose Network > NAT > NAT rule: Cross-protocol address translation and
click New. On the displayed page, select NAT pool for Conversion method.
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Source Address Translation
Configure
Translation Type
Translation Mode
Source Address
Target Address
Service

Inbound Interface

Source Address After
Translation

Destination Address After
Translation

UnitID
Description
Log

Response Neighbor Reguest

] )

Destination Address Translation

MNATG4

Address Pool

— -Ardress-

— Address

gel/o

Cutbound Interface Address

——Address Pool

-Pre-defined Service—._..

Static Address Translation |Bl==Eeeiil=y

180

Conversion type: The options are NAT46 and NAT64.

Conversion method: The options are IVI, Embedded address, and NAT pool.
Select NAT pool.

Source address: Source address object or address group matched with the
rule.

Destination address: Destination address object or address group matched
with the rule.

Service: Service object matched with the rule.
Inbound interface: Inbound interface matched with the rule.

Source address after conversion: Select an address in a specified NAT pool
as the source address after conversion, or converts the source address to an
outbound interface address.

Destination address after conversion: Select an address in a specified NAT
pool as the destination address after conversion.

Unit ID: Unit ID of the rule, which takes effect when the high availability feature
is enabled.

Description: Description about the rule, no more than 128 bytes.

Log: Check this box to enable logging.
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Respond to ARP or Respond to neighbor request: \WWhether the rule
responds to ARP requests or neighbor requests. The range of ARP requests to
which the NAT46 rule responds and the range of neighbor requests to which the
NAT64 rule responds are determined by the destination address object and
inbound interface.

The NAT pool corresponding to the destination address after
A conversion must contain at least one routable address;

Notice otherwise, the packet will be forwarded as it is.

The source address and destination address configured for
A each NAT64 rule must be IPv6 address objects, and the
referenced NAT pool must be of the IPv4 type.

Notice
The source address and destination address configured for
each NAT46 rule must be IPv4 address objects, and the

referenced NAT pool must be of the IPv6 type.

25.2.4 Modifying a NAT46 or NAT64 Rule

You can modify an existing NAT46 or NAT64 rule.
Procedure:

1. Choose Network configuration > NAT > Cross-protocol address
translation. The following page appears.

it Trareteoon ) [ eaunaon Adices et rilo Static Address Transiaion | ST
iress Translation || Destination Address Transiation || Stafic Address Transiation

2. Click a rule ID.
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Source Address Translation

Configure

Destination Address Translation

NATE4

Static Address Translation

Translation Type v

Translation Mode IV -

Source Address any v

Target Address any -

Service any v

Inbound Interface gelil v

Source AddressType Prefix of Specified Source A... «
Prefix ofSpeciﬂedAi;LrJer;z: 3000432
et Spectted [aponiad

UnitID 1 -

Description
Log

Response Neighbor Request
ien | ot |

3. Modify the parameters. Conversion type cannot be modified.

4. Click Update.

25.2.5 Deleting a NAT46 or NAT64 Rule

Procedure:

1. Choose Network configuration > NAT > Cross-protocol address
translation. The following page appears.

Source Address Translation | Destination Address Translation || Static Address Translation

Destination
Destination Inbound Source Address  Address After Translation
# Al v | Source Address  Address Senvice Interface After Translation  Translation Mode Log Operate
NATE4 any any any ge0/0 ] [-] (1] 1] T

Showing 11a 1 of 1 entries

First | Previous - Next | Last

2. Click * nextto the rule ID you want to delete.

25.2.6 Moving a NAT46 or NAT64 Rule

You can adjust the match order of NAT46 and NAT64 rules of the same
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conversion type.
Procedure:

1. Choose Network configuration > NAT > Cross-protocol address
translation. The following page appears.

Source Address Translation Destination Address Translation Static Address Translation

2. Click + next to the rule ID you want to move.

25.3 Configuration Examples

25.3.1 Configuring NAT46

Description:

A company's LAN is an IPv4 network. It needs to access an FTP site in an IPv6
LAN through a T-series firewall. The FTP site address is 2010::80, and the
company's LAN address segment is 10.0.0.0/24. The T-series firewall works as
a core router which is serially connected to the network.

Network diagram:
Server Vlan2 Vlan1
2010::80 2010::1 10.0.0.1
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Procedure:

1.

IP:10.0.0.0/24

Choose Object > Address object > Address node to create an IPv4

address object named inside-net.

2. address object named inside-ftp. The address is the address of the FTP

server mapped to the infranet and cannot conflict with the address of any
internal PC.

Member

any 0.0.0.00,:10

Showing 110 7 of

7 entries

Source Address Translation
Configure
Translation Type
Translation Mode
Source Address
Target Address
Service

Inbound Interface

Source Address After
Translation

Destination Address After
Translation

Unit ID

Description

184

ISP_CTTdat (China Ral

92.168.0.10-192.

ISP_CT.dat (China Tele

0.0.0.0724

66.0.20

0.0.0.0124
10.0.0.100

ftp-server.

Start Address

2010:20

Destination Address Translation

NAT46
Address Pool

inside-net

inside-fip

fip

vian1

Cutbound Interface Address

fip-server

Exclude Description Ref
8
2 ¢
&
92.168.1.024,192.168.2 0124 s
0 o x
I x
0 s %

prst | prevcus [ ven  cem

Choose Network > NAT > NAT pool to create an IPv6 address pool named

ENd Address

2010:30

Choose Network > NAT > Cross-protocol address translation to create a
NAT46 rule.

Static Address Translation | NELEE N
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(oM Canc ]

The firewall works as an IPv6 server proxy. Respond to ARP
A must be selected to ensure that the requests sent from the IPv4
Notice intranet to the proxy server address 10.0.0.100 can be

forwarded to the firewall.

25.3.2 Configuring NAT64

Description:

An ISP allocates an VI prefix 2010::/32 to an IPv6 educational LAN, where
users need to access the external IPv4 address segment 20.0.0.0/8. The T-
series firewall works as a core router which is serially connected to the

network.
Network diagram:
Vian1
2010:0000:ff0a:0000:0100::
IPv4 network Vian2
20.0.0.0/8 10.0.0.1
route:
10.0.0.0/24 gw
10.0.0.1
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2010:0000:ff0a:0000:0400::

internal route
2010:0000:ff14::/48 gw
2010:0000:ff0a:0000:0100::

Procedure:

1. Choose Object > Address object > Address node to create IPv6 address
objects named ivi-addr and dest-addr.

IP Address Search

Name Member Exclude Deseription Refer
000 0 8
China Te 2 rd
CTTdat (China Railway Telecom 1 &£
0.0.0.024 192.168.1.024,192.168.2.0124 1 'd
192.168.0.10-192.168.0.20 0 s x
10.0.0.024 0 s x
10.0.0.100 0 X
2010:0:f00../40 0 xR
2010:0:F14.48 0 s x

Showing 1o 9 079 entries

Frst | prevous [ ven Lo

2. Choose Network > NAT > Cross-protocol address translation to create a
NAT64 rule.

Source Address Translation || Destination Address Translation

Static Address Translation

Configure
Translation Type NATE4 -
Translation Mode v v
Source Address ivi-addr -
Target Address dest-addr -
Service any -
Inbound Interface viani -

Source AddressType

Prefix of Specified Source A...

Prefix of Specified Source

2010:/3
Address | 201032

Prefix of Specified

Destination Address ‘20'0432

UnitID 1 -
Description
Log

Response MNeighbor Reguest

Do not select Respond to neighbor reque st when
configuring a NAT 64 rule because a route must be
configured on every internal host.

A 1.

Notice

2. 2. For IVIconversion, the firewall does not respond to ARP

or neighbor requests corresponding to the address after

Web Ul
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conversion. Therefore, a proper route must be configured.

25.4 Troubleshooting

25.4.1 Address Conflict Persists

Symptom

A user's PC has address conflict.

Solution

Check whether Respond to ARP or Respond to neighbor request
is selected for the NAT64 or NAT46 rule. If yes, the firewall responds
to the neighbor or ARP requests with the matched destination
address on the inbound interface. It is recommended that you
deselect Respond to ARP or Respond to neighbor request if

Destination address is set to Any.
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25.4.2 The Request Packet Sent by a User Cannot Reach the

Firewall
Symptom A user wants to access a network of a different protocol type via
NAT64 or NAT46. However, packet capture shows that ARP or NS
requests are being sent.
Solution Check whether Respond to ARP or Respond to neighbor request

is selected for the NAT64 or NAT46 rule. If not, request packets may
not be able to learn the MAC address corresponding to the

destination address.

25.4.3 Address Translation Fails

Symptom Packet capture on the firewall's outbound interface shows that
addresses are not converted.
Solution For NAT64, check the following configurations:

1. IVIconwersion. If the source or destination address is not in the
VI format, addresses are not converted.

2. IVl conwersion. If the address object of the rule conflicts with the
prefix, addresses are not converted.

3. Embedded address conversion. If the destination address object
of the rule conflicts with the prefix of the destination address,
addresses are not converted.

If routing based onthe destination address after conversion fails,

packets are forwarded as they are.
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26 Port Management

26.1 Overview

A server may change or add a listening port to a provided service by changing
or adding a predefined application level gateway (ALG) port to correctly identify
the service type indicated by the port number in a packet.

For example, an FTP server enables port 21 to listen to requests and enables
port 1000 to listen to FTP requests. When receiving a packet whose destination
port number is 1000, the server identifies the packet to be FTP-related based on
the ALG port.

26.2 Configuration

26.2.1 Setting a Port Number

Choose Network > NAT > Port management and click New. The following
page appears.

New Port Management
Protocol FTP r

Port |21
oo | cova

Protocol: Protocol type. The options are FTP and TFTP.

Port: Number of a new listening port of the selected protocol type.

Apart from the default port, a maximum of seven ports can be
Notice . added under each protocol type.
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26.2.2 Deleting a Port Number

Choose Configuration > NAT > Port manage ment. The following page
appears.

Protocol Port
FTP 21
FTP 22
TFTP 69

JEsf el e

Click ¥ next to the port you want to delete.

A The default port cannot be deleted.

Notice

26.2.3 Displaying Port Numbers

Choose Configuration > NAT > Port management. A page appears to display
all the configured port numbers.

Protacal Port
FTR 21
FTP 22
TFTR 6o

B® B E

26.3 Configuration Example

Example 1
Description:

An external client wants to access an internal FTP server, which uses
non-default port 2121.

Network diagram:

190 Web Ul
Release 1.0 10/2020



N

g

172.16.20.2

Procedure:

i

vlan2000
172.16.20.1

i

172.16.10.254

>

vlan1000
172.16.10.1

172.16.10.253

1. Choose Object > Address object > Address node and click New to
create an address object.

New Address Node
Name outside_ip
Description
Type @ [PV4 IPVE

® Host
Subnet

Range

ISP Address Library

Member [172.16.10.20

® Subnet

Range

Exclude

Web Ul
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2. Choose Network > NAT > NAT pool and click New to create a NAT pool.

£ Configure
Name fip_server
Description
Select Algorithm Default =
Protocol Type o IPV4 1PVE
StartAddress | 172.16.10.254 End Address ;| 172.16.10.254 ©Add
& Address Pool Start Address End Address Operate
172.16.10254 172.16.10.264 x

Showing 11ta 1 of 1 entries
Address Check
Type * DNS TcP ICMP
Server IP Address

Next Hop Address

3. Choose Network > NAT > NAT rule > DNAT and click New to create a
DNAT rule.

Source Address Translation Static Address Translation || Cross-protocol Transiation
Configure

Not Translate

Source Address any v
Target Address outside_ip -
Service fip -

Inbound Interface any -

Destination Address After

Translation Address Pool - fip_server -

Port After Translation [« | 2121
Source Address Translation
UnitID 1 v
Description

Log |+l

s

4. Choose Network > NAT > Port manage ment and click New. The following
page appears.
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New Port Management

Protocol FTP v

Port ‘2'-2'|

Click Submit after you complete the settings.

& The same port can be added under different protocol types.

Notice
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27 IPsec VPN

194

27.1 Overview

IPsec ensures the security of sensitive information transmitted on the Internet. It
encrypts and authenticates IP packets at the network layer. IPsec provides
optional network security services, which one(s) to use depends on the local
security policy.

m  Data confidentiality: The IPsec sender encrypts the data sent to the peer.

m  Data integrity: The IPsec recipient authenticates the received data to
ensure that the data is not tampered with during transmission.

m  Data origin authentication: The IPsec recipient authenticates the data
origin.

m  Anti-replay: The IPsec recipient detects which replayed IP packets are
dropped.

IPsec prevents packets from being listened to, tampered with, and spoofed, and
allows packets to be transmitted securely in unsecure public networks. A typical
application of IPsec is VPN construction. IPsec uses encapsulation security
payload (ESP) or authentication header (AH) to authenticate the data origin,
ensure data integrity and confidentiality, and prevent endless replay of the same
packet. The Intemet Security Association and Key Management Protocol
(ISAKMP) is used with IPsec based on the security policy database (SPDB) to
negotiate security associations (SAs) and manage SA databases dynamically.

Terms:

m  AH: A security protocol used to authenticate packets.

m  ESP: A security protocol used to encrypt and authenticate packets. It can
work independently or with AH.

m  Encryption algorithm: Used by ESP.

m  Authentication algorithm: Algorithm used by AH or ESP to authenticate the
peer.

m  Key management: A key management solution. Internet Key Exchange
(IKE) is the default protocol for automatic key exchange.
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27.2 Configuration

IPsec VPN provides gateway-to-gateway and remote access security functions.
It supports two encapsulation modes: tunneling and transmission. It supports
two authentication modes: certificate and preshared key.

The basic process of IPsec VPN configuration is as follows:

1. Configure an IKE negotiation policy, including the peer address,
authentication mode, and negotiation parameters.

2. Configure an IPsec negotiation policy, including the IPsec encryption
algorithm and encapsulation mode.

3. Configure an IPsec policy to specify the network range that requires data
encryption.

27.2.1 Configuring an IKE Negotiation Policy

Procedure:

Choose Network > VPN > IPsec-VPN > IPsec and click m

£ Configure

Static IP Address

Pra-shared Key

EE=
1. Set Local IP address to the local IP address used by negotiation.

2. Set Peer gateway. Select Static IP address if the peer address is fixed.
Select Dynamic address if the peer address is uncertain.

3. Set Authentication mode. The options are Preshared key and Certificate.
If you select Certificate, ensure that a certificate has been imported. If you
select Preshared key, the key must be consistent with that at the peer end.

27.2.2 Configuring an IPsec Negotiation Policy

Procedure:
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Click ¥ inthe Action column to create an IPsec negotiation policy.

196 Web Ul
Release 1.0 10/2020



10800

Seconds

1. Set Channel name.

2. Set IPsec negotiation interaction scheme. You can select the ESP or AH
algorithm according to the one used at the peer one. If NAT traversal is
enabled, do not use AH.

3. Set Operation mode. Select Tunneling for IPsec transmission between
networks. Select Transmission for L2TP remote access. The value must
be consistent with that at the peer end.

27.2.3 Configuring an IPsec Policy

Choose Network > VPN > IPsec-VPN > IPsec Policy and click New.

£ Configure

1. Set Source address, Source port, Destination address, Destination
port, and Protocol number. Source address indicates the local private
network to be protected. Destination address indicates the peer private
network to be protected.

2. Set Channel to the VPN tunnel that is configured for the IPsec negotiation
policy.

Web Ul 197
Release 1.0 10/2020



27.3 IPsec VPN Parameter Configuration

27.3.1 IKE Negotiation Parameters

An IKE policy defines a set of IKE negotiation parameters. The local and peer
VPN devices establish ISAKMP SA (IPsec phase 1) through IKE negotiation.

Procedure:

Choose Network > VPN > IPsec-VPN > IPsec and click m .

Static IP Address

Advanced Options ¥

== IKE Negotiation Interaction Solution Encrypt

86400 Seconds

Gateway name: Name of IKE negotiation.
Local IP address: Local address used to receive or initiate negotiation.
Peer gateway:

® Static IP address: If you specify the peer address as a static IP address,
enter the peer IP address.

® Dynamic IP address: Specify the peer address as a dynamic IP address.
Mode: IKE negotiation mode. The options are Aggressive and Main.

Authentication mode : Authentication mode adopted by negotiation. The
options are Preshared key and Certificate.

Preshared key: If you select this option, enter the key value.
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Certificate: If you select this option, select a local certificate.

IKE negotiation interaction scheme: Includes the encryption algorithm and
authentication algorithm adopted by negotiation.

DH group: Group value used by DH exchange during negotiation.

Key period: SATTL in phase 1.

NAT traversal connection frequency: TTL of NAT traversal.

(Optional) Local ID: Applicable to static NAT in NAT traversal.

(Optional) Peer ID: Applicable to static NAT in NAT traversal.

Peer status detection: Check this box to enable dead peer detection (DPD).

DPD traversal connection frequency: DPD interval.

27.3.2 IPsec Negotiation Parameters

The IPsec negotiation parameters are used to establish IPsec phase 2 SA after
the local and peer VPN devices establish ISAKMP SA through IKE negotiation.

Procedure:

Choose Network > VPN > IPsec-VPN > IPsec, and click * nexttoan

existing IKE negotiation to create an IPsec negotiation.

& Configure

Advanced Options ¥

=IPSec

10800 Seconds

EEEE]

Channel name: Name of the new IPsec negotiation.
Peer gateway: Name of the gateway in IKE negotiation.

IPsec negotiation interaction scheme: Encapsulation mode and algorithm
adopted by IPsec negotiation.

Perfect forward secrecy (PFS): Check this box adopt DH exchange during
IPsec negotiation.

Operation mode: Operation mode during encapsulation of IPsec negotiation.
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Timeout: IPsec SATTL, in seconds or bytes.

27.3.3 IPsec Policy

An IPsec policy defines a set of parameters such as the protected subnet of
IPsec negotiation. Procedure:

Choose Network > VPN > IPsec-VPN > IPsec policy, and click m next

to an existing IKE negotiation to create an IPsec policy.

Sl osec Poiicy IR
IPSec S Monitor

£ Configure

Name: Name of the new IPsec policy.

Enable: Check this box to enable the IPsec policy.

Source address: Address of the protected local subnet.

Destination address: Address of the protected peer subnet.

Source port: Protected source port with local outgoing traffic.

Destination port: Protected destination port with local outgoing traffic.
Protocol number: Protected destination protocol with local outgoing traffic.
Channel: Phase 2 of traffic protection.

Auto-connection: If you select this option, a connection is automatically
initiated.

27.4 Configuration Examples

27.41 Example 1: Configuring Basic IPsec Networking

Description:

The following figure shows the network environment. Traffic from the PC to
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server is transmitted over the Intemet to which two firewalls are connected.

Establish an IPsec VPN tunnel between FW A and FW B to ensure
communication security.

Figure 27-1 Network diagram:

ethO 1014 4 th 101 24
pthl: 20238 1631 eth1:202 381624
, Internst
eth)
Q::; = i |
FCI04120 | = 5
- ™
s par Server101.220

Configuration on FW B:
7. Choose Network > VPN > IPsec-VPN > IPsec and click New. On the

displayed page, set the parameters.

I3 | IPSec Poiicy | Monitor

£ Configure
Gateway Name aaa
Local IP Address ‘ 202.38.162.1 |
Peer Gateway Static IP Address -
IP Address ‘ 202.38.163.1 |
Mode Aggressive Made ® | Primary Mode
Authentication Mode Pre-shared Key -
Pre-shared Key
Advanced Options »
E3E
Click Submit.
8. Choose Network > VPN > IPsec-VPN > IPsec, and click *  to create an
IPsec negotiation. On the displayed page, set the parameters.
Web Ul
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P | 1PSec Policy || Monitor

2 Configure

Channel Name aaal

PeerGaleway ~ aaa
Advanced Options ¥

=IPSec Negotiation Interaction Solution ESPIAH Encapsulation Operate
ESP-AES126-MD5

© Aca Showing 1 to 1 of 1 entries
Perfect Forward Secret (PFS) o NA 5
Working Mode » Tunnel Mode Transmission Mode
Expiration Time 10800

Seconds

Click Submit.

9. Choose Network > VPN > IPsec-VPN > IPsec policy and click New. On
the displayed page, set the parameters.

Psec |NENTER | Monitor ‘ ¥
4 Configure
Name ‘ FW_A ‘
Enable [
Source Address ‘ 10120124 ‘
Destination Address "U 04 ‘
Source Port 0
Destination Port 0
Protocol Number
Channel aaal

Automatic Connection

Click Submit.
Configuration on FW A:

10. Choose Network > VPN > IPsec-VPN > IPsec and click New. On the
displayed page, set the parameters.
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I IPsec Policy | Monitor

£ Configure

Gateway Name | bbb
Local IP Address | 202381631
Peer Gateway Static IP Address

IP Address | 202.68.162.1

Mode Aggressive Mode e | Primary Mode

Authentication Mode Pre-shared Key

Pre-shared Key

Advanced Options »

[ i [ o
Click Submit.

11. Choose Network > VPN > IPsec-VPN > IPsec, and click +

to
create an IPsec negotiation. On the displayed page, set the parameters

P Psec Policy || Monitor

£ Configure

Channel Name bbb

PeerGateway bbb
Advanced Options ¥

= IPSec Negotiation Interaction Solution

ESPIAH Encapsulation

ESP-AES126-MD5

Operate
©add Showing 1to 1 of 1 entries
Perfect Forward Secret (PFS o NA 5
Working Mode « Tunnel Mode Transmission Mode
Expiration Time 10800 Seconds

Click Submit.

12. Choose Network > VPN > IPsec-VPN > IPsec policy and click New.
On the displayed page, set the parameters.
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1PSec |WEESYTSA | Monitor

4 Configure

Channel bbb

Click Submit.

27.4.2 Example 2: Configuring IPsec HUB_SPOKE

Description:

The following figure shows the network environment. No connection exists
between Spoke A and Spoke B. Perform configuration to forward the access
traffic from Spoke A to Spoke B through a hub.

Figure 27-2 Network diagram:

zerver:192.165.1.20

1824881 x| et 192 168.1 1
ethil: 202 35 161 1
&thD eth2: 202 381621
eth2
ethi
T HuB - :
Irternet " Internet
Ethi0192 168 2 1 ethil ethil
ethl 202 5381601 ethi:192.168 3.1
ethil:202.38 1631
ethi o
e =
@ —|%  SPOKEa SPOKEB | @
QP b N
= -
ped 1921682 20 pc2:192.165 320

Hub configuration:
1. Choose Network > VPN > IPsec-VPN > IPsec and click New. On the

displayed page, set the parameters.
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P | 1Psec Policy || Monitor

4} Configure
Gateway Name
Local IP Address
Peer Gateway
IP Address
Mode

Authentication Mode

Pre-shared Key

Advanced Options »

=3 IPSec Policy || Monitor
£ Configure
Gateway Name
Local IP Address
Peer Galeway
IP Address
Mode
Authentication Mode

Pre-shared Key

Advanced Options »

SPOKEA

202381611

Static IP Address

202381601

Aggressive Mode « Primary Mode

Pre-shared Key

SPOKEB

202.38.162.1

Static IP Address

202.38.163.1

Aggressive Mode & Primary Mode

Pre-shared Key

Click Submit.

2. Choose Network > VPN > IPsec-VPN > IPsec, and click *  to create an

IPsec negotiation. On the displayed page, set the parameters.
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IPSec Policy || Monitor

 Configure

Channel Name HUB_to_SPA

PeerGateway ~ SPOKEA

Advanced Options ¥

=IPSec Negotiation Inferaction SOIION | £gp/a Encapsulation Py
[ESPAESTIGD5 3
0 Add Showing 1 o 1 o7 4 entries
Perfct Forward Secret (PFS o NA 1 2 5
Working Mods o Tunnel lode Transmission Mode
Expiration Time 10300 seconds

PR | iPsec Policy | Monitor

£ Configure

Channel Name HUB_to_SPB

Peer Gateway SPOKEB

Advanced Gptions ¥

=IPSec Negotiation Interaction Solution ESPIAH Encapsulation ST
[ESPAEST28-WD5 -
© Acd Showing 11 1 of 1 enfries
Perfect Forward Secret (PFS) . NA 1 2 5
Working Mode » Tunnel Mode Transmission Mode
Expiration Time 10800 Seconds

[ sumt [ cance |
Click Submit.

3. Choose Network > VPN > IPsec-VPN > IPsec policy and click New. On
the displayed page, set the parameters.

1Psec | WAl Monitor

£ Configure
Name | HUB_to_SPA_1 ‘
Enable [y
Source Address | 192.166.1.024 ‘
Destination Address | 192.168.2.0124 ‘
Source Port 0
Destination Port 0

Protocol Number

Channel HUB_to_SPA v

Automatic Connection
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1PSec | WS A Monitor

1 Configure
Name ‘ HUB_to_SPA_2 |
Enable v
Source Address ‘ 192.168.3.024 |
Destination Address ‘ 192.168.2.024 |
Source Port 0
Destination Port 0

Protocol Number
Channel HUB_to_SPA

Automatic Connection

Click Submit.
Configuration on Spoke A:

4. Choose Network > VPN > IPsec-VPN > IPsec and click New. On the
displayed page, set the parameters.

I | iPsec Policy | Manitor

£ Configure

Gateway Name ‘ spoke_a |
Local IP Address ‘ 202.38.160.1 |

Peer Gateway Static IP Address -
IP Address ‘ 202.38.161.1 |

Mode Aggressive Mode o Primary Mode
Authentication Mode Pre-shared Key v
Pre-shared Key | s 4

Advanced Options »

[ i | oo |
Click Submit.

5. Choose Network > VPN > IPsec-VPN > IPsec, and click *  to create an
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IPsec negotiation. On the displayed page, set the parameters.

= IPsec Policy | Monitor

£ Configure
Channel Name SPOKEA_TO_HUB
PeerGaleway  spoke_a
Advanced Gptions ¥
= PSec Negoliation Interaction Soluion  £gp/an Encapsulation —
ESP-AES128-MD5 v
© Add Showing 1 to 1 of 1 entries
Perfect Forward Secret (PFS o NA 1 7 5
Working Mode o Tunnel Mode Transmission Mode
Expiration Time 10800 Seconds

E3ET
Click Submit.

6. Choose Network > VPN > IPsec-VPN > IPsec policy and click New. On
the displayed page, set the parameters.

Psec | TR | Monitor

2 Configure
Name ‘ SPA_TO_HUB_1 ‘
Enable |y
Source Address ‘ 192.168.2.0124 ‘
Destination Address 192.168.1.024
Source Port 0
Destination Port 0
Protocol Number
Channel SPOKEA_TO_HUB -

Automatic Connection
o [ o

PSec || Monitor

£ Configure
Name SPA_TO_HUB_2
Enable [/
Source Address | 192.168.2.0024 ‘
Destination Address | 192.168.3.024
Source Port 0
Destination Port 0
Protocol Number
Channel SPOKEA_TO_HUB v

Automatic Connection

Click Submit.
Configuration on Spoke B:

7. Choose Network > VPN > IPsec-VPN > IPsec and click New. On the
displayed page, set the parameters.
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| iPsec Policy || Monitor

£ Configure

Gateway Name | spoke_b ‘
Local IP Address | 202.38.163.1 ‘

Peer Gateway Static IP Address -
IP Address | 202.38.162.1 ‘

Mode Agaressive Made » | Primary Mode
Authentication Mode Pre-shared Key -
Pre-shared Key wuasnn]

Advanced Options »

oo [ coce

Click Submit.

8. Choose Network > VPN > IPsec-VPN > IPsec, and click *  to create an

IPsec negotiation. On the displayed page, set the parameters.

I | IPSec Policy || Monitor

 Configure

Channel Name SPOKEB_TO_HUB

PeerGateway  spoke_b
Advanced Options ¥

= IPSec Negotiation Interaction Solution

ESP/AH Encapsulation Operate
ESP-AES128-MDS v
©Add Showing 110 1 of 1 entries
Perfect Forward Secret (PFS) * NA 1 2
Working Mode « Tunnel Mode Transmission Mode
Expiration Time 10800 Seconds

Click Submit.

9. Choose Network > VPN > IPsec-VPN > IPsec policy and click New. On
the displayed page, set the parameters.
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Psec || Monitor

£ Configure
Name SPB_TO_HUB_1
Enable
Source Address 192.168.3.024
Destination Address ‘ 192.168.1.024
Source Port 0
Destination Port 0
Protocal Number
Channel SPOKEB_TO_HUB -
Automatic Connection
1PSec Monitor
% Configure
Name SPB_TO_HUB_2 |
Enable
Source A ‘ 192.168.3.0024 |
Destination A 192.168.2/0024 |
Source Port 0
Destination Port 0
Protocol Number
Channel SPOKEB_TO_HUB -

Automatic Connection

s | oo

Click Submit.

27.5 Monitoring and Maintenance

27.5.1 Checking SA Establishment

Choose Network > VPN > IPsec-VPN > Monitor. The displayed page shows

SA information.
1PSec || IPSec Policy | A

IKE-phase SA IPSec-phase SA @i Clear all

Name Peer Gateway Local Gateway
No data available in table

Showing 0 to 0 of 0 entries

IPSec || IPSec Policy | Monitor_|

IKE-phase SA IPSec-phase SA ‘ @ Clear all

Peer Local Expiration Inbound
Name Gateway Gateway Status Time Trafic
No data available in table

Showing 0 to 0 of 0 entries

210

Status

Traffic(KB)

Outbound
Trafic

Expiration Time Operate
Destination
Network COperate
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27.5.2 Deleting an SA

Click * to delete the SAs of two negotiations.

Click % to show details about the SA in the IPsec phase.

27.6 Troubleshooting

27.6.1 Unable to Establish a Tunnel

Symptom  An SA cannot be established due to failed negotiation. The
show crypto ipsec sa command output shows no SA
information.

Analysis 1. Check whether the security policies at the local and peer
ends are consistent.

2. Check whether the IKE negotiation policies and
authentication keys at the local and peer ends are
consistent.

3. Check whether the IPsec negotiation policies at the local
and peer ends are consistent.

—_

Solution If the security policies are inconsistent, modify them.
2. Ifthe IKE or IPsec negotiation policies are inconsistent,

modify them.
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28 L21P

28.1 Overview

PPP defines an encapsulation mechanism to transmit packets of different
protocol types over Layer-2 point-to-point connection. Typically, a user can
establish a Layer-2 connection to a network access server (NAS) by means of
ISDN, ADSL dial-up, or other access technique, and initiate a PPP session over
the connection. The Layer-2 terminal node and the PPP session's terminal node
are both located on the NAS.

The Layer 2 Tunneling Protocol (L2TP) extends the PPP model by extending a
PPP session's terminal node to a different device (which is connected to a
packet switched network) through a Layer-2 tunnel. L2TP removes the Layer-2
terminal node limitation on PPP sessions and extends the PPP application
scope.

L2TP provides the L2TP access concentrator (LAC) and L2TP network server

(LNS) features.

m  LAC is an endpoint of an L2TP tunnel and also an LNS peer. A LAC
forwards PPP packets between an LNS and a remote system, and
maintains the tunnel and session between LAC and LNS.

m  LNS is an endpoint of an L2TP tunnel and also a LAC peer. An LNS
maintains the PPP connection to a remote system and allows the remote
system to access the intranet.

An L2TP tunnel allows a remote dial-up user to connect to a VPN gateway.
Dial-up VPN is also called virtual private dial network (VPDN). The VPN
gateway works as an LNS. If the dial-up user supports L2TP, the user can
directly connect to the LNS in voluntary tunneling mode. If the user does not
support L2TP, the user can connect to the LNS in compulsory tunneling mode
by using the LAC feature provided by the local ISP.

See the following topologies.

Direct connection from an L2TP client to an LNS
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Two types of connection exist between LNS and LAC: tunnel and session. A
tunnel defines an LNS-LAC pair, whereas a session is multiplexed on the tunnel
to represent every PPP session carried by the tunnel.

Transparent transmission of PPP frames through a tunnel

r ——————— [E2TF Tunmel mm———— -{
1 1
Bemote | o Call end] cobb——— IPTP SESSION ——— 14
System | |
FFF = L1 :L
a II'I
= C IS
DN SRR v . B - LZTF SESSION ——f
System 1
FTT = e —— |

L2TP connection maintenance and PPP data transmission are implemented by
L2TP packet exchange. L2TP packets are encapsulated in UDP packets to be
carried over TCP/IP.

L2TP packets are classified into control packets and data packets. Control
packets are used to establish and maintain tunnels and sessions. Control packets
are transmitted reliably using various techniques such as packet number
confirmation, sliding window, retransmission after timeout, and tunnel keep-alive
detection. Data packets carry users' PPP session packets. Reliable transmission
of data packets is ensured by upper-layer protocols based onupper-layer
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applications.

28.2 Configuration

By default, RAVEN 5000 firewalls have no L2TP configurations. To configure
L2TP, you must configure an address pool, an authentication user group, and
other settings.

28.2.1 Configuring an Authentication User

User authentication is performed when a client dials up to a network. The
configuration items include the user name and password.

Choose Object > User object > User and click New.

£ Configure

Parameter description:

User name: Name of an account, containing a maximum of 63 characters.
Enable: Check this box to enable the account.

Type: The options are Authentication user and Static binding.
Authentication user: Type of the authentication user.

Password: Password of the account. No password needs to be set for RADIUS
authentication.

Confirm password: Enter the password again.
Procedure:
1. Enter an account name in User name.

2. Check the Enable box.

3. Select Authentication user for Type.
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4. If authentication is not RADIUS, enter a password twice.
5. If authentication is RADIUS, select existing RADIUS configuration.
6. Click Submit.

28.2.2 Configuring a User Group

A user group is required for configuring an L2TP template. The dial-up account
of a client must be one included in a user group.

Choose Object > User object > User group and click New.

£ Configure

Name 12tp_group

Firewall

Local Group

Authentication Server Member

ERE=R f

Name: Name of a user group.
User members: Authentication users to be added to the user group.

Procedure:

1. Enter a user group name.
2. Select available accounts and clickli& to add them to the user group.

3. Click Submit.

28.2.3 Configuring Interface Access Control

Choose Network > Interface > Physical interface. Click an interface to modify
its settings.
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General Properties
Interface  ge0/2
Name  ge0i2
Address Mode: ® Static DHCP PPPoE
IP Address IPv4 v  |P AddressiMask Floating IP Address  UID m
Type IP AddressiMask Floating IP Address UID
Configure
Management Status up
Negotiation Mode | Auto-negatiation
Rate
Duplex Mode
MTU 1500 (68-1500]

HTTP HTTPS PING TELNET SSH
Manage Access
BGP OSPF RIP DNS tControl (Programmable Service)

Access Control [ L2TP SSLVPN

Parameter description:
Interface: Name of the physical interface.
Name: Alias of the physical interface.

Manage ment status: The options are UP and DOWN, which indicate enabling
and disabling the physical interface.

Negotiation mode: The options are Autonegotiation and
Non-autonegotiation.

Rate: Negotiated rate of the physical interface, in Mbps. The options are 1000,
100, and 10.

Duplex mode: A physical interface may be full-duplex or half-duplex.

MTU: MTU of the physical interface. The value ranges from 68 to 1500.
Management access: Type of service accessible from the interface address.
Access control: Access mode of the interface in the network.

Procedure:

1. Select Static for Address mode and set IP address/Mask correctly.

2. SetManagement access.

3. Select L2TP for Access control.

4. Click Submit.
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28.2.4 Configuring L2TP

Choose Network > VPN > L2TP > Configuration.

|
o |
B
Parameter description:
Enable: Check this box to enable L2TP, or uncheck it to disable L2TP.
Start IP address: Start IP address used by address allocation.
End IP address: End IP address used by address allocation.
User group: User group used to authenticate the dial-up client.
Advanced options: Dial-up user DNS and Dial-up user WINS are optional
and used to set the DNS and WINS addresses of the dial-up connection
established by the user. User uniqueness check is optional and used to
determine whether the same account can be logged in to by multiple users
during the same period.
Procedure:
1. Check the Enable box.
2. Set Start IP address.
3. SetEnd IP address.
4. Select a user group.
5. Click Submit.
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28.3 Configuration Example

28.3.1 Enabling L2TP on Interface ge0/0

Description:

Configure L2TP on physical interface ge0/0 to allow clients to perform L2TP
dial-up.

Procedure:

1. Choose Object > User object > User and click New. The following page

appears.
1 Configure
T Name 12tp
Enable v
e Authenticated Us: Static Binding
utht LOCAL RADI LDAP
EEE]
2. Set parameters.
3. Click Submit.
4. Choose Object > User object > User group and click New. The following
page appears.
£+ Configure
Name 12tp_group
T Firewall
Group Type Local Group -
User Member
Authentication Se M v
i
5. Set parameters.
6. Click Submit.
218 Web Ul

Release 1.0 10/2020



7. Choose Network > VPN > L2TP > Configuration. The following page

appears.
| conngure [NYEITCT
£ Configure
Enable v
StartIP Address 21
End I A 224110
User Group 12tp_group
4 Advanced Options
User Uniqueness Check
Dial-up User DNS 14114114114

Configure

Dial-up User WINS

8. Set parameters.

9. Click Submit.

10. Choose Network > Interface > Physical interface. Click interface ge0/0
to modify it.

Interface  ge0/0

Name  ge0/0

Address Mods:

IPvd v
IP Address
Type
1Pvd
1Pvd

Management Status ue

Web Ul

Negotiation Mode

Rate

Duplex Mode

MTU | 1500
W HTTP
Manage Access
BGP
Access Control (@ L2TP

® Static DHCP

IP Address/Mask | 22.1.1.1724

IP Address/Mask
192.168.10 238124

Auto-negotiation ¥

22111724
(68-1500)
W HTTPS W PING
OSPF RIP
SSLVPN

PPPOE

TELNET
DNS

Floating IP Address  UID

Floating IP Address UID
No o
No

[ES]ES|

S5H

tCantrol (Programmable Service)

11. Set IP address and select L2TP for Access control.

12. Click Submit.

Release 1.0 10/2020

219



28.4 Monitoring and Maintenance

28.4.1 Displaying L2TP Session Information

Choose Network > VPN > L2TP > Monitor to display L2TP session

information.

=
Click 4  todisconnecta login user. Click m to disconnect all
the login users.

28.5 Troubleshooting

28.5.1 An L2TP Client Fails to Establish Connection via
Dial-up

Sympto An L2TP client dials up to an LNS but fails to establish
m connection.

Analysis  The possible causes are as follows:

® The user name and password entered by the client are
incorrect. Check the user name and password.

® The connection address specified by the client is not the
address configured for the LNS dial-up interface.

® Check whether the server's address pool still has available
addresses.

® Check whether L2TP is selected for Access control for the
interface to allow client connection.

28.5.2L2TP Connection Is Interrupted Abnormally

Sympto The direct connection from an L2TP client to an LNS is
m interrupted abnormally.

Analysis  The possible causes are as follows:
® The Hello packet transmitted in an L2TP tunnel gets no
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response due to a network fault, causing disconnection from
the tunnel. Check that the network line is normal and the
L2TP server interface works properly.
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29 DNS Proxy

222

29.1 Overview

Transparent DNS proxy enables proper bandwidth use on multiple links to avoid
resource waste. Transparent DNS proxy optimizes DNS resolution when
intranet users access external resources. All the DNS requests of intranet users
can be forwarded by a DNS proxy device. DNS request detection is initiated to
multiple links, and DNS requests are forwarded to different servers based on
the detection results and predefined policies, allowing users to get desired DNS
responses. This ensures proper use of link bandwidth.

29.2 Configuration

29.2.1 Configuring a Server

1. Choose Network > DNS proxy > Server. The following page appears.

Server Configuration
IF Address
Mext Hop Address

Weight (1-100)
| suomt § cance |

IP address: IP address of the DNS server.
Next-hop address: Next hop destined for the DNS server.

Weight: Weight or priority of the DNS server. The value ranges from 1 to 100.
2. Set parameters.
3. Click Submit.

29.2.2 Configuring a Proxy Policy

1. Choose Network > DNS proxy > Proxy policy. The following page appears.
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Policy Rule

Request for Source Address

Request Destination Address

Reguest Domain Name
Actions Proxy v

Server Configuration

Available Selected

DNS Server

Forcible Scheduling
[ =]

Policy Rule

Requestfor Source Address

Address——— v

Request Destination Address = ————— A

Request Domain Name
Actions | Local Reso ¥

Local Query Configuration

IP Address TTL m

IP Address T
[ coxee |
Policy parameter description:

Request source address: Source address of DNS requests. If Any is selected,
the requests from all source addresses are matched.

Request destination address: Destination address of DNS requests. If Any is
selected, the requests to all destination addresses are matched.

Request domain name: Domain name of DNS requests.

Action: Action taken after the policy is hit. The options are Proxy, Forward, and
Local resolution.

Server parameter description:
DNS server: Select a server if Proxy is selected for Action.
Local resolution parameter description:

IP address: IP address corresponding to the requested domain name, in dotted
decimal notation.

TTL: Cache time for the locally resolved IP address.

Add: Click this button to add DNS local resolution entries. A maximum of five
entries can be added.
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2. Set parameters.

3. Click Submit.

29.2.3 Configuring Global Settings

1. Choose Network > DNS proxy > Global configuration. The following page
appears.

Proxy Configuration
Enable DMNS Proxy
Inbound Interface/Security Zone Custom T

Available Selected
gel/0
gelf
gel2
Select Interface/Security Zone | gel/3
bridge
vlani
vlan2
wi6 i

Listening Address 0.0.00

Listening Port

5]
G

(1-656535)

Select Algorithm Falling A

Intranet Segment of Proxy

-Addrass Group

Enable DNS Proxy Policy
Session Persisitence Type  NIA v
Server Configuration

Health Check

Domain Name for Server Health
Check
Interval 16 (1-86400)Seconds

Maximum Number of Retries | 3 (1-10)

Available Selected

DNS Server List =

Proxy parameter description:
Enable DNS proxy: Check this box to enable DNS proxy.
Inbound interface/Se curity zone: Interface that receives DNS requests.

Listening address: Address of the listening DNS server. It is typically set to the
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address of the DNS server in the user network. The default value is Any.
Listening port: Port of the listening DNS server. The default value is 53.

Select algorithm: Algorithm used by the server. The options are Round robin,
Weighted round robin, Weighted minimum traffic, and Priority.

Proxy internal network segment: Source IP address object for proxy.
Enable DNS proxy policy: It is unchecked by default. If it is checked, the settings
on the DNS proxy > Proxy policy page take effect.

Session persistence type: Select an option to enable session
persistencebased on the request domain name and source address and enable
session persistence based on the request source address for DNS requests. By
default, this parameter is unspecified.

Timeout: Timeout period for a session persistence entry. The default value is
30s.

IPv4 mask: Mask of the source address for session persistence. The default
value is 255.255.255.255.

Server parameter description:

Health check: Check this box to perform health check on the DNS servers in the
DNS server list. After health check is enabled, the system sends detection
packets to the DNS servers. If a DNS server does not respond to the detection
packet, it will not participate in scheduling.

Server health check domain name: DNS domain name to be checked.

Interval: Interval at which health check is performed on the DNS servers in the
DNS server list. The default value is 16s.

Maximum retry times: Retry times allowed after a detection packet gets no
response. The default value is 3, indicating if three consecutive detection packets
get no response or health check fails three consecutive times, the heath check
status is Failed.

DNS server list: Select available DNS servers.
2. Set parameters.

3. Click Submit.

29.3 Configuration Examples

29.3.1 Example 1

A China Telecom link and a CNC link are deployed at the network egress. If
many PCs on the intranet use the Telecom DNS address, a large amount of
resource access fraffic is routed along the Telecom link, while the CNC link
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IP:
192.168.3
L1

226

<

handles a small portion of access tasks. In this case, the Telecom link may be

congested whereas the CNC link is idle. After transparent DNS proxy is
configured, the DNS requests of intranet users with Telecom and CNC DNS
addresses are forwarded by the firewall. The firewall selects a suitable DNS
server based on a scheduling policy, and returns the resolved address to the
intranet user. This enables proper use of bandwidth resources.

Procedure:

Telecom DNS Server
P: 10.10.10.10

MNetcom DNS Server
P: 20202020

1. Configure a network environment to ensure that internal traffic is properly
routed to external networks.
2. Complete the following configuration:

(1) Configure a server.

Server Configuration
IP Address 10.10.10.10
MNextHop Address | 10.0.0.1

Weight | 1 (1-100)

=5 B
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Server Configuration
IP Address | 20.20.20.20
MextHop Address  20.0.0.1

Weight 2 (1-100)

ovmn | oo

Tnta\Zm
Status | Service Address Next Hop Address Weight
[ ] 10.10.10.10 100.0.1 &
[ ] 20202020 200041 2 &

(2) Configure global settings.

Proxy Configuration
Enable DNS Proxy [«
Inbound Interface/Security Zone All v

Listening Address  0.0.0.0

Listening Port 583 (1-65535)
Select Algorithm Polling v
Intranet Segment of Proxy any v

Enable DNS Proxy Palicy
Session Persisitence Type | Source Address+Domain Name v
Expiration Time 30 (1-86400) Seconds
IPv4 Mask | 2552855265 265
Server Configuration

Health Check

Domain Name for Server Health

Check
Interval 16 (1-86400)Seconds
Maximum Number of Retries 3 (1-10)
Available Selected

H:10.10.10.10, N-10.0.0.1, R:1
H:20.2020.20,N:20.00.1,R:2

DNS Server List

29.3.2 Example 2

If Enable DNS proxy is selected in global settings but a DNS policy with local
resolution is not configured, DNS requests are forwarded based on the PC's
DNS address or based on the matched DNS proxy policy and global settings.
The firewall selects a suitable DNS server based on a scheduling policy and
retums the resolved address to the user. If DNS local resolution is configured,
DNS requests are not sent to the DNS server for resolution, but are resolved
using an A record based on the local manual settings. This removes the
process of DNS server access.
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Procedure:

1. Choose DNS > Proxy. On the displayed page, check the Enable DNS
proxy and Enable DNS proxy policy boxes.

2. Complete the following configuration:

Configure global settings.

Proxy Configuration
Enable DNS Proxy
Inbound Interface/Security Zone
Listening Address
Listening Port
Select Algorithm
Intranet Segment of Proxy
Enable DNS Proxy Palicy
Session Persisitence Type

Server Configuration

Health Check

Domain Name for Server Health
Check

Interval 16

Maximum Number of Retries 3

Available

td

All

0000

wn
oo

Polling

any

rd

MNIA

H:10.10.10.10, N:10.0.0.1, R:1
H:20.20.20.20, N:20.0.0.1, R:2

DNS Server List

(1-86400)Seconds

(1-65535)
v
v
v
Selected

(1) Configure a local resolution proxy policy and check the Enable box.

Policy Rule
Requestfor Source Address  any
Request Destination Address  any
Request Domain Name ~ *
Actions  Local Reso v

Local Query Configuration

IP Address 192168 32 246 TTL| 60
IP Address

192.168.32.246

Policy ID Request for Source Address Request Destination Address

any any

Request Domain Name

m
60 &
o -]
Actions DNS ServerHost Enable | Operate
Local Resolut . 1P:192.168.32 146 TTL:60 I g &

According to the results of packet capture by Wireshark, the URL
www.baidu.com can be accessed when local resolution is disabled. After the
local resolution policy with the address 192.168.32.246 is referenced, the
domain name request initiated by a PC to the preceding URL is redirected to
192.168.32.246. The DNS server does not resolve the IP address of the URL.

228
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30 DNS Service

30.1 Overview

A DNS server converts domain names to corresponding IP addresses. RAVEN
5000 firewalls provide the standard DNS service.

30.2 Configuration

30.2.1 Basic Configuration

1. Choose Network > DNS service > Basic configuration. The following
page appears.

Configure

Available Selected
192.1668.10.238
3331

Listening Address =

Transmit Server

Parameter description:

Listening address: Address that listens to DNS requests.
Available: Available IP addresses.

Selected: IP addresses selected to listen to DNS requests.

Forwarding server: A DNS request is forwarded to this server for resolution
when the local DNS query fails.

2. Select the left-side IP addresses to listen to DNS requests and click =
to add them to the right-side column.
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3. Click Update.

30.2.2 Configuring a DNS Record

A DNS record provides multiple types of authoritative local resolution. DNS
records are managed in the same way as bind. Multiple DNS records are
allocated to a zone for management.

Choose Network > DNS service > DNS Zones. The following page appears.

Total 0 m

Zone Name DNS Record TTL

Click New to create a zone.
General Properties
Name
SOA Record Information
Primary Server

Mail Address

TTL | 86400 (0-214748364)Seconds

Refrash Time 10800 (1-214748364)Seconds
Retry Time | 3600 (1-214748364 )Seconds
Expiration Time 604800 (1-214748364)Seconds
Error Cache Time 3600 (1-214748364)Seconds

NS Record Information

Damain Name Server

ES E=T

Name: Name of a zone.
Master server: Name of the master server in the zone.
Email address: Email address of the zone.

TTL: TTL of the SOA record for the zone, also the default TTL of the records in
the zone.

Refresh time: Refresh time of the SOA record, which indicates the interval at
which the slave DNS server synchronizes zone files from the master DNS
server.
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Retry time: Retry time of the SOA record, which indicates the retry interval
when the slave DNS server fails to synchronize zone files from the master DNS
server.

Expiration: Validity period of the SOA record. If the duration of

failedcommunication between the slave and master DNS server exceeds the
validity period, the zone is considered to fail.

Error cache time: Negative TTL of the SOA record, which indicates the
duration for which the zone's error records are cached.

DNS server: At least one NS record must exist when a zone is created. This
parameter indicates the content of the NS record named after the zone, that is,
the name of the DNS server in the zone. If the domain name belongs to the
zone (that is, the zone name ends with the domain name), you must enter the
corresponding A record (IPv4 address) or AAAA record (IPv6 address).

Procedure:

Set the parameters and click Submit.

Name | testcom

SOA Record Information

Primary Server  mastertest.com

Mail Address  mail@testcom

TIL 86400 (0-214748364)Seconds

Refresh Time 0&00 (1-214748364)Seconds
Retry Time 3600 (1-214748364)Seconds
Expiration Time 604800 (1-214748364)Seconds
Error Cache Time 3600 (1-214748364)Seconds

NS Record Information

Domain Name Server

IP Address of Domain Name
Server

IPvE Address of Domain Name

testcom

72.16.10.1

Server

[ suom | canca |

Web Ul

If you want to modify the parameters (Name cannot be modified), click the zone
name in the zone list. The following page appears.
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General Properties
Name
S0A Record Information
Primary Server | mastertestcom

Mail Address | mail@test.com

TIL 86400 (0-214748364)Seconds

Refresh Time 10800 (1-214748364)Seconds
Retry Time 3600 (1-214748364)Seconds
Expiration Time | 604800 (1-214748364)Seconds
Error Cache Time 3600 (1-214748364)Seconds

Modify the parameters and click Update.

In the zone list, click the DNS record count of a zone to go to the DNS record
management page, as shown in the following figure.

Total 2 m
Name Type TTL Data1 Data2
testcom A 86400 172.16.10.1 - [E
testcom NS 86400 testcom ]
Click New to create a DNS record.
General Properties
Mame | testcom
TETE 286400 (0-214748364)s
Type A v
IF Addrass
s
Name: Name of the new record.
TTL: TTL of the record.
232 Web Ul
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Type: Record type. The options are A, AAAA, NS, CNAME, MX, TXT, and
PTR.

A: IPv4 address record.

IP address: IP address corresponding to the record name.

General Properties
Name | testcom
TTL | 86400 (0-214748364)s
Type A v

IP Address | 172.16.10.254

AAAA: IPv6 address record.
IPv6 address: IPv6 address corresponding to the record name.
General Properties
Name | ipvE.testcom
TTL | 86400 (0-214748364)s
Type AlAA v

IPv6 Address 2001:abcd

NS: DNS server record.

DNS server: Name of the authoritative DNS server corresponding to the zone,
which is indicated by the record name.
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General Properties

Name
TTL | 86400 (0-214748364)s
Type NS v

Domain Mame Server | 172.16.10.252

CNAME: Standard name record.

Standard name : Standard domain name corresponding to the alias, which is
indicated by the record name.
General Properties
Name | testcom
TTL | 86400 (D-214T4E364)s
Type | CNAME v

Standard Name t1.test.com

som

MX: Email hub record.
Priority: Priority of the MX record. The smaller the value, the higher the priority.

Mail server name: Name of the mail server to which the email domain name
(indicated by the domain name in the record name) belongs to (or the name of
the forwarding mail server connected to the mail server).
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General Properties

Name | testcom

TTL | 86400 (0-214748364)s
Type VX ¥
Priority 10 (0-65535)

Mail Server Name 11.test.com

s

TXT: Text record.

Text content: Text content corresponding to the record name, which can be
customized by the zone administrator as needed. The text content can be in
Chinese or English.

General Properties
Name  testcom
TTL | 86400 (0-214748364)s
Type TXT v

Text Content | mail_server
sam

PTR: Reverse lookup record.

Domain name: Contrary to A or AAAA. The system searches for the domain
name corresponding to an IPv4 or IPv6 address. This parameter is managed in
reverse zone (in-addr.arpa. Or ip6.arpa.).
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General Properties
Name 172.16.10.252
TTL | 86400 (0-214748364)s
Type PTR r

Domain Name | t1.test.com

oo

30.2.3 Configuration Example

Description:

Perform configuration to allow users on an intranet to access intemal services
using domain names and access the Internet normally. (A route destined for the
Internet must be configured in advance.)

Network diagram:

Server:172.16.10.254

h
4

Ge2/2 vlan1000
192.168.10.166 172.16.10.1

4z

=N

72.

N
N
o
o
<)
N
[
w

&

-

72.16.10.252

Procedure:

1. Configure a DNS listening address and a DNS forwarding server.
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Configure

Available Selected
192 168.10.238 - 172.16.10.1 -
333N

Listening Address

- -
Transmit Server | 114.114.114.114
2. Configure DNS zones.
Name | testcom
SOA Record Information
Frimary Server  mastertestcom
Mail Address = mail@test.com
TIL 86400 (0-214748364)5econds
Refresh Time 10800 (1-214748364)Seconds
Retry Time 3600 (1-214748364)Seconds
Expiration Time 604800 (1-214748364)Seconds
Error Cache Time 3600 (1-214748364)Seconds

NS Record Information

Domain Name Server | testcom

IP Address of Domain Name

172.16.10.1
Sairinar 72.16.10

IPvG Address of Domain Name
Server

3. Create a DNS record. Enter the A record corresponding to the server's
domain name. Click Submit.
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General Properties
Name  ti.testcom
TTL | 86400 (0-214748364)5
Type A T

IP Address | 172.16.10.254
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31 System Parameters

31.1 Overview

Protocol management: Network devices delete timeout protocol connections to
protect connection resources. On RAVEN 5000 firewalls, the default timeout
period is 1 hour for TCP and 30 seconds for UDP. In some applications, after a
full connection is established, packets are exchanged only based on actual
data, without a keep-alive mechanism. As a result, timeout connections are
deleted, and the device cannot receive subsequent data. The protocol
management function allows you to set the timeout period of a specific service
to keep alive long-time idle connections.

TCP status management: The system determines whether to count a
connection based on its TCP status during connection statistics. If
ESTABLISHED connections is selected, the system only counts established
connections; if All connections is selected, the system counts all connections.

Parameter management: Parameters are provided to enable and disable
module functions.

31.2 Configuring Protocol Management

Web Ul

Procedure:

1. Choose Network > System parameters > Protocol management.

2. Click New.
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Configure

Name
Protocol TCP v
Port (1-65535)
Expired (1-65535) () Seconds (@ Minute
Description

S =

Parameter description:

Name: Name of protocol management.
Protocol: Protocol type, TCP or UDP.

Port: Service port for the protocol.

Timeout: 1 to 65535, in minutes or seconds.
Description: Protocol management description.

3. Click Submit to apply the settings. The following figure shows an example
of configured protocol management.

o [
Name Protocol Port Expiration Time Description

telnet TCP 23 120 Minute telnet expired 120 Minute @

Protocol management takes effect for new connections only after
Notice being configured.

31.3 Configuring TCP Status Management

Procedure:

1. Choose Network > System parameters > TCP status manage ment.
L3 Configure
TCP Full Connection Statistics Established Link ° All Sessians

TCP Status Check ° Start Close
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2. Set TCP full connection status statistics.

If you select ESTABLISHED connections, the system only counts full
connections. If you select All connections, the system counts full connections
and half-open connections.

3. Set TCP status check.

Select Enable or Disable to enable or disable loose TCP check.

31.4 Configuring Parameter Management

Procedure:

1. Choose Network > System parameters > parameter manage ment.

£ Configure

siP H323 RTSP PETF CRACLE

Application identification: Check this box to enable application identification.
Intrusion detection: Check this box to enable intrusion detection.
Virus detection: Check this box to enable virus detection.

Multi-conne ction manage ment: Check this box to identify multiple
connections of a protocol type.

Round-trip path consistency: Check this box to enable round-trip path
consistency check.

Path consistency without route lookup: Check this box to enable path
consistency without route lookup.
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32 Network Debugging

32.1 Overview

RAVEN 5000 firewalls provide web debugging to facilitate configuration
troubleshooting. Web debugging allows you to check the key processes of
handling forwarded packets that match specified conditions,

including packet flow processing, NAT processing, firewall policy processing,

and packet information.

32.2 Configuration

32.2.1 Configuring the Basic Elements of Web Debugging

The basic elements of web debugging are the packet protocol, address type,
source address, destination address, and debugging function. You can perform
configuration to check how a specified function module processes the
forwarded packets that match the basic elements.

Procedure:

1. Choose Network > Network debugging > Web debugging. The following

page appears.
Web Debugging
Protocol | ANY
Address Type | IPv4
Source Address
Destination Address

Debugging Function Flow Information

Debugging Result

Parameter description:

242

Firewall Policy Packet Information
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Protocol: Protocol type of packets. The options are ANY, TCP, UDP, ICMP,
and OTHER. To check packets of all protocol types, select ANY. The
parameters vary depending on different protocols.

Address type: IP address type of packets. The options are IPv4 and IPv6.
Source address: Source address of packets.
Destination address: Destination address of packets.

Debugging: Processing results of a function module. The options are Flow info,
NAT, and Firewall policy.

Flow info: Packet flow creation and match information.
NAT: Information about packet address conversion.
Firewall policy: Information about packets matched with firewall policies.

Packet info: Packet information.

2. After you complete the settings, click Start to start debugging.
3. Click Clear to clear the information in the debugging result box.
4. To stop debugging in progress, click Stop.

A If you want to modify parameters, you need to stop debugging.

Notice

32.2.2 Configuring TCP- or UDP-based Web Debugging

When configuring TCP- or UDP-based web debugging, specify Source port
and Destination port.

Procedure:

1. Choose Network > Network debugging > Web debugging. Select TCP
for Protocol and set parameters, as shown in the following figure.
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Web Debugging

Protecol | TCP v
Address Type | IPvd v
Source Address | 172.16.10.16

Source Port | 23
Destination Address | 172.16.10.254
Destination Port | 66

Debugging Function Flow Information NAT Firewall Policy

=

Packet Information

Debugging Result

Source port: Source port number of packets.

Destination port: Destination port number of packets.

32.2.3 Configuring ICMP-based Web Debugging

When configuring ICMP-based web debugging, specify Code and Type.
Procedure:

1. Choose Network > Network debugging > Web debugging. Select ICMP
for Protocol and set parameters, as shown in the following figure.

Web Debugging
Protocol | ICMP
Address Type | IPv4
Type |8
Code 0
Source Address | 172.16.10.16
Destination Address  172.16.10.254

Debugging Function Flow Information NAT Firewall Policy Packet Information

Debugging Result

Type: ICMP packet type. The value ranges from 0 to 255.
Code: Code carried by ICMP packets. The value ranges from 0 to 255.
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32.2.4 Configuring Web Debugging of Other Protocol Type

If you select OTHER for Protocol, you need to specify the Layer-4 protocol
number.

Procedure:

1. Choose Network > Network debugging > Web debugging. Select
OTHER for Protocol and set parameters, as shown in the following figure.

Web Debugging
Protocol | OTHER
Address Type | 1Pvd
Protocol Number | 254
Source Address | 172.16.10.16
Destination Address | 172.16.10.254

Debugging Function Flow Information NAT Firewall Policy Packet Information

Debugging Result

Protocol number: Layer-4 protocol number of packets. The value ranges from
1 to 255.

32.3 Configuration Example

32.3.1 Configuring IPv4-based Web Debugging

Description:

Display information about packet exchange for HT TP server access after SNAT
is performed on internal addresses.

Network diagram:
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172.16.10.252

Procedure:

1. Choose Network > Network debugging > Web debugging. Select TCP
for Protocol and IPv4 for IP address type. Set Source address to the
client address, Destination address to the HT TP server address, and
Destination port to 80. Select Flow info, NAT, and Firewall policy for
Debugging. See the following figure.

Web Debugging
Protocol | TCP
Address Type | IPva
Source Address | 172.16.10.254
Source Port | 8080
Destination Address | 172.16.20.2
Destination Port | 80

Debugaing Function & Flow Information # NAT @ Firewall Policy ¥ PacketInformation

Debugging Result

2. Click Sta

33 Custom Packet Capture

33.1 Overview

The custom packet capture function allows you to capture packets in areal
network by specifying filter criteria to analyze the network status and trace
problems.

33.2 Configuration

Choose Network > Network Debugging > User-defined Packet Capture. On
the displayed page, set filter criteria to capture specified packets.
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Interface | any
Protocol | ANY

Packet Capture Mode | Transmit End

Destination Address

File Name File Size Generation Time @

Protocol: Transport protocol for packet capture. The default value is ANY.

If you select TCP or UDP, you can specify the source and destination port.
If you do not specify them, packet capture will be performed on all ports.

If you select ICMP, you can specify Type and Code. If you do not specify
them, all ICMP packets will be captured.

If you select OTHER, you can specify a transport protocol number. If you
do not specify it, packets of all protocol types except TCP, UDP, and ICMP
will be captured.

Capture mode: At which end packets will be captured.
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Tx end: Capture packets sent and received at the transmit end.
Rx end: Capture packets sent and received at the receive end.
ANY: Capture packets at any ends.

Address type: Network layer protocol type of captured packets. The options
are IPv4, IPv6, and ANY. (If ANY is selected, address setting is disabled.)

Source address: Source address of captured packets, which is of the specified
type. The following address formats are supported: host address A.B.C.D,
address range A.B.C.D-E.F.G.H, and network address A.B.C.D/M. If you do not
set this parameter, all addresses of the specified type will apply.

Destination address: Destination address of captured packets, which is of the
specified type. The following address formats are supported: host address
A.B.C.D, network segment address range A.B.C.D-E.F.G.H, and network
address A.B.C.D/M. If you do not set this parameter, all addresses of the
specified type will apply.

Start: Click this button to start capturing packets.

Stop: Click this button to stop capturing packets. Packet capture will
automatically stop after 10 packets are captured.

f 1. The maximum size of every packet capture file is 10 MB.

When this limit is exceeded, the packet is saved to the next

Notice file

2. Amaximum of 10 packet capture files can be saved. When
this limit is reached, packet capture stops.

3. If 10 packet capture files are already saved and you want to
start capturing again, you must delete and clear the existing
files.

4. For multi-connection protocols, such as FTP, after you
specify connection filter criteria, the system will capture
packets over the coresponding data connections.

5. The source and destination addresses are always the intial
source and destination addresses of a connection.

33.3 Configuration Example

Description:
Capture packets sent by host 6.6.6.6.
Procedure:

1. Choose Network > Network Debugging > User-defined Packet Capture
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and set filter
criteria.

Configure
Interface  any
Protocol | ANY
Packet Capture Mode  Transmit End
Address Type | [Pud
Source Address
Destination Address

File Name File Size Generation Time @

Note: If you do not specify addresses and ports, all the ports and addresses of
the specified type will apply.

2. Click Start to start capturing packets. Click Stop after a time and check the
captured packets.

==
File Name File Size Generation Time o
capture_file_D.cap 225KB Thu Jan 10 14:32:00 2019 B

3. Click B next to a packet to download it for analysis. Open the file in
Wireshark.
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34 Route Tracking

34.1 Overview

The route tracking function allows you to check packet processing on a firewall
to facilitate configuration and management. You can simulate packet processing
on a firewall and locate problems based on the results to adjust configurations
accordingly and get to know the firewall's processing performance.

The results of route tracking include the function modules that process the
simulated packet and the processing outcome.

The supported function modules include security policy match, address pool call,
session control policy match, protection policy match, user authentication policy
match, traffic or connections limit check result, NAT, and route query result.

The results of route tracking only show the function modules that process the
simulated packet.

34.2 Configuration

34.2.1 Configuring the Basic Elements of Route Tracking

The basic elements of route tracking are the address type, inbound interface,
source address, destination address, and protocol type of data flows. The
configuration varies depending on different protocol types.

You must specify all the basic elements to simulate a packet.
Procedure:

1. Choose Network > Network debugging > Route tracking. The following
page appears.
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Parameter description:
Type: Protocol type of a packet. The options are IPv4 and IPv6.

Inbound interface: Inbound direction of the packet. You can enter a physical
interface, VLAN interface, or trunk interface.

Source address: Source address of the packet.
Destination address: Destination address of the packet.

Protocol type: Layer-4 protocol type of the packet. The options are TCP, UDP,
ICMP, and IP.

2. Click Start after you complete the settings.

34.2.2 Configuring TCP or UDP Route Tracking

When configuring TCP or UDP route tracking, specify Source port and
Destination port.

Procedure:

1. Choose Network > Network debugging > Route tracking, and select
TCP or UDP for Protocol type, as shown in the following figure.
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Source port: Source port number of the packet.

Destination port: Destination port number of the packet.
2. Click Start.

34.2.3 Configuring ICMP Route Tracking

When configuring ICMP route tracking, specify Type and Code.

Procedure:

1. Choose Network > Network debugging > Route tracking, and select
ICMP for Protocol type, as shown in the following figure.

TCP uDP . VP IP

Type: ICMP packet type.
Code: ICMP packet code.
2. Click Start.

34.2.4 Configuring IP Route Tracking

When configuring IP route tracking, specify Protocol.
Procedure:

1. Choose Network > Network debugging > Route tracking, and select IP
for Protocol type, as shown in the following figure.

£ Configure

Web Ul
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Protocol: Layer-4 protocol number of the data flow. The value ranges from 1 to
255.

2. Click Start.

34.3 Configuration Examples

34.3.1 Example 1: Configuring IPv4 Route Tracking

Description:

Configure IPv4 route tracking to simulate a ping packet sent from
192.168.10.220 to 114.114.114.114

Procedure:

1. Choose Network > Network debugging > Route tracking. Select ICMP
for Protocol type and set other parameters, as shown in the following
figure.

 Configure

2. Click Start after you complete the settings, as shown in the following figure.

Protocol Type TCP ubP & ICMP P

34.3.2 Example 2: Configuring IPv6 Route Tracking

Description:

Configure IPv6 route tracking to simulate a packet sent from 2011::4 to port 80
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of 2014::2.

Procedure:

1. Choose Network > Network debugging > Route tracking. Select TCP for
Protocol type and set other parameters, as shown in the following figure.

& confgure

Type IPvs
Inbound Interface viants
Source P Address [ 2011:2 |
Destiaton P Aadress [ 2014:2 |
Prolocol Type o TcP uop icwe [
Soucernt 3288 \
DestiationPort [ 80

2. Click Start after you complete the settings, as shown in the following figure.

= Process Type Result Details

Skb 2011:0000:0000:0000:0000:0000:0000:0002-
>2014:0000:0000:0000:0000:0000:0000:0002 Init conntrack,
EZTh i_devvlan16 Conntrack 6:
2011:0000:0000:0000:0000:0000:0000:0002 3245 -=
2014:0000:0000:0000:0000:0000:0000:0002 80
Route failed, no route

fictezimat] =W
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35 pmTU

35.1 Overview

Path maximum transmission unit (PMTU) is a method of discovering the
supported MTU on a path to a specified destination IP address.

35.2 Configuration

Choose Network > Network debugging > PMTU. The following page appears.

Detection

Destination address: Enter the destination address to be detected based on a
specific address type.

Detect: Click this button to start detection.

35.3 Configuration Example

Description:
Discover the MTU on the path to 192.168.1.1.
Procedure:

1. Choose Network > Network debugging > PMTU. Set Destination
address.

2. Click Detect. The following figure shows the detection results.
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£* Configure
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Destination Address

Detection Resultice

192.168.1.1

1: 192.168.10.238 0.093ms pmtu 1500
1: 192.168.101 1.362ms

1: 192.168.10.1 1.238ms

2: noreply

3: 19216811 3.266ms reached

Resume: pmtu 1500 hops 3 back 62
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36 Firewall Policy

36.1 Overview

The firewall policy feature is introduced to control data flows centrally and
facilitate configuration and management.

You can configure firewall policies to effectively control and manage the data
flows passing a firewall. When receiving a packet, the firewall matches the
packet's inbound interface, source address, destination address, protocol,
service, user, and application information to the configured policies to determine
whether to establish a data flow. The firewall associates the data flow with the
hit policy to determine whether to allow or drop subsequent packets and what
users and data can pass the firewall and the passing time and place.

Firewall policies are matched from top down as listed on page. Only the packets
passing the firewall are processed, whereas the packets sent by the firewall are
not limited.

To verify that a firewall policy takes effect, you can check its hit count. If traffic
hits a policy, the hit count increases by 1.

36.2 Configuration

36.2.1 Configuring Basic Policy Elements

The basic elements of a firewall policy are the match conditions and action.
Match conditions include the data flow direction, source address, destination
address, service, user, application, and policy effective period. The data flow
direction is determined by the inbound interface, outbound interface, source
address, and destination address. Service, user, application, and policy
effective period can reference predefined objects.

Policy actions include Permit and Deny, which have different optional
configurations to determine the services applied to the data flow that meet the
match conditions.

Procedure:

1. Choose Policy > Firewall > Policy. Select IPv4 or IPv6 and click New to
create a firewall policy.
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Parameter description:

Name: Name of the new firewall policy, which must be unique. If the name is
specified, ensure that different policies have different names.

Inbound interface: Inbound direction of a data flow. You can specify an
interface. The option any indicates all interfaces.

Outbound interface: Outbound direction of the data flow. You can specify an
interface. The option any indicates all interfaces.

Source address: Source address of the data flow. You can reference a
predefined address object or address object group. The option any indicates all
objects.

Destination address: Destination address of the data flow. You can reference a
predefined address object or address object group. The option any indicates all
objects.

Service: Service attributes of the data flow, including the protocol, source port,
and destination port. You can reference a predefined service, a custom service
object or service object group. The option any indicates all objects.

User: User attribute of the data flow. You can reference a predefined
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authentication user or user group. The option any indicates all user objects.
Application: Application attribute of the data flow. You can reference a
predefined application, a custom application object or application object group.
The option any indicates all applications.

Time: Policy effective time. You can reference an existing time object. The
option always indicates all time points.

Action: Action taken for the data flow if it meets the match conditions. The
options are PERMIT and DENY.

Traffic statistics: This parameter is available only when Action is set to
PERMIT. Statistics are collected on the traffic that hits the policy. You can check
the statistics on Monitor > Session > Traffic statistics > Based on firewall
policy.

Log: When Action is setto PERMIT, this parameter enables logging of session
initiation and completion. When Action is set to DENY, this parameter enables
logging of the Deny action.

(Optional) Description: Description about the firewall policy, no more than 127
characters.

2. Click Submit after you complete the settings.

1. When creating a firewall policy, ensure that the referenced

\ address object type is consistent with the policy protocol
type.

2.  Amaximum of 16 objects can be referenced by each
match condition of a firewall policy.

3. An ID is automatically generated to uniquely identify the
firewall policy. The IDs of firewall policies of different
protocol types are independent of each other.

36.2.2 Configuring a Deny Policy

Procedure:

1. Choose Policy > Firewall > Policy. Click New and select DENY for
Action.
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Log: Check this box to enable logging. If the data flow hits the policy, the block
information will be sent to a syslog server or a device-level local log will be
generated. The log priority is Info.

2. Click Submit.

36.2.3 Configuring a Permit Policy

Procedure:

Choose Policy > Firewall > Policy. Click New and select PERMIT for Action.
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Log: Check this box to enable logging. If the data flow hits the policy, the flow
setup and release information will be sent to a syslog server or a device -level
local log will be generated. The log priority is Info.

Traffic statistics: Statistics are collected on the ftraffic that hits the policy. You
can check the statistics on Monitor > Session > Traffic statistics > Based on
firewall policy.

36.2.4 Enabling a Firewall Policy

After configuring a firewall policy, enable it to make it effective.
Procedure:

1. Choose Policy > Firewall > Policy. The following page appears.

2. Check the Enable box next to a firewall policy to enable it.
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By default, a firewall policy is in the disabled state after being
“Notice . configured. It must be enabled manually to take effect.

36.2.5 Modifying a Firewall Policy

Procedure:

1. Choose Policy > Firewall > Policy. Click a policy ID.

| iPyv4 NGV
D1 g Inbound Interface  All ~ Source Address Outbound Interface  All ~ Destination Address Service | All v |Name
Actions All - B3
Souree Number of
current
D Nan Address User Service Application  Enable  Hit connections Operate
any any any any any any any td a 0 EL2 ]
Showing 1 to 1 of 1 entries First Previous Next Last
2. Modify the information about the firewall policy. Click Update to apply the
modification.
| e I
& Co &
[ = any ]
&m
[-an/]
[ = any |
[ = any |
=m
[y |
[~ vy
PERMI
w
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36.2.6 Deleting a Firewall Policy

Procedure:

1. Choose Policy > Firewall > Policy. The following page appears.

| pva INEYS
1D 3 Inbound Interface Al v Source Address Qutbound Interface | All « Destination Address Service | All ~ Name
Actions | All - @
[ oreos I
Source Destination
ity Security
D Nam n Address r A ervi
Finance an any an a a any
F ing 1to nir

2. Click * next to the firewall policy you want to delete.

36.2.7 Adjusting the Order of Firewall Policies

You can change the match priorities of firewall policies by adjusting their order.
Policies are matched from top down as listed on page.

Procedure:

1. Choose Policy > Firewall > Policy. The following page appears.

[ pva (B
D 1- Inbound Interface  All w Source Address Outbound Interface  All w | Destination Address Service All v Name
= (O
Source Destination
e e ™ :
Finance any any an ar ar an)
F ing 1to nir

2. Click ¥ next to the policy you want to move.

| Pvs RS
% Configure
Policy ID
Move to
[ 28 Afier

Policy ID: ID of the policy to be moved.
Move to: ID of the reference policy.
Before: Move the policy before the reference policy.

After: Move the policy after the reference policy.
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3. Click Submit.

36.2.8 Inserting a Firewall Policy

Procedure:

1. Choose Policy > Firewall > Policy. The following page appears.

2| Pve

ID|1-9999 | Inbound Interface | All

Actions | All

Interiace/Security

Name Zone

< =3

Finance  any
‘

Showing 1to 1071 entries

+ | Source Address

=
By Sequence | inertace Pairview | mRecuncancy [ New ]

Source
Address User
any any

Qutbound Interface | All

Destination

Address Senvice

any any any

| Destination Address

Application Enable ~ Hit

First | Previous - Next | Last

any

@

Service All ~ Name
Number of
current
connections  Operate
46 2 #EExE

2. Click ™ to insert a new firewall policy before the reference policy.

LiPva JEE

€ Configure

© s "
© Dessnation A
o &
0 Uuse
L+
o T

[oc ] oo |

PERMIT

3. Click OK. The following page appears.

| iPvs [N

Inbound Interface | All

Actions | All

curity
D Name Zone
2 Adminisiraion  any
Finance any

4

Showing 1 to 2 of 2 entries
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Release 1.0 10/2020

+ | Source Address.
=
By Sequence | Interiace PairView | M Redundancy m

Sourte
Address User
any any
any any

Qutbound Interface | All

Destination

Interface/Security

Zone Address Service
any any any
any any any

+ | Destination Address

Applicatio Enable

any

[

service | All v Name
Number of
current
Hit connections  Operate
0 0 #HExE
86 1 #LERE

First | Previous - Next | Last
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36.2.9 Setting the Policy Configuration Module

The policy configuration module allows you to enable or disable the policy
match module and set the default action taken when no policy is hit.

Procedure:

1. Choose Policy > Firewall > Policy configuration. The following page
appears.

4} Configure

o DENY PERMIT

2. Check or uncheck the Policy match box to enable or disable the policy
match module.

Palicy Matching W

After the policy match module is enabled, all the packets passing the system are
matched with the firewall policies. If the module is disabled, policy match is not
performed.

3. Select PERMIT or DENY for Policy default action, which specifies the
action to be taken when no firewall policy is hit.

Default Action of Policy o DENY PERMIT

A By default, policy match is enabled and the action is Deny.

Notice

36.2.10 Setting the Policy Precompiling Module

The policy precompiling module allows you to enable or disable the firewall
policy precompiling function. By default, this function is disabled. When many

firewall policies exist, the policy precompiling function can improve the policy
match performance.

Procedure:

1. Choose Policy > Firewall > Policy precompiling. The following page
appears.
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£ Configure

Paolicy Pr

y Pre-compilation [After the firewall policy configuration is modified, click Start again to compile preliminarily]

Check or uncheck the Policy precompiling box to enable or disable the
policy precompiling function. You can check this box and click Start to
precompile the existing firewall policy configurations. Click Stop to release
the compiled policy configurations, and the default match mode applies.

After the firewall policy configurations are modified, click Start
Notice [0 start precompiling.

36.3 Monitoring and Maintenance

36.3.1 Displaying Firewall Policies by Protocol Type

Choose Policy > Firewall > Policy to display existing firewall policies by
protocol type.

Outbound Interface | All ~  Destination Address

s Operate
0 ) EES P
98 & A xEE

et | erovus [ nen e

36.3.2 Querying Firewall Policies

Procedure:

1.  Choose Policy > Firewall > Policy. The following page appears.

[ Pva G

Select options for Source address, Destination address, Service, and

Action, and click Search to search for the firewall policies that match the
criteria.
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Cipva IR

D Inbound Interface | All + | Source Address Outbound Interface | All + | Destination Address Senvice | All

o socuonco [0 T T

D Name User Senvice Application Time Actions  Enable  Hit

Administration any any any any any always ® v 26

\ a) Fuzzy match is performed based on all the search criteria

except the policy ID.
Note

You can search address objects by specifying an IP
address or an address object name as a search criterion.

36.3.3 Detecting Firewall Policy Redundancy

Firewall policies are matched from top down as listed on page. If a policy is not
hit because it is overwritten by a previous one, such a policy is called a
redundant policy. You can enable redundancy check to detect redundant firewall
policies.

Procedure:

a) Choose Policy > Firewall > Policy. The following page appears.

[ ipva IRV

ID|1-0008 | Inbound Interface | All ~ | Source Address Cutbound Interface | Al

Actions | All M| csercn |
By Sequence : Y @ Redundancy m

Destination

+ | Destination Address Senvice | All v Name

Interface/Security

D User Senvice Application  Time Actions  Enable  Hit
2 any a an; a alwa o 5
any any any any any always © 4 124
‘
Showing 1 10 2 of 2 entries First
| IPva [N
D 2 | Inbound Interface | All + | Source Address Cutbound Interface | All + | Destination Address Service | All + |Name
By Sequence
Number of
current
D Name user service Application  Time covered Enable Hit  connections  Operate
Administration any any any any any always e 88 0 & IR
Finance any any any any any always 2 el 124 0 & ARE
‘

»

Showing 1t 2 of 2 entries First | Previous - Next | Last

a) After redundancy check is enabled, a redundant policy is
A highlighted in yellow. Drag the horizontal scrollbar to the
right to show a new column Overwritten, which displays
the ID of the policy that overwrites the redundant policy.

Notice

b) Redundancy check is performed on enabled firewall
policies.
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c) Currently redundancy check does not support union set
overwriting check. It checks for redundant content among
individual objects instead of treating the objects as whole,
even for a policy with multiple objects.

36.3.4 Displaying Traffic Statistics

When the policy action is Permit and traffic statistics is enabled, you can go to

the Traffic statistics page to view the traffic statistics on firewall policies.

Choose Monitor > Session > Traffic statistics > Based on firewall policy to

display all the Permit policies. If a policy is enabled with traffic statistics and has
a hit count, the page shows the volume and total bytes of the hit traffic, as
shown in the following figure.

Choose Monitor > Session > Standard session to display the session

information and the policies hit by sessions, as shown in the following figure.

Condition Setiings Total ¢ WA ¢ " ol
Policy ID Protocol Source IP Address | Source Port( Destination IP Add.. Destination Po... Send Source IP A Send Source Duration (s) ~ Expiration Type
ubP 53008 230.255.255.250 1900 53008 00:00:12 00:00:01 Half E
- uopP 42817 33312 1026 42817 01:32:18 00:09:58 Half @
40001 ubP 9: 59376 1411411474 53 59376 00:00:04 00:00:07 Half @
TCP 192.168.10.220 51001 102.168.10.238 80 51001 00:00:00 01:00:00 Full E
ubP 172.16.1.108 57014 230.255 255250 1900 57014 00:00:02 00:00:08 Half E
uopP 33342 45874 3331 1026 33342 45874 01:32:32 00:10:00 Half @
ubP 5557 57608 239.255.255.250 1800 5557 57608 00:00:02 00:00:10 Half @
UDP 172.16.1.168 55108 22400252 5355 172.16.1.168 55108 00:00:07 00:00:03 Half @
89 192.168.10.1 224005 - 192.168.10.1 - 03:42:34 00:00:24 Half E
\ 1. When Policy ID shows --, the session does not hit any
firewall policy.
Note . . .
When Policy ID shows 40000, the session hits an
intra-zone access policy of a security zone.
3.  When Policy ID shows 40001, the session hits the

default firewall policy.

36.4 Configuration Examples
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36.4.1 Example 1: Creating an IPv4 Firewall Policy

Description:

1. Add a firewall's internal interfaces vlan10, vlan20, and vlan30 to a security
zone, and enable access between intra-zone interfaces.

2. Configure a policy to allow intranet users to access external FTP and HTTP
services during non-work time.

Procedure:

1. Choose Network > Se curity zone. Add internal interfaces to security zone
trust, and select Allow access between intra-zone interfaces.

General Properties

Name  trust

Allow Mutual Access of Intra-

zone Interfaces =

Interface Member (Physical Port/VLAN/Aggregated Link)

080/0 geli3 bridge @ vian1 ¥ vian2
tvig

Interface Selection

EEER

2. Choose Object > Address object > Address node, and set Name to
Intranet, as shown in the following figure.

New Address Node
Name | internal
Destription
Type @ IPV4 1PVs MAC IP+MAC

Host

® Subnet 192.168.30.0124
Range
ISP Address Library

Member | 192.166.10.0/24
182.168.20.0/24
192.168.30.0/24

3. Choose Object > Time object > Cycle to create a non-work time object, as
shown in the following figure.

o -

nojobtime 2019-01-10 15:16:20  2019-01-2015:1620 0 =&

Name Every Week StartTime EndTime | StartDate End Date Refer | Description

4. Choose Policy > Firewall > Policy > IPv4, click New, and set parameters,
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as shown in the following figure.

@m
)
=D
= am ]
mas
o0
- ]
=
E3E
5. Click OK.

6. Choose Policy > Firewall > Policy. The following page appears.

L Pve [N

7. Click Enable.

36.4.2Example 2: Confiquring Layer-2 Forwarding Control

Description:

Add a firewall's ge0/1 and ge0/2 interfaces to VLAN 100, and only permit access
from ge0/1 to ge0/2.

Procedure:

1. Choose Policy > Firewall > Policy > IPv4 and click New. Select ge0/1 for
Inbound interface and ge0/2 for Outbound interface, and set Action to
PERMIT, as shown in the following figure.
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TREEEEEY]E

2. Click OK.
3. Choose Policy > Firewall > Policy. The following page appears.

(v G
D Int Qutbound Interface | All + | Destination Address Service | All ~ | Name
By Sequence
D Name Service Applicatio Enable  Hit Operate
Administration  any any any any any any any @ 828 FES 1
Finance any any any any any any any @ 124 0 & PInE
i i
nojob trust any any any any ) any 0 0 #pIxE
htip
intenal 080/ an any ge02 any any an 0 0 ZpExE
»
Showing 1 1o 4 of 4 entries First | Previous - Next | Last

4. Click Enable.

36.4.3 Example 3: Configuring Firewall Policy Control for Web
Authentication Users

Description:

1. After user 1 and user 2 pass web authentication, allow the users only to
access the internal server address.

2. Disable access control for users in group 1 after they pass authentication.
Procedure:

1. Choose Object > Address object > Address node. Set Name to Server
address and enter the server address, as shown in the following figure.
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New Address Node

Range

ISP Address Library

Meamber

® Subnet

Range

et
[ swnt | owce |

2. Choose Object > User object > User to create user 1, user 2, and user 3,

as shown in the following figure.

User Name Bind IP Address

Showing 11 4 of 4 entries

3. Choose Object > User object > User group.

add the three users to the user groups.

r1,user2 user3

usert,user2,user3

12p

Showing 110 3 of 3 entries

Search

Status
Enable
Enable
Enable
Enable

o

perate

LAY
x x x

v [l

Create two user groups and

Firew

Firew

all

ewall

all

Group
Type Operate
LocalGroup  # x
LocalGroup & x

Local Goup & x

mrovcs [l ver

4. Choose Policy > Firewall > Policy and click New. Set parameters. Select

user 1 and user 2 for User, and select Server address for Destination
address. Configure a firewall policy that user 1 and user 2 will hit after
passing authentication using group 1 and group 2.
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5. Choose Policy > Firewall > Policy and click New. Set parameters. Select
group 1 for User. Configure a firewall policy that only users use group 1 for
authentication will hit.

| ve I
# Configure
vame | bob
(= am }
= o }
0 £ [=an]
- am |
A [~ an
o = grownt }
° [~ anrn |
PERMI
o3
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6. Choose Policy > Firewall > Policy. The following page appears.

Outoound Interface | All + | Destination Address Service | Al + Name

7. Click Enable.

Before authentication, the packets such as DNS requests that
A must be permitted are not matched with firewall policies.

Notice Packets are matched only after users pass authentication.

36.5 Troubleshooting

36.5.1 Action Not Taken for the Data Flow That Hits a Firewall
Policy

Symptom The corresponding action (Permit or Deny) is not taken for the
data flow that hits a firewall policy.

Analysis  The possible causes are as follows:
1. Policy match is not enabled.
2. The policy is not enabled.
3. Because policies are matched from top down as listed on
page, the data flow may have hit a previous policy.

4. The policy takes effect for local access.
5. The policy is modified after policy precompiling is enabled.
Solution 1. Enable policy match.

2. Enable the policy.

3. Adjust the order of policies as needed.

4. Firewall policies take effect only for forwarded traffic, but not
for local incoming and outgoing traffic.

5. If the policy is modified after policy precompiling is enabled
but not precompiled again, the old policy is still effective. In
this case, disable policy precompiling or perform policy
precompiling again, and then verify policy match.
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36.5.2 An Application-based Firewall Policy Is Not Matched

Symptom  permitted.
Analysis  Application identification involves a leaming process. Before an
application can be identified, the system does not match the policy

and proceeds to the following policies. If the session does not hita
Permit policy, the application cannot be identified because the first

packet is blocked.
Solution 1. Add a Permit policy to ensure that the application is permitted,
properly identified, and hits a policy.

2. Application control policies are recommended to improve the
effect of application-based access control.

36.5.3 Some Interfaces Cannot Be Selected for a Firewall Policy

Symptom Inbound interface vian20 cannot be selected for a firewall policy.

Analysis  Check whether vlan20 is added to a security zone. Firewall
policies only support physical interfaces and other interfaces in
security zones.

Solution  Select an interface in a security zone, or remove the interface
from the security zone.
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37 Protection Policy

37.1 Overview

RAVEN 5000 firewalls provide the anti-attack feature to protect network devices
from malicious attacks.

Security policies are used to effectively monitor data flows passing a firewall
and identify malicious attacks. With security protection enabled, a firewall
matches the received packet's source address, destination address, protocol,
and service information with configured security policies to determine whether
to perform attack detection. If attack detection is required, the firewall
associates the data flow with the hit policy and skips policy matching for
subsequent packets. The matched packet is processed based on the configured
protective function (including anti-attack, intrusion prevention, antivirus, and
web protection) to determine which packets to be permitted and which ones
dropped.

If no anti-attack policy is configured, by default, the firewall does not enable
policy matching for passing packets.

Security policies with the same inbound interface in the IPv4 or IPv6 format are
matched from top down as listed on page. Only the packets passing the firewall
are processed, whereas the packets sent by the firewall are not limited.

Intrusion prevention, antivirus, and web protection only support IPv4.

37.2 Configuration

Web Ul

37.2.1 Configuring Basic Policy Elements

The basic elements of a security policy are the match conditions and action.
Match conditions include the data flow's inbound interface, source address,
destination address, service, and policy effective period. The data flow direction
is determined by the inbound interface, source address, and destination
address. Service and policy effective period can reference predefined objects.

Procedure:

1. Choose Policy > Security > Protection policy and click New.
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Configure

Address Type | IPv4 v
Inbound Interface/Security Zone | any v
Source Address | any v
Destination Address any v
Service any -
User any v
Time Schedule | always v
Aftack Defense ———Altack Defense— ¥ Log
Virus Protecton | ——— Virus Protection—— ¥ Log
Intrusion Prevention ————Intrusion Protection- Log
Web Protection | —— Web Protection— ¥ Log
Threat intelligence ——Threatintelligence— v Log (Enabling this function requires configuring the DNS server)

Parameter description:

Address type: Security policies are classified into IPv4 and IPv6 types. Packets
are matched with policies of the comresponding protocol type.

Inbound interface: Inbound direction of a data flow. You can specify an
interface. The option any indicates all interfaces.

Source address: Source address of the data flow. You can reference a
predefined address object or address object group. The option any indicates
any address.

Destination address: Destination address of the data flow. You can reference a
predefined address object or address object group. The option any indicates
any address.

Service: Service attributes of the data flow, including the protocol, source port,
and destination port. You can reference a predefined service, a custom service
object or service object group. The option any indicates any service.

User: User object. You can reference a predefined user object. The option any
indicates any user object.

Time: Policy effective time. You can reference an existing time object. The
option always indicates all time points.

Anti-attack: Enable the anti-attack feature to control matched packets and
prevent flood attacks and scan attacks.
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Antivirus: Implement real-time virus scan at internal and external ingresses,
provide active and passive virus defense for workstations, and support file scan.

Intrusion prevention: Monitor network behaviors and protects the network by
actions such as Permit, Deny, and Deny source IP address.

Web protection: Prevent XSS attacks and SQL injection attacks, and permit or
deny fraffic according to predefined actions.

Log: Configure log filter for the protection modules in a security policy. Logs can
be recorded in the local memory, on the syslog server (log control center), and
by email. Afilter level can be configured for each recording mode. Only logs of
the filter level or above are output.

2. Click Submit after you complete the settings.

When creating a security policy, you must reference an

\ address object of the same protocol type. An ID is
Note automatically generated to uniquely identify the policy. The IDs
of security policies of different protocol types are independent

of each other.

f Some modules generate a large amount of logs. Enable

< logging with caution and select a proper filter level.
otice

Local logs are stored in the system cache. When the cache is
full, old logs are overwritten by new ones.

37.2.2 Enabling a Security Policy

After configuring a security policy, enable it to make it effective.
Procedure:

1. Choose Policy > Security > Protection policy. The following page
appears.

Source Address Destination Address

IPv4 v Inbound..| Source A.. Destinati. TimeSch.. Service User Aftack De... Virus Pro._.| Infrusion .. Web Prot.. Threatin... Hit Enable

IPud any any any always | any any Al 0 L BE

2. Check the Enable box next to a security policy to enable it.

By default, a security policy is in the disabled state after being
“Notice . configured. It must be enabled manually to take effect.
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37.2.3 Modifying a Security Policy

Procedure:

1. Choose Policy > Security > Protection policy. Click a policy ID.

2. Modify the information about the security policy. Click Update to apply the
modification.

Configure
Address Type
Inbound Interface/Security Zone any v
Source Address | any v
Destination Address any v
Service | any v
User any v
Time Schedule | always v
Aftack Defense | ———— Attack Defense v Log
Virus Profection | ————— Virus Protection— v Log
Intrusion Prevention | All v Log
Web Protection | ———— Web Protection—— v Log
Threatintelligence | ——— Threatintelligence— v Log (Enabling this function requires configuring the DNS server)

A The address type cannot be changed.

Notice

37.2.4 Deleting a Security Policy

Procedure:

1. Choose Policy > Security > Protection policy. The following page

Source Address Destination Address
Senvice - E3 Ol v |
v v
# IPv4 v | Inbound.. SourceA... Destinati... Time Sch... Service User Altack De.., Virus Pro... Intrusion... Web Prot.. Threatin... Hit Enable
1Pvd any any any always any any All i =) oLt B R

2. Click ® next to the policy you want to delete. Click OK.
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:Ei Do you confirm to delete Protection Policy : 1 7

Warning

37.2.5 Adjusting the Order of Security Policies

You can change the match priorities of security policies by adjusting their order.
Policies are matched from top down as listed on page.

Procedure:

1. Choose Policy > Security > Protection policy. The following page

appears.
SnurceAddrass' Destination Adﬂ;EEE Sarrii m m o m
# P4 v Inbound.. Source A... Destinati... Time Sch... Service User Attack De... Virus Pro... Intrusion Web Prot... Threatin... Hit Enable
i} 1Pvd any any any always any any All 0 ] af i3 BB &
IPv4 ge0H any any always any any default o < of s B &
2. Click ™ next to the policy you want to move.
Move Attack Defense Policy
Policy D 2
Move to (Palicy ID} (8 Before After
=
Policy ID: ID of the policy to be moved.
Move to: ID of the reference policy.
Before: Move the policy before the reference policy.
After: Move the policy after the reference policy.
3. Click Submit.
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Source Address Destination Address
. ,

# IPv4 v | Inbound.. Source A Destinati.. TimeSch.. Service  User Aftack De..| Virus Pro.... Intrusion .. Web Prot.. Threatin... Hit Enable
2 1Pud gelft | any any always any any default 0 e L EE
1Pud any any any always any any Al 0 ? ey -1"|

A Only the order of policies of the same protocol type can be

“Notice  adjusted.

37.2.6 Inserting an Anti-attack Policy

Procedure:

1. Choose Policy > Security > Protection policy. The following page

appears.
Source Address Destination Address
v v
2 IPv4 v | Inbound.. Source A.. Destinati . TimeSch.. Service  User Aftack De_.. Virus Pro... Intrusion . Web Prot.| Threatin.. Hit Enable
2} P4 ge0i any any always any any default 0 ” Ly EH
IPv4 any any any always any any Al 0 ] alfy ]

2. Click = to insert a new security policy before the reference policy.
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Configure

Address Type IPvd v

Inbound Interface/Security Zone geli3 v

Source Address any A

Destination Address any A

Service any v

User any v

Time Schedule always v
Aftack Defense = —— Aftack Defense v Log
Virus Protecion  ——— firus Protection— ¥ Log
Intrusion Prevention Zombie_Worm_Trojan v Log
Web Protecion =~ ——— Web Protection— v Log

Threatintelligence ———Threat intelligence— v Log (Enabling this function requires configuring the DNS server)

ovme | e
3. Click Update.
fnurce Addrass' Destination Addcﬂss S = @ Total 3 m

# IPvd v | Inbound.. SourceA.| Destinati.. TimeSch., Service | User Aftack De... Virus Pro.... Intrusion ... Web Prot..| Threatin... Hit Enable

2 1Py g0 any any always | any any default 0 e ABEE

3 P4 ge0n any any always any any Zombie_. 0 e =N
1Pvd any any any always | any any Al 0 I af s B &

A The inserted policy must have the same address type, source
~Notice  address, and destination address as the reference policy.

37.2.7 Resetting the Hit Count of a Security Policy

Procedure:

1. Choose Policy > Security > Anti-attack > Protection policy. The
following page appears.

Source Address Destination Address

# IPv4 v | Inbound.. SourceA.. Destinati.. TimeSch.. Service | User Attack De._. Virus Pro... Intrusion ... Web Prot... Threatin... Hit Enable
2 1Pv4 0201 any any always any any default 0 v A EE
3 1Pu4 ge03  any any always any any Zombie_ 0
IPva any any any always any any Al 1] v oA B
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2. Click :é to reset the hit count of a policy, and click OK to confirm the

reset operation.

http://192.168.10.238/security/protect/policy_show.php?prot... X

l . Are you sure to reset the number of policy hit imes?

o= ][ =

37.2.8 Querying Anti-attack Policies

Procedure:

1. Choose Policy > Security > Protection policy. The following page

Source Address Destination Address
v v
IPv4 v Inbound.. Source A.. Destinati.. TimeSch.. Service | User Atiack De... Virus Pro.... Infrusion .| Web Prot.. Threatin_.. Hit Enable
IPv4 ge0/ any any always fip any default o v AnBX
IPv4 ge0/3 any any always any any Zombie_. 1] Lt ]
1Pvd any any any always any any All 0 el ABH

2. Select options for Source address, Destination address, and Service,
and click Search to search for the security policies that match the criteria.

Source Address Destination Address
¥ ¥ SENICE X m

37.3 Configuration Examples

37.3.1 Example 1: Creating a Security Policy

Description:

VLAN 1 of a firewall connects to an intranet, and VLAN 2 connects to an
external network. The firewall triggers TCP syncookie when the rate of TCP
connection requests per source IP address sent from the external network to
the intranet exceeds 100. The firewall checks whether the connection requests
come from an attack source. If so, the firewall drops the requests. (Enabling
syncookie may consume performance.) The firewall triggers the anti-UDP flood
feature when the rate of a DNS connection request sent from the external
network to an internal DNS server exceeds 2000, and the firewall drops the
request. The firewall triggers the alarm function when the total rate of

ICMPrequests sent from the extemal network to the intranet exceeds 1000. The
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firewall displays a message indicating the intranet may suffer ICMP attacks.
Configure an anti-flood policy to monitor the network status in real time and
protect the network from attacks.

Procedure:

1. Choose Object > Address object > Address node, and configure
address objects named Intranet and External network, as shown in the
following figure.

iy amesSeRel r m m

Name Member Exclude Description Refer
any 00.0.0/0,/0 4
ISP_CT.dat (China Telecom 1 4
72161020 &
192.16.10.024 o 4
work 16.16.16.024 0 £ x
showing 1o 5 of 5 entries First | Previous - Next  Last

2. Choose Policy > Security > Anti-attack and click New.

General Properties

ame 2t
Dascriptior
Anti.Flood Attack
Enable
- t Rale Limiting Per Host (S 1-100001Se Ackons| B .
TCP Flot P t Rale Liminng Per Hos! (Destnaton IF Address) (1-10000)Seconas
Tatal Packet Rate Limding {1-10000)Seconds
¥ Packet Rate Limiting Per Host (Source P Adcress Ak B E?
UDF Flood Facket Rale Limiong Per Host (Desinanon IF Address)
Total Packet Rate Limiting
Packet Rate Limiting P Actons| B v
ICMP Flood Packet Rate LiMitng Per Hos! (Destnaton i

@ Tatal Packet Rate Limding

Anti-scanning

3. Choose Policy > Security > Protection policy and click New. Set
parameters, as shown in the following figure.
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Configure

Address Type P4 v

Inbound Interface/Security Zone | vlanz v

Source Address any v

Destination Address any v

Service | any v

User any v

Time Schedule always v
Attack Defense | aftack_defense v Log
Wirus Protection ——— Virus Protection— v Log
Intrusion Prevention = ——— Intrusion Protection- v Log
Web Protection = ——— \Web Protection— v Log

Threatintelligence = ——— Threat intelligence-— v Log (Enabling this function reguires configuring the DNS server)

[ (=)

4. Click Submit.

5. Choose Policy > Security > Protection policy. Check the Enable box, as
shown in the following figure.

4 1Pvd vian2  any any always  any any attack_de 0 L EBE

37.3.2 Example 2: Creating an Anti-scan Policy

Description:

VLAN 1 of a firewall connects to an intranet, and VLAN 2 connects to an
external network. Enable an anti-scan policy on the firewall to defend against
scan attacks from the external network. The firewall triggers the anti-scan
feature when an external source address sends TCP or UDP connection
requests to more than 1000 different ports of an internal server within 1s. All the
TCP or UDP requests sent by the source address are blocked in the next 20s.
The firewall triggers the anti-scan feature when an extemal source address
sends ICMP requests to more than 1000 different internal hosts. All the ICMP
requests sent by the source address are blocked in the next 20s.

Procedure:

1. Choose Object > Address object > Address node, and configure
address objects named Intranet and External network, as shown in the
following figure.

286 Web UI
Release 1.0 10/2020



Member Exclude Description Refer
000000 16
ISP_CTdat (Ghina Telecom| 1 s
outs 172.16.1020 1 s
Infranet 192.16.10.0/24 o
Externalnetwork 16.16.16.0724 0
Showing 1o 5 of § entries First | Previous - Next | Last

2. Choose Policy > Security > Anti-attack > Se curity list and click New.

General Properties

Name

Description

Anti.Flood Attack

Enable

Packet

ing Par Host (Sous

Packat Rase Limeting Per Host (Dessnaton P Address,

Total Packst Rate Limiting

Fackst Rate Limating Per Host (Spurce 1P Address) {1-10000)Seconas  Actiong
UDP Flood Patke! Rae Limaing Per Host (Dessnation 1P Address) -10000 ¥Seconds
Total Packet Rate Limiting 1-10000¥Seconds

Packst Rats Limiting Per Host (Source IP Addrass) {1-1DD00¥Seconds  Actions

CMF Floog Packet Rate Liméting Per Host (Dessnabon P Address eronds

Total Packet Rate Limiting 1-10000 ¥Seconds

Anti.scanning

# TCP Scanning ¥ UDP Scanning ! Ping Scanning

coNNBCEoNSE

Scanning idenliicaton Threshcks 1000 [§1:

Host Supprassion Duraton 20 (1-565535)Seconds

oo [ omen

3. Choose Policy > Security > Anti-attack > Policy and click New. Set
parameters, as shown in the following figure.
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Configure

Address Type | IPvd v
Inbound Interface/Security Zone  any v
Source Address Intranet v
Destination Address Externalnetwork v
Service | any v
User | any v
Time Schedule  always v
Aftack Defense attack_tcp_udp_icmp v Log
Wirus Protection | ———— Virus Protection— v Log
Intrusion Prevention & ——— Intrusion Protection- » Log
Web Protection  ——— Web Protection—— ¥ Log
Threatintelligence | —— Threat intelligence— v Log (Enabling this function requires configuring the DNS server)

4. Click Submit.

5. Choose Policy > Security > Anti-attack > Policy. Check the Enable box,
as shown in the following figure.

Source Address Destination Address o
= = service v m Total 5 m

# IPu4 v | Inbound.. SourceA..| Destinati.. TimeSch.. Semice | User Aftack De... Virus Pro.... Infrusion .. Web Prot.. Threatin... Hit Enable
2 IPv4 ge0/ any any always L any default 0 v LB E
1Pv4 08073 any any always any any Zombie_ 0 FnBEX
IPva any any any always any any Al 0 ) A BEE
4 1Pva vian2  any any always | any any attack_de 0 LuBHE
1Pvd any Intranet | Externalnet always | any any attack_tc a LB

37.4 Troubleshooting

37.4.1 A Data Flow Does Not Hit a Policy as Expected

Symptom = The corresponding action is not taken for the data flow that hits
a policy. A data flow does not hit a policy as expected.
Analysis The possible causes are as follows:

» The policy is not enabled.
» Because policies with the same inbound interface in the
IPv4 or IPv6 format are matched from top down as listed

on page, the data flow may have hit a previous policy.
Solution Enable the policy. If the policy conflicts with other policies,
modify the policy or adjust the policy order.
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38 Anti-attack

38.1 Overview

The anti-attack feature provides a configuration template used to prevent flood
attacks and scan attacks. The anti-attack feature takes effect only after it is
referenced by a security policy. Configured actions such as alarm, drop, and
syncookie are taken for packets that hit policies, allowing the system to
determine which packets to be permitted and which ones dropped.

38.2 Configuration

38.2.1 Creating an Anti-attack Entry

Procedure:

1. Choose Policy > Security > Anti-attack and click New.
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Name: Name of an anti-attack entry.
Description: Brief description about the anti-attack entry.
Anti-Flood Attack: Check the Enable box to enable anti-flood.

TCP Flood: Enable anti-TCP flood. TCP flood is also called SYN flood. SYN
flood exploits TCP vulnerabilities to send many forged TCP connection requests
to a server but gives no responses. As a result, the server runs out of resources
quickly and cannot process normal service requests, and will crash in serious
cases.

RAVEN 5000 firewalls adopt the industry-leading syncookie technique to
effectively protect servers from SYN flood attacks at the cost of few system
resources. Identification threshold: Maximum number of SYN packets to
trigger anti-TCP flood. The default value is 100. Action: The options are Block,
Alarm, and syncookie.

UDP Flood: Enable anti-UDP flood. Identification threshold: Maximum
number of UDP packets to trigger anti-UDP flood. The default value is 100.
Action: The options are Block and Alarm.

ICMP Flood: Enable anti-ICMP flood. Ide ntification threshold: Maximum
number of ICMP packets to trigger anti-ICMP flood. The default value is 100.
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Action: The options are Block and Alarm.
Anti-scan: Check the Enable box to enable anti-scan.
TCP scan: Configure anti-TCP scan based on the actual network circumstance.

A TCP scan occurs when the number of IP packets with TCP SYN fragments
sent from a source IP address to different ports with the same destination IP
address or to the same port with different destination IP addresses within 1s
exceeds the configured threshold. The system records the scan event and
blocks all the TCP SYN packets sent by the source host during the configured
period.

Enabling anti-TCP scan may occupy many memory resources.

UDP scan: Configure anti-UDP scan based on the actual network
circumstance.

A UDP scan occurs when the number of IP packets with UDP data sent from a
source IP address to different ports with the same destination IP address or to
the same port with different destination IP addresses within 1s exceeds the
configured threshold. The system records the scan event and blocks all the
UDP packets sent by the source host during the configured period.

Enabling anti-UDP scan may occupy many memory resources.
Ping scan: Configure anti-ping scan based on the actual network circumstance.

An address scan occurs when the number of ICMP packets sent from a source
IP address to different hosts within 1s exceeds the configured threshold. ICMP
packets are sent to all hosts to get at least one response and identify the
destination address. A firewall records the number of ICMP packets sent from a
remote source address to different hosts. After a source IP address is flagged
as address scan attack, packets from the address are blocked during the
configured period.

Enabling anti-ping scan may occupy many memory resources.

Host suppression duration: Duration for which packets from a malicious host
are blocked after a scan attack is detected. The default value is 20s.

Scan identification threshold: The source IP address is flagged as scan
attack after this threshold is exceeded, and packets from the source address are
blocked. The default value is 1000.

Set this parameter properly. If intranet users access the Internet
A through NAT with the same source IP address, a small

Notice threshold may cause anti-flood to take effect.

2. Set Name, Description, and other parameters.
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Ganeral Properties
Name
Description
Anti-Fiood Attack

Enable

TCF Flood

UDP Flood

ICMP Flood

Anti-scanning

Enable

3. Click Submit. The following page appears.

Name
atiack_defense
atiack_tep_udp_icmp

Scanning loe

PacketFate Limiting Per Host (Scurce IP Address)

PacketRate Limiting Per Host (Destination IP Address

Total Packet Rate Limiting

PacketRate Limiting Per Host {Source IP Address)
Packel Rate Limiting Per Host (Destination IP Address)

Total Packet Rate Limiting

FacketRate Limiting Per Host (Source P Address)
Packet Rate Limiting Per Most {Destination IF Address|

Total Packet Rate Limitng

TCP Scanning LIDF Scanning Ping Stanning

fication Thrashold

Host Suppression Duration 1-65535)8econds

Description

ths is just test

1-10000'5:

1-10000ySecon

1-10000VSeconds  Actions
1-10000ySeconds
1-10000ySeconds
1-10000ySeconds  Actions

1-10000ySeconds

ds  Actions

1-10000)Seconds

1-10000ySeconds

Refer

Total 3 m
&
&
&

38.2.2 Modifying an Anti-attack Entry

You can modify an existing anti-attack entry.

1.  Choose Policy > Security > Anti-attack. The following page appears.

Name
attack_defense

attack_top_udp_icmp

Description

ths is justtest

2. Click an anti-attack entry.

292

Refer

Total 3 m
&
]
&
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General Properties

Name
Description | ths is just tesi
AN-FIOON ATACK
Enable
Packet Rate Liméiting Per Host (Source IP Agdress, (1-10000)¥Seconds Actions.
TCPFlood | Packst Rate Limiting Per Host (Destination P Address) (1-10000ySeconds
Total Pachst Rate Limiting (4-10000ySecands
Per HOS! (Sourte IP Agaress: (1-10000 ¥Seconds Actions
UDF Flaod Limiting Per Host (Destination P Address) (1-10000¥Seconds
Total Packet Rate Limitng (4-100004Seconds
Packet Rate Limsting Per Host (Source IP Address| (1-10000 ¥Seconds Actions.
ICMF Flood Packat Rats Limdting Per Host (Destination I° Address) (1-10000 ¥Seconds
Total Packet Rate Limiting (1-10000ySeconds
Anti-scanning
Enabie
TEP Scanning UDP Seanning Ping Scanning
Seanning lentfication Threshei 065535
Hast Suppression Duratian (1-65535)

Modify the parameters except Name.

3. Click Update to apply the modification.

38.2.3 Deleting an Anti-attack Entry

1. Choose Policy > Security > Anti-attack. The following page appears.

ot s [
Name Description Refer
attack_defense 1 &
attack_tcp_udp_icmp 7] &
test hs is just tast 0 ]

2. Click El next to the anti-attack entry you want to delete.

) Do you confirm to delete Security Protection Table : test ?
D

Warning
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3. Click OK.

For an anti-attack entry referenced by a security policy, its

Notice Delete button is grayed out El .

38.2.4 Referencing an Anti-attack Entry in a Security Policy

The anti-attack feature takes effect only after it is referenced by a security policy.
Packets that hit the policy are protected from attacks.

Configure
Address Type
Inbound Interface/Security Zone  ge0/ v
Source Address | any v
Destination Address any v
Service fip v
User any v
Time Schedule always v
Attack Defense test v Log
Virus Protection = ——— Wirus Protection— v Log
Intrusion Prevention ————Intrusion Protection- v Log
Web Protection default v Log
Threat intelligence ——Threat intelligence— v Log (Enabling this function requires configuring the DNS server)

38.3 Configuration Examples

38.3.1 Example 1: Creating an Anti-flood Policy

Description:

VLAN 1 of a firewall connects to an intranet, and VLAN 2 connects to an
external network. The firewall triggers TCP syncookie when the rate of TCP
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connection requests per source IP address sent from the external network to
the intranet exceeds 100. The firewall checks whether the connection requests
come from an attack source. If so, the firewall drops the requests. (Enabling
syncookie may consume performance.) The firewall triggers the anti-UDP flood
feature when the rate of a DNS connection request sent from the external
network to an internal DNS server exceeds 2000, and the firewall drops the
request. The firewall triggers the alarm function when the total rate of ICMP
requests sent from the extemnal network to the intranet exceeds 1000. The
firewall displays a message indicating the intranet may suffer ICMP attacks.
Configure an anti-flood policy to monitor the network status in real time and
protect the network from attacks.

Procedure:

1. Choose Object > Address object > Address node, and configure address
objects named Intranet and External network, as shown in the following

figure.

2. Choose Policy > Security > Anti-attack and click New.

Anti-Flood Attack

[ swors | Camal
3. Choose Policy > Security > Protection policy and click New. Set

parameters, as shown in the following figure.
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Configure

Address Type IPv4 v
Inbound Interface/Security Zone | any v
Source Address  Intranat v
Destination Address  Externalnetwork v
Service | any v
User | any v
Time Schedule | always v
Aftack Defense  testd v Log
Virus Protection -Virus Protection— v Log

Intrusion Prevention -Intrusion Protection- ¥ Log

Web Protection

-\Wab Protection—- v Log

Threatintslligence

E B

4. Click Submit.

-Threatintelligence— v Log (Enabling this function requires configuring the DNS server)

5. Choose Policy > Security > Protection policy. Check the Enable box, as
shown in the following figure.

Source Address Destination Address o
. . service " m Total 5 m

# IPv4 v | Inbound.. SourceA.. Destinati. TimeSen.. Service  User Attack De.., Virus Pro... Intrusion ... Web Prot... Threatin... Hit Enable

2 1Pud gedit | any any aways  fip any defauit 0 @ P4 =1
IPv4 gedi3 any any always any any Zombie_. 0 Ay B &
1Pv4 any any any always  any any Al 0 ? LnBE

4 1PV4 vian2 any any always any any attack_de 0 Aty BE

5 1Pv4 any Intranet  Externalnet always any any testi 0 oty B &

38.3.2 Example 2: Creating an Anti-scan Policy

Description:

VLAN 1 of a firewall connects to an intranet, and VLAN 2 connects to an
external network. Enable an anti-scan policy on the firewall to defend against
scan attacks from the external network. The firewall triggers the anti-scan
feature when an external source address sends TCP or UDP connection
requests to more than 1000 different ports of an internal server within 1s. All the
TCP or UDP requests sent by the source address are blocked in the next 20s.
The firewall triggers the anti-scan feature when an extemal source address
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sends ICMP requests to more than 1000 different intemal hosts. All the ICMP
requests sent by the source address are blocked in the next 20s.

Procedure:

1. Choose Object > Address object > Address node, and configure address
objects named Intranet and External network, as shown in the following

figure.

Name Member Exclude Description

any 0.0000,:0

Showing 1 to 5 of 5 entrie:

2. Choose Policy > Security > Anti-attack > Security list and click New.

General Properties

Name | aftack_ttp_udp_icmg_foold
Descriptio
ANt-Flood ATIECK
Enable
Packet Rate Limiting Per Host (Source IF Aodress) 1-10000¥Seconds  Actions
TCF Flood Packet Rate Limiting Per Host (Destination IP Address) 1-10000WSeconds

Total Packet Rate Limiting 1-10000¥Seconds

Packet Rate Limiting Per Host (Sourca IF Address) 1-10000¥S=conds  Actions
UDP Fload Packet Rate Limiting Per Host (Destination IP Address) 1-10000¥Seconds

Total Packet Rate Limibng 0000¥Seconds

Packet Rate Limiting Per Host (Source IP Address) 1-10000¥Seconds  Action:
ICMP Flogd Packet Rate Limiting Per Host (Destination IP Address) 1-10000¥Seconds

1-10000WSecands

Total Packet Rate Limiting

Anti-scanning

3. Choose Policy > Security > Anti-attack > Policy and click New. Set
parameters, as shown in the following figure.
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Configure
Address Type
Inbound Interface/Security Zone
Source Address
Destination Address
Service
User
Time Schedule
Aftack Defense
Virus Protection
Intrusion Prevention
Web Protection

Threatintelligence

sors | o

6. Click Submit.

IPvd

any

Intranet

Externalnetwork

any

any

always

attack_tcp_udp_icmp_foold

Virus Protection—

Intrusion Protection-

Web Protection—

Threat intelligence—

-

<

<

<

Log (Enabling this function requires configuring the DNS server)

7. Choose Policy > Security > Anti-attack > Policy. Check the Enable box,

as shown in the following figure.

Source Address Destination Address

= = Service
# IPvd v | Inbound.. Source ... Destinati.. TimeSch.. Service | User
2 1Py ge0f  any any always  fip any
3 1Py ge03  any any always  any any

1Pv4 any any any always  any any
4 IPv4 vian2  any any always  any any
5 1Py any Inranet | Extemainet always  any any

38.4 Monitoring and Maintenance

Aftack De

Virus Pro.

Intrusion

Zombie_

All

o5 [

Web Prot... Threatin... Hit Enable

default 0 v af s B &
o S EE
0 v ABBE
o 411
0 LBBE

38.4.1 Displaying Anti-attack Logs

1. Choose Log > Log management > Log filter. Select logs related to the
anti-flood module, and set the log level. Click OK.

Log Filtering
Local Logs
Unified Seftings
® System Event
# Audit Event
& Security Event
Firewall Policy
Anti-Flood Attack El
Anti-scanning
Virus protection
Intrusion Protection
Web Protection
Threatintelligence
Anti-Dos Aftack
Anti-ARP Attack
Blackiist
i VPN Event

298

Notification v

Syslog Logs

E-mail Alarm
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2. Choose Log > Security log > Anti-attack > Anti-flood to display related
logs.

Y Condition Filtering.

38.5 Troubleshooting

38.5.1 Anti-flood Works Abnormally

Symptom  The anti-flood feature works abnormally.

Analysis When the anti-flood feature works abnormally despite a policy is
hit, check whether:
» The anti-flood feature is enabled for the protected object.
»  The proper packet type is selected. The options are SYN
flood, UDP flood, and ICMP flood.
»  The configured threshold is not too large.
The anti-flood action is correct.

Solution Modify configurations
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39 Antivirus

39.1 Overview

Virus scan is performed in real time at the internal and external ingresses to isolate
intranets from viruses and provide active and passive virus defense for workstations. You
can scanspecified types of files, orscan files when HTTP, FTP, IMAP, POP3, SMTP, and

other application protocols are implemented.

39.2 Antivirus Configuration

38.5.2 Creating an Antivirus Template

Procedure:

1. Choose Policy > Security > Antivirus and click New.

| Configure [R=IE Type Configuration
Configure
Name
Protocol POP3 HTTP FTP IMAP SMTP
Behavior Pass v

B B

Parameter description:
Name: Name of the new antivirus template.
Protocol: Application protocol for data flows. Select at least one option.

Action: Action to be taken for data flows that meet the match conditions. The
options are Permit and Deny.

2. Click Submit after you complete the settings.

38.5.3 Modifying an Antivirus Template

Procedure:
1. Choose Policy > Security > Antivirus and click a template name.
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| configure Bz e Confi
File Type Configuration

o [
# Name

Protocol Benhavior Operate

hitp_trp

HTTP FTP

Pass 1]

2. Modify Protocol and Action, and click Update.

File Type Configuration
Configure

Name

Protocol POP3 W HTTP W FTP IMAP SMTP

Behavior Pass

Conae | e

-

38.5.4 Deleting an Antivirus Template

Procedure:

1. Choose Policy > Security > Antivirus. The following page appears.

W | File Type Configuration

o -
# Name

Protocol Behavior Operate
http_tip HTTP FTP

Pass &

2. Click ® next to the template you want to delete.

Atemplate referenced by a protection policy cannot be
“Notice  deleted.

38.5.5 Referencing an Antivirus Template in a Protection
Policy

Procedure:

1. Choose Policy > Security > Protection policy and click New. Configure the
match conditions and select the antivirus template you want to reference.
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Configure

Address Type | IPvd v

Inbound Interface/Security Zone ged/s v

Source Address any v

Destination Address any v

Service any v

User any v

Time Schedule always v
Aftack Defense | ———Attack Defense— v Log
Virus Protection | htp_tfp v [Leg
Intrusion Prevention —————Intrusion Protection- v Log
Web Protection —————Web Protection— v Log

Threatintelligence ——Threatintelligence— v Log (Enabling this function requires configuring the DNS server)

s

2. Click Submit.

39.3File Type Configuration

39.3.1 Configuring File Scan

Procedure:

1. Choose Policy > Security > Antivirus > File type configuration. Select
Scan files of known types to scan files of specified types, including predefined
and custom types.
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(=T Pl i Lonlguiaban |

£ File Typa Configuration

PERARNAAAALHE &S E

&

2. Select Scan any files to scan all the files passing the firewall.

Configure

£ File Type Configuration

Scan Any File °

Scan Files of Known Types

39.3.2___ Adding a File Type

Procedure:

1. Choose Policy > Security > Antivirus > File type configuration. Select
Scan files of known types and click Add.

New File Type

File Type " (1-14 characters)

o

2. Click OK after you complete the settings.
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39.3.3 Deleting a File Type

Procedure:

1. Choose Policy > Security > Antivirus > File type configuration. Select
Scan files of known types.

2. Select thefile type you want to delete and click

A The Delete button is grayed out for predefined file types.

Notice

39.34 Enabling or Disabling a File Type

Procedure:

1. Choose Policy > Security > Antivirus > File type configuration. Select
Scan files of known types.
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2. Select afile type and check the box on the right Y to enable it, or

uncheck the box to disable it.

3. You can also check or uncheck the box on the top to enable or disable all the
file types.

39.4Configuration Example

Description:

VLAN 1 of a firewall connects to an intranet, and VLAN 2 connects to an
external network. The firewall triggers the antivirus feature when it detects
viruses in a file that an internal host downloads from the external network, and
handles the file based on configurations.

Procedure:

1. Choose Object > Address object > Address node, and configure
address objects named Intranet and External network, as shown in the
following figure.
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Name Member

Exclude Description Refer
any 0.0.0.00,:0 18
Telecom ISP_CT.dat (China Telecom) ¥ 4
cutside_ip 172161020 'd
Inranet 192.16.10.024 el
Externalnetwork 16.16.16.024 4
Showing 1 to 5 of 5 entries First | Previous - Next | Last

2. Choose Policy > Security > Antivirus and click New.
m File Type Configuration
Configure

Mame hitp_ftp

Protocol POF3 W HTTP W FTP IMAFP SMTP

Behaviar FPass -
oo | o

3. Choose Policy > Security > Antivirus > File type configuration. Select
Scan any files.

Configure

£ File Type Configuration

Scan Any File °

Scan Files of Known Types

4. Choose Policy > Security > Protection policy and click New. Set
parameters, as shown in the following figure.
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Configure

Address Type IPvd A

Inbound Interface/Security Zone any v

Source Address Intranet A

Destination Addrass Externalnetwork v

Senvice any *

User | any v

Time Schedule always r
Aftack Defense ——Attack Defense— v Log
Virus Protection http_ftp T Log
Intrusion Preventian ———Intrusion Protection- v Log
Web Protection ————Web Protection—— ¥ Log

Threat intelligence

= ET

5. Click Submit.

-Threat intelligence— v Log (Enabling this function requires canfiguring the DNS server’

6. Choose Policy > Security > Protection policy. Check the Enable box, as
shown in the following figure.

Source Address Destination Address

# IPv4 v | Inbound | Source A | Destinati | Time Sch | Senvics | User AtiackDe | ViusPro_| Infusion | WebProt | Threatin | Hit | Enable
IPvd gei  any any aways | p any default o v «LBEE
3 P ge0n  any any aways | any any Zomble_ o ABBEE
IPed any any any aways | any any Al o v «LBBEE
PR vanz  any any aways | any any attack_de 0 ABEE
6 1Pyd ge0F  any any aways  any any hito_tip o LB &
IPvd any Intranet  Externalnet aways | any any hitp_ftp 0 ABBEE

39.5Monitoring

39.5.1 Displaying Antivirus Logs

1. Choose Log > Log management > Log filter. Select logs related to the
antivirus module, and set the log level. Click OK.
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Log Filtering

Unified Setings
& System Event
& Audit Event
Security Event

=

Firewall Policy
Anti-Flood Aftack
Anti-scanning
Virus protection
Intrusion Protection
Web Protection
Threatintelligence:
Anti-Dos Atack
Anti-ARP Attack
Blacklist

& VPN Event

'Y Condition Filtering

Time

Showing 0 to 0 of 0 entries

Local Logs

Nofification

Syslog Logs

E-mail Alarm

Choose Log > Security log > Anti-attack > Antivirus to display antivirus

logs.

Level

Messa:

©

No data available in table

First Previous
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40 Intrusion Prevention

40.1 Overview

With the rapid development of the Internet, network environments become
increasingly complex and simple protective measures are no longer effective for
handling malicious attacks, Trojan, and worms. An intrusion prevention system
(IPS) provides deep and multi-layered network protection for enterprises.

RAVEN 5000 firewalls' intrusion prevention feature uses event signature to
monitor specific network behaviors and take Permit, Deny, and Deny source IP
address actions to protect the network. The event signature database can be
dynamically upgraded on the Belden website to track the latest network threats
in real time and protect network security.

40.2 Event Set Configuration

40.2.1 Creating an Event Set

Procedure:

1. Choose Policy > Security > Intrusion prevention. The following page
appears.

=T | Userdefined Event || Configure || Backup/Restoration

All Low
Mid_high

Zombie_Worm_Trojan

Web-set Low

ing 110 4 of 4 eniries

The event sets displayed in bold are predefined.

2. Click New to create an event set. The following page appears.
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310

=TT | Userdefined Event || Configure || Backup/Restoration
#* Configure
Name
Description
Protection Rating Low

Each event has the corresponding p g action based on the protection rating

Protection Rafing
h
Medium

Low

[oone | o |

Parameter description:

Name: Name of the new event set.

Description: Description about the event set.
Protection level: Protection level of the event set.

3. Click Submit after you complete the settings.

40.2.2 Modifying an Event Set

rding to the low protection rating

Procedure:

1. Choose Policy > Security > Intrusion prevention. Click L4

event set.

F=TSIr8 | User-defined Event || Configure || Backup/Restoration

Protection

Name Rating

Al Low

Mid_high Low Mid_high event set
Zombie_Worm_Trojan Low Trojan event set
Web-set Low

Showing 110 4 of 4 eniries

[ 4
|

2. Modify Description and Protection level, and click Submit.

IETEIT8 | User-defined Event || Configure | Backup/Restoration
£ Configure
Name Al
Description All event set

Protection Rating

Rating

Each event has the corresponding

Protection Rating De
High
Medium
Low

action based on the protection rating

high protection rating
medium protection rating

the low protection rating

Release

next to an

Search:

Previous - Next
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If you reset the protection level, the action of the event set is
A reset to the default action specified by the corresponding

Notice protection level.

40.2.3 Deleting an Event Set

Procedure:

1. Choose Policy > Security > Intrusion prevention. The following page

=TT | User-defined Event | Configure | Backup/Restoration
m Search
Protection

Name Rating Description

Al Low

Mid_high Low

Zombie Worm_Trojan Low ent set

Web-set Low

asa Low
Showing 1t 5 0f 5 entries Previous Next

2. Click ® next to the event set you want to delete.

F=r e ® | User-defined Event | Configure | Backup/Restoration
:zi Do you confirm to delete Event Set : aaa ?
Warning

3. Click OK, as shown in the following figure.

== | User-defined Event || Configure | Backup/Restoration
= -
Protection
Name Rating Description
Al Low
Mid_high Low Mid_high event set
Zombie_Worm_Trojan Low m_Trojan eventset
Web-set Low Web event set
Showing 1 1o 4 of 4 entries Previous . Next

Predefined event sets and event sets referenced by protection
“Notice __ Policies cannot be deleted.
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40.2.4 Copying an Event Set

Procedure:

1. Choose Policy > Security > Intrusion prevention. Click “ nexttoan

event set.

=TT User-defined Event || Configure | Backup/Resioration

£ Configure
Source Event Set Name All
New Event Set Name

Description

EIET

2. Click Submit after you complete the settings.

40.2.5 Referencing an Event Set in a Protection Policy

Procedure:

1. Choose Policy > Security > Protection policy. The following page
appears.

Source Address Destination Address

# IPv4 v | Inbound.. SourceA.. Destinati. TimeSch.. Service  User Aftack De... Virus Pro... Infrusion ... Web Prot... Threatin... Hit Enable

6 1Pvd 9e0/5 any any always any any htp_tio 0 oLty B &

2. Click New to create a protection policy.

Configure

Address Type P4 v
Inbound Interface/Security Zone any v
Source Address any v
Destination Address any v
Service an v
User any v
Time Schedule always v

Aftack Defense ———Aftack Defense—— v Log

Virus Protection ———\firus Protection—— v Log

Intrusion Prevention All v Log

Web Protection ———\Web Protection— v Log

Threat intelligence ————Threatintelligence— v Log (Enabling this function requires configuring the DNS server)

oo | cme

3. Click Submit after you complete the settings.
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40.3 Event Configuration for Event Sets

40.3.1 Displaying Events

Procedure:

1. Choose Policy > Security > Intrusion prevention. The following page
appears.

=TT | Userdefined Event | Configure || Backup/Restoration

Name
Al

Mid_high
Zombie_Worm_Trojan
Web-set Low

Showing 1 o 4 of 4 entries Previous

2. Click an event setor to display the events in an event set.

=I5 | User-defined Event | Configure | Backup/Restoration

Category Name Enable Attions
Securiy T, v LogLevel| Al ¥ |Log| Al v [~ = . E Total 4314
Name ( Event Set All ) LogLevel Log Enable Actions
» £ Backdoor (1459 Yes Yes
(01 Claccess (445) ves Yes
(2 ColAtack Yes s
3 SuspiciousBehavior (105) Yes Yes
> £3 Vulnerabilties (1300 Yes Yes
> (£ SQLlnjection (100) ves Yes
(2 BuflerOverfiow (345) Yes Yes
1008 (59) Yes Yes
» £ Scanning (76 Yes Yes
£3 Spyware (13) ves Yes
(21 NetworkDeviceAttack (22) Yes Yes
(] DatebaseAttack (43 Yes Yes
> £3 Spoofing (3) Yes Yes
> (£ WeakPassword (1) ves Yes
(2 BruteForce (2) Yes Yes
£1DD.0S(19) Yes Yes
» £3 NetworkCommunication (1 Yes Yes

40.3.2 Adding Events

Procedure:

1. Choose Policy > Security > Intrusion prevention. The following page
appears.

FETTTTN8 | User-defined Event || Configure || Backup/Restoration

Name
All

Mid_high
Zombie_Worm_Trojan
Web-set
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2. Click an event set.

[ Eventset IS

fined Event | Configure | BackupiRestoration

Category Name Enable Actions
P ™ PRI L ... | Tl

Name ( EventSet aaa | Log Level Log Enable Actions Operate

3. Click Add event. The page lists the events that can be added, as shown in
the following figure.

P8 | User-defined Event || Configure | Backup/Restoration

Category Name Enable Actions
Security Ty v Loglovel| Al v[log| Al v| [y Al v m Total 4314
Name ( Event Set: aaa Log Level Log Enable Actons

) £3 Backdoor (1459 Yes Yes

£ COlAccess (445 Yes Yes

» 3 CGlAtack 311) ves Yes

> £3 SuspiciousBehavior (105 ves ves

» (£ Vulnerabilfes (1300) Yes Yes

£ SOLinjection (100) ves ves

» (3 BuflerOverfiow (345 Yes Yes

) EIDOS69) Yes Yes

» (£ Scanning (75 Yes Yes

> 3 Spyware (13) ves Yes

) (£ NetworkDeviceAtiack (22 Yes Yes

) (3 DatebaseAttack (43) ves Yes

) £ Spoofing (3) ves ves

» (£ WeakPassword (1) Yes Yes

) £3 BruteForce (2 ves ves

) D.D.OS (18 Yes Yes

4. Select the events or event categories you want to add.

JETSIT8 | Userdefined Event | Configure || Backup/Restoration

Name ( Event Set aaa } Log Level Log Enable Actions

54 > (] Backdoor (1453) Yes Yes
> (0 CGlAccess (445) Yes Yes
> (O CGlAttack (311) Yes Yes
(23 SuspiciousBehavior (105 Yes Yes

> [ Vulnerabilities (1300) Yes Yes
> (] SQLinjection (100) Yes Yes
> (£ BufferQverflow (345) Yes Yes
(£1D.0S 69 Yes Yes

> (] Scanning (76) Yes Yes
> £ Spyware (13) Yes Yes
» (£ NetworkDeviceAttack (22) Yes Yes
(20 DatebaseAttack (43) Yes Yes

> [ Spoofing (3) Yes Yes
> [ WeakPassword (1) Yes Yes
> £ BruteForce (2) Yes Yes
£1DD.OS(19) Yes Yes

> (] NetworkGommunication (1) Yes Yes

ElE=
5. Click Submit.

After an event is added to an event set and you click Add
“Notice  event, the event is no longer displayed.

40.3.3 Deleting an Event

Procedure:

1. Choose Policy > Security > Intrusion prevention and click an event set.
The following page appears.
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I | Userdefined Event || Configure || Backup/Restoration

Category Name Enable Actions

AT Loglevel Al v|logl Al ¥ | R = w Total 1453 JERRIEN

Name ( Event Set-aaa ) Log Level Log Enable Actions Operate

> (J Backdoor (1459) Yes Yes @ x

2. Click * to delete an event or event category.

40.3.4 Modifying an Event

Procedure:

1. Choose Policy > Security > Intrusion prevention and click an event set.
The following page appears.

P | User-def

d Event || Configure || Backup/Restoration

Category Name

Enable Actions
Log Level Al v Log Al v Total 1450
Security T, v & 4 Al v Al - @ A ceent
Name ( Event Set aaa Log Level Log Enable Actions Cperate
> £ Backdoor (1458) Yes Yes

= x

2. Click ¥ to modify the settings of an event or event category, as shown
in the following figure.

=TT | Userdefined Event || Configure | Backup/Restoration

 Configure
Name
Level Unchanged
Enable
Log
Actions Unchanged

EAES

3. Click Submit.
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After an event category is modified, all the event settings
~ Notice under the category are modified.

40.3.5 Searching for Events

Procedure:
1. Choose Policy > Security > Intrusion prevention and click an event set.
The following page appears.

=TT | User-defined Event || Configure

BackupRestoration
Category Name Enable Actions
= Loglevel Al vilog Al v X E Total 2215 [EENERSEUS

Security Ty v Al All v

Name (Event Set: aaa Log Level Log Enable Actions Operate
a5 s F x
Yes s =z %
es s @ x

2. Enter search criteria on top and click Search, as shown in the following
figure.
=TT | Userdefined Event || Configure || Backup/Restoration
Ci‘:im e e Loglevel Al v Log Al v ET”D‘E . A:“HDHE . | Total 2215 [EENLE=NY
Name ( Event Set aaa Log Level Log Enable Actions Operate
(23 Backdoor (1459 Yes Yes @ x
(CJ CGlAccess (445, Yes Yes @z x
2 CGlAttack (311) S Yes & x

40.4 Custom Event Configuration

40.4.1 Adding a Custom Event

Procedure:

1. Choose Policy > Security > Intrusion prevention > User-defined Event.

The following page appears.

Event Set

Configure || B:

2. Click New.
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EventSet Configure

& Configure

Information

Parameter description:

Name: Name of acustom event.

Feature: Feature-based matching string. For details, see the following Note.

Level: Level of the custom event.

Enable: Check this box to enable the event.

Log: Check this box to enable logging for the feature event.

Action: Action to be taken for the data that hits the event.

Description: Brief description about the event, no more than 127 characters.

3. Click Submit after you complete the settings.

ﬁ The following feature string description methods are supported:

1.

Notice

Web Ul
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Conditions connected by AND, for example,
icmp_type=8&icmp_payload“abcde

OR among multiple values, for example, icmp_type=0,8

Search offset and deep definition, for example,
icmp_payload[10,100]"abcde

Use of multiple operators: equal to (=), greater than (>),
smaller than (<), not equal to (~), including (%), and not
including (!)

Use of the escape character %:

m Two hexadecimal numbers can be escaped into a byte:
icmp_payload®abc%0a%0d.

m Special characters in an escape expression such as %,
[, and ] retain their original meanings, for example,
icmp_payload®abc%%defwxy.

m Some symbols with special meanings cannot be
escaped into their original meanings. For example, the
comma (,), vertical bar (|), and ampersand (&) indicate a
logical relationship of an expression and cannot be
escaped using %. It is recommended that their original
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meanings be expressed using the corresponding
hexadecimal numbers with %.

6. Case-sensitive (default) or case-insensitive, which one to
apply is indicated by parameters, for example:

m icmp_payload”aBcD indicates case-sensitive.

m icmp_payload[,,nocase]*aBcD indicates
case-insensitive.

m icmp_payload[,,case]*aBcD explicitly indicates
case-sensitive.

7. Value-type parameters, defined using escape characters
by default. You can also choose not to use escape
characters by indication in parameters, for example:

m icmp_payload”“abc%0adef
m icmp_payload/s]abc%20def
m icmp_payload=[r]*abc.[c|h]

8. Valid value definition, indicated by protocol variables in
expressions, for example:

m telnet_user®root&telnet passwd

40.4.2 Modifying a Custom Event

Procedure:

1. Choose Policy > Security > Intrusion prevention >User-defined Event.
The following page appears.

2. Click an event name.

Event Set onfigure || Backup/Restoration

£ Configure

EE

3. Modify the parameters and click Submit.
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You cannot create two custom events with the same protocol
Notice and features.

40.4.3 Deleting a Custom Event

Procedure:

1. Choose Policy > Security > Intrusion prevention > Custom event. The
following page appears.

Event Set Configy
.
Nan ab Acti Description Operal
2. Click to clear all custom events.
Event Set Configure Backup/Res!
=2 s
Log
Lev Log Dest 1 te
g 0to ir

A Custom events referenced by event sets cannot be cleared.

Notice

40.4.4 Referencing a Custom Event

Procedure:

1. Choose Policy > Security > Intrusion prevention and click an event set.
The following page appears.

T detined S ol
User-defined Event | Configure || Backup/Restoration

Category Name Enable Actions
- Loglevel| Al v /log Al v |, ; search Total 2215 (LA
Security Ty v Al v Al v
Name (Event Set: aaa ) Log Level Log Enable Actions Cperate
£ Backdoor (1450 ves ves @ x
(1 CGlAcess (445) ves ves # x
» £ COlAttack (311) ves ves # x

2. Click Add event. The page lists the events that can be added.
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ed Event || Configure || Backu

Category Name Enable Actions
Security T, v Loglevel Al v log Al v T i = m Totalz0eg
Name ( Event Set aaa ) Log Level Log Enable Actions
v £ SuspiciousBehavior (105} Yes Yes
v £3 Vulnerabiliies (1300 Yes Yes
v (J SQLinjection (100) Yes Yes
> (3 BuferOverfiow (345) Yes Yes
CID.0S (6 Yes Yes
3 Scanning (76 Yes Yes
£ Spyware (13) Yes Yes
» (1 NetworkDeviceAtiack (22 Yes Yes
(3 DatebaseAtiack (43 Yes Yes
3 Spoofing (3 Yes Yes
(21 WeakPassword (1 Yes Yes
» (£ BruteForce (2 Yes es
£IDDOS (19 Yes Yes
(3 NetworkGommunication (1 Yes Yes

EE

3. Select one or more custom events and click Submit.

IEIT | User-defined Event || Configure || Backup/Restoration

Name Enable Actions
LogLevel Al v log Al v |~ i = Total 3720 [ERCISEIS
Name ( Event Set aaa ) Log Level Log Enable Actions Operate
(3 Backdoor (1459 Yes Yes @ x
(21 COlAccess (445) ves Yes @ %
> (] CGlAttack (311) s Yes @ x
» (23 SuspiciousBenavior (105) s Yes @ %
[ Vuinerabilities (1300) Yes Yes @ x
(23 SQLinjection (100; Yes Yes @ %

40.5 Global Configuration: Source IP Address Block Duration

Procedure:

1. Choose Policy > Security > Intrusion prevention > Configuration. Set
Source IP address block duration. The default value is 5 minutes.

¥ Configure

5 Minute

2. Click Submit.

40.6 Custom Event Configuration Backup and Restoration

Choose Policy > Security > Intrusion prevention > Backup and restoration.

EventSet | User-defined Event || Configure |l

o

ORestore

EyBackup

eenconauatonexor ([

Import Custom event configurations: Select a configuration file to be
imported.

Export Custom event configurations: Export a configuration file.
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40.7 Configuration Example

Description:

VLAN 1 of a firewall connects to an intranet, and VLAN 2 connects to an
external network. When the firewall detects malicious attacks, Trojan, worms,
and other security threats in the accessed external services, it triggers intrusion
prevention to detect the intrusion event type and handles the intrusion event
based on configurations.

Procedure:

1. Choose Object > Address object > Address node, and configure
address objects named Intranet and External network, as shown in the

following figure.

Exclude Description Refer

2. Choose Policy > Security > Protection policy and click New. Set
parameters, as shown in the following figure.

Configure
Address Type IPvd v
Inbound Interface/Security Zone any v
Source Address Intranet v
Destination Addrass Externalnetwork v
Service any v
User any v
Time Schedule always v
Attack Defense | ——— -Aftack Defense— v Log
Virus Protection ——Virus Protection— v Log
Intrusion Prevention Al v | ELog
‘Web Protection =] Web Protection— v Log
Threatintelligence = —— —Threat intelligence— v Log (Enabling this function requires configuring the DNS server)

3. Click Submit.

4. Choose Policy > Security > Protection policy. Check the Enable box, as
shown in the following figure.
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Source Address Destination Address
et e | B3 . |

# IPv4 v Inbound.. SourceA.. Destinati.. TimeSch.. Service  User Attack De... Virus Pro.... Intrusion .. Web Prot... Threatin... Hit Enable
6 IPvd ge0ss  any any always any any ntip_tfp 0

1Pud any Intranet  Externalnet always any any Al 0

40.8 Monitoring

40.8.1 Displaying Intrusion Prevention Logs

1. Choose Log > Log management > Log filter. Select logs related to the
intrusion prevention module, and set the log level. Click OK.

Log Filtering
LocalLogs Syslog Logs E-mail Alarm
Unified Settings
@ System Event
# Audit Event
= Security Event
Firewall Policy
Anti-Flood Attack
Anti-scanning
Virus protection
Intrusian Protection v Notifcation v
Web Protection
Threat intelligence
Ant-Dos Attack
ANt-ARP Atack
Blackiist
% VPN Event

E3
2. Choose Log > Security log > Intrusion prevention to display related logs.

Time Level Type Message

No data available in table
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41 Web Protection

41.1 Overview

Web protection policies defend against XSS attacks and SQL injection attacks.
XSS is a computer vulnerability often seen in web applications. It allows
malicious web users to implant code including HTML code and client scripts into
pages provided to other users. SQL injection attack is a database attack
technique commonly used by hackers by taking advantage of the fact that a
large portion of code does not perform validity check on user-input data. An
attacker can submit database query code to retrieve desired data based on the
program-returned results.

The web protection module defends against XSS attacks and SQL injection
attacks based on a feature database. It adopts mode-based matching to check
HT TP-submitted information and feature-based matching to detect attacks that
match the XSS and SQL features. Once such an attack is detected, the module
submits a log and denies or permits the connection based on the predefined
action.

41.2 Configuration

41.2.1 Configuring Basic Policy Elements

The basic elements of a web protection policy are the policy name, anti-SQL
injection attack switch, and anti-XSS attack switch. The Permit and Deny
actions are supported for handling detected attacks.

Procedure:
1.  Choose Policy > Security > Web protection and click New.

% Configure

(]
@

Actions Block

Actions Block
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Parameter description:

Name: Name of the new policy.

SQL injection: Check this box to enable anti-SQL injection attack.
Action: The options are Permit and Deny.

XSS attack: Check this box to enable anti-XSS attack.

Action: The options are Permit and Deny.

2. Click Submit after you complete the settings.

\ A web protection policy is uniquely identified by a name.
Anti-SQL injection attack and anti-XSS attack take effect only

Note after being enabled.

o

41.2.2 Modifying a Web Protection Policy

Procedure:

1.  Choose Policy > Security > Web protection and click a policy name.

Name SQL Injection

ing 110 2 0f 2 entries

2. Modify the information about the web protection policy and click Submit.

\ Web protection provides a default template with anti-SQL
“Note injection attack and anti-XSS attack enabled.

41.2.3 Deleting a Web Protection Policy

Procedure:

1. Choose Policy > Security > Web protection policy. The following page
appears.

Name SQLInjection  Actions XSS Attack

o
(<]

2. Click * next to the web protection policy you want to delete.
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42 Anti-DoS

42.1 Overview

Anti-DoS is designed to enable a firewall to block external attacks while
ensuring normal communication between internal and external networks. Both
devices and intranets are protected. An alert is sent to users when an attack is
detected.

Common DoS attacks include ping of death, teardrop attack, Jolt2 attack, SYN
fragment, Land-Base, WinNuke, and Smurf.

Scan is a type of network attack. Before mounting a scan attack, the attacker
attempts to determine the TCP/UDP ports enabled on the target. A port is
usually enabled for an application to run.

Common scan attacks include:
» Avertical scan is targeted at multiple ports of the same host.
»  Ahorizontal scan is targeted at the same port of multiple hosts.

»  An ICMP (ping) sweep is aimed to discover active hosts within an address
range by sending ping packets.

RAVEN 5000 firewalls effectively prevent the preceding scan events to block
external attacks and protect devices and intranets. An alert is sent to users
when an attack is detected.

42.2 Configuration

Web Ul

Procedure:
1. Choose Policy > Security > Anti-DoS > Configuration.

Configure

Jolt2 Land-Base

PING of death Synflag
Anti-DoS Attack

Tear drop Winnuke

Smurf
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Anti-DoS

Jolt2: A Jolt2 attack sends packets with the packet length plus packet offset
exceeding 65535 to the target host, making the host crash due to abnormal
processing.

Afirewall configured with anti-Jolt2 attack can detect Jolt2 attacks, drop attack
packets, and output alarms and logs.

Land-Base: A Land-Base attack sends packets with the source address the
same as the destination address to the target host, making the host crash after
consuming many system resources.

Afirewall configured with anti-Land-Base attack can detect Land-Base attacks,
drop attack packets, and output alarms and logs.

PING of death: A ping of death attack sends ICMP packets longer than 65535
to the target host, making the host crash due to abnormal processing.

A firewall configured with anti-ping of death attack can detect ping of death
attacks, drop attack packets, and output alarms and logs.

Syn flag: An SYN flag attack sends incorrect TCP-identified combined packets
to the target host to waste host resources.

Afirewall configured with anti-SYN flag attack can detect SYN flag attacks, drop
attack packets, and output alarms and logs.

Tear drop: Ateardrop attack sends fragmented packets with packet offset
overlap to the target host, making the host crash due to abnormal processing.

A firewall configured with anti-teardrop attack can detect teardrop attacks and
output alarms and logs. Because normal packets may also have packet offset
overlap, RAVEN5000 firewalls do not drop the packets, but tailor and reassemble
the packets before sending them.

Winnuke: A WinNuke attack sends outband packets with the TCP emergency
flag bit URG set to 1 to ports 139, 138, 137, and 113 of the target host, making
the host crash due to abnormal processing.

Afirewall configured with anti-WinNuke attack can detect WinNuke attack
packets, convert the packet's TCP emergency flag bit to 0 before forwarding the
packet, and output alarms and logs.

Smurf: A Smurf attack combines with IP address spoofing and ICMP response
to flood the target system with many network transmissions, causing the system
to deny normal services. A Smurf attack floods the victim host with ICMP
request (ping) packets with the response address changed to the victim
network's broadcast address, causing all the hosts in the network to respond to
the ICMP request packets, resulting in network congestion.

2. Click Submit after you complete the settings.

Web Ul
Release 1.0 10/2020



42.3 Configuration Example

42.3.1 Configuring Anti-DoS

Description:

When a network has many attack packets, you can capture packets or check
flow information to determine whether an attack occurs. Attack packets occupy
many resources, affecting the performance of the protected hosts and devices.
In this case, capture packets or check flow information to identify the attack
and enable anti-attack to protect intranets and devices. Configure the firewall
to trigger anti-Land-Base attack, drop attack packets, and output alarms and
logs when receiving a packet with the source address the same as the
destination address.

Procedure:

1. Choose Policy > Security > Anti-DoS > Configuration. Complete
the settings on the displayed page, as shown in the following figure.

Configure

«| Jolt2 #| Land-Base

#| PING of death ¥ Synflag
Anti-DoS Aftack

«| Tear drop | Winnuke

# Smurf

Click OK.

3. Choose Log > Log management > Log filter. Select logs related to
the anti-DoS module, and set the log level. Click OK.
Log Filtering
Local Logs Syslog Logs E-mail Alarm
Unified Settings
# System Event
# Audit Event
=l Security Event
Firewall Policy
Anti-Flood Attack
Anti-scanning
Virus protection
Intrusion Protection
Web Protection

Threatintelligence

E
4. Choose Log > Security log > Anti-attack > Anti-DoS to display
related logs.
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No data available in table

42.4 Monitoring and Maintenance

42.4.1 Displaying Anti-attack Logs

1. Choose Log > Log management > Log filter. Select logs related to the
anti-DoS module, and set the log level. Click OK.

Log Filtering

Local Logs Sysiog Logs E-mail Alarm
Unified Setlings
% System Event
% Audit Event
Bl Security Event
Firewall Policy
Anti-Flood Attack
Anti-scanning
Virus protaction
Intrusion Protection
Web Protection
Threat intelligence
Anti-Dos Aftack [ Notification ¥
Anti-ARP Attack
Blacklist
% VPN Event

E
2. Choose Log > Security log > Anti-attack > Anti-DoS to display related

logs.
Y Condition Filtering
Tim i Type Messa
No data available in table
Showing 0 to D of 0 entries F Py
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42.5 Troubleshooting

42.5.1 Anti-SYN Flood Fails

Sympto = The anti-SYN flood feature fails, and SYN flood packets traverse
m the firewall.

Analysis  Check whether the anti-SYN flood service is disabled or the attack
threshold is set to a large value.

Solution 1. Check whether the TCP half-open connections count is
displayed. If - is displayed, the IP inspect module is disabled.
2. Check whether the anti-SYN flood service is enabled. If not,
enable it.
3. Check whether the attack threshold is set to a large value. If
yes, reduce the value.

42.5.2 No Alarms Are Generated and No Packets Denied After
Anti-scan Is Configured

Symptom  The firewall does not generate an alarm nor denies packets after a
scan attack is identified by means of packet capture or flow
collection.

Analysis  The possible causes are as follows:

1. The scan identification threshold is set to a large value, and
the scan count has not reached the threshold.

2. The TCP half-open connections limit is configured for
anti-scan, anti-SYN flood, and session management, which
have overlapping functions. The anti-scan feature may not
take effect after the other features are triggered.

Solution ~ Check the configurations, and reduce the threshold value if
necessary.
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43 Anti-ARP Attack

43.1 Overview

Communication in a LAN requires IP-to-MAC address conversion over ARP.
ARP is essential for network security. However, ARP has many potential risks
because its design does not fully consider security issues. ARP attacks are
common in network environments.

By forging IP and MAC addresses, ARP spoofing generates a large volume of
ARP communication to cause network congestion. An attacker can keep
sending forged ARP response packets to modify the target host's ARP cache,
causing network interruption or man-in-the-middle attacks.

ARP attacks result in abnormal Internet access, ARP packet explosion,
abnormal or incorrect MAC addresses, mapping of one MAC address to
multiple IP addresses, and IP address conflict. ARP attacks are easy to
implement with low technical barrier, and occur frequently in networks. Effective
anti-ARP attack is necessary for ensuring smooth network conditions.

RAVEN 5000 firewalls provide the anti-ARP attack feature to effectively identify
ARP spoofing and ARP floods and generate alarms on suspicious attack
behaviors. Anti-ARP attack can be combined with IP-MAC address binding,
active packet-sending protection, and ARP learning off features to prevent the
damage of ARP attacks.

43.2 Configuration

43.2.1 Default Configurations

By default, the anti-ARP attack feature is disabled. The following table lists the
default configurations of anti-ARP attack.
Table 43-1 Default configurations of anti-ARP attack

Default
Parameter Remarks
Value
Enable/Disable anti-ARP attack Disabled The default value
can be changed.
Enable/Disable active protection Disabled The default value
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Default
Parameter Remarks
Value

can be changed.

Active protection interval 1s The default value
can be changed.
Active protection list Empty Lists can be added.
Enable/Disable ARP learning Enabled The default value
can be changed.
Enable/Disable status ARP flood Disabled The default value
prevention can be changed.
ARP attack identification threshold 300 The default value
can be changed.
ARP attacking host suppression 60s The default value
duration can be changed.

43.2.2 Basic Configurations

Anti-ARP attack configuration includes anti-ARP spoofing configuration and anti-
ARRP flood configuration.

Procedure:

1. Choose Policy > Security > Anti-ARP attack > Configuration.
IR ARPTable | IP-MAC Binding || Active Protection List
Anti-ARP Spoofing
Enable (Itis recommended to bind IF and MAC to achieve better protection before using the anti-ARF attack function)
Active Protection
Time Interval (1-10)Seconds
Disable ARP Learning
Anti-ARP Flood

Enable

ARF Attack Identification

Threshold (10-10000)Packetis

Attack Host Suppression

Duration

{10-65535)Seconds

Parameter description:

Anti-ARP spoofing: Check the Enable box to trigger an alarm for detected
ARP spoofing.

Active protection: Check this box to enable periodic sending of free ARP
packet in the active protection list.

Interval: Interval of sending ARP packets in the active protection list. The
default value is 1s.
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Disable ARP learning: By default, ARP learning is enabled. After it is disabled,
packets that do not match the bound IP-MAC address binding table are
dropped.

Anti-ARP flood: Check the Enable box to enable anti-ARP flood.

ARP attack identification threshold: APR packets received per second. The
default value is 300.

Attacking host suppression duration: Duration for which packets from a
malicious host are blocked after an attack is detected. The default value is 60s.

2. Click Submit after you complete the settings.

After ARP leaming is disabled, packets that do not match the
A specified IP-MAC address binding table are dropped. Therefore, itis
Notice  strongly recommended that you create an IP-MAC address binding
table before disabling ARP learning.

\ Active protection and ARP learning can be configured only after
anti-ARP spoofing is enabled.
~Note
The active packet sending interval can be set only after active
protection is enabled.
The ARP attack identification threshold and attacking host

suppression duration can be set only after anti-ARP flood is enabled.

Configure ARP Table

332

New Active Protection

43.2.3 Configuring an Active Protection List

After you configure an active protection list and enable active protection, the
free ARP packets in the list will be sent in broadcast mode.

Procedure:

1. Choose Policy > Security > Anti-ARP attack > Active protection and click
New.

IP-MAC Binding |

Interface ge0/0 v

Interface Protection

Protection List

IP Address

MAC Address

EES
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Parameter description:
Interface: Interface that sends ARP packets.

Interface protection: Check this box to add interface addresses to the active
protection list.

IP address & MAC address: IP address and MAC address that broadcast ARP
packets.

2. Click Submit after you complete the settings.

Configure | ARP Table || IP-MAC Binding | d

- -
Interface IP Address MAC Address Interface Protection
Bl gedln Ho &
1.11.11 11-11-11-11-11-11
22222222 2222-22-22:22-22

Click an interface name to modify it.

Configure | ARP Table | IP-MAC Binding R Rr o i d
Edit Active Protection
Interface

Interface Protection

22222222:22-22-22-22-22-22
IP Address

MAC Address

Protection List

The Interface parameter cannot be modified. For details about other
parameters, see the creation procedure.

Delete an active protection list as follows:

Click @ next to an interface to delete its active protection list settings.

Configure || ARP Table || IP-MAC Binding |IEIRr T Td

o [
Interface IP Address MAC Address Interface Protection

g0 Mo &

43.2.4 Configuring IP-MAC Address Binding

Procedure:

1. Choose Policy > Security > Anti-ARP attack > IP-M AC address binding.
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Configure || ARP Table |ENTEXSRETTM| Active Protection List

Total 0 m

Name IP Address MAC Address Uniqueness Che

Click New.

Configure || ARP Table Active Protection List

Configure

Name

IP Address
MAC Address

Unigueness Check

oo | o

Parameter description:

Name: Name of an IP-MAC address binding entry.
IP address: Bound IP address.

MAC address: Bound MAC address.

Uniqueness check: Check this box to bind a MAC address to only one IP
address.

2. Click Submit after you complete the settings.

43.2.5 ARP Table

Choose Policy > Security > Anti-ARP attack > ARP table.

Enter an IP address, a MAC address, and an interface, and click Search.

configure |PETRERTH | IP-MAC Binding | Active Protection List

3 MAC Interface | any v m Total 8
P Address MAC Address Interface Binding Status
192.168.10.62 00-0c-28-7-65-cc geni %] @&
192.168.10.220 78-03-b5-a0-02-a0 geon %] @&
192.168.10.1 00-10-3-26-02-40 9800 %] B &
23312 00-10-3-40-98-¢2 genn2 %] [£:0:7]
192.165.10.42 00-0c-28-73-63-36 geod %] @&
192.168.1.1 00-00-00-00-00-00 ge00 [x] @&
192.16810.18 00-Dc-28-50-26-33 0800 %] B &
192.168.10230 fa-16-3e-48-10-04 oe00 %] @&

Perform IP-MAC address binding in an ARP table as follows:
Choose Policy > Security > ARP table.
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Configure |[ESTRETN | IP-MAC Binding || Active Protection List

P MAC Interface any v m Total 8

IP Address MAC Address Interface Binding Status
102.168.10.62 00-0¢-20-7-65-cc geliD 'x] &
192.168.10.220 78-63-b5-ad-e2-ab 9200 Ix] £
102.168.10.1 00-10-3-26-Da-40 gelin [X) &
33312 00-10-13-40-98-2 ge0i2 [x] (e
192.166.10.42 00-0¢-29-79-b3-86 ge0 %] @&
192.168.1.1 00-00-00-00-00-00 ge0i [x) @&
192.168.10.19 00-0¢-29-00-66-33 2200 © [E.3]
192.168.10.230 fa-16-3e-45-10-04 Q=00 & B &

Click @ to bind an IP address and a MAC address leamed by the firewall.

Configure P Table IP-MAC Binding || Active Protection List

5
=)

Configure
MName
IP Address | 192.168.10.62
MAC Address | 00-0c-28467-65-cc

Unigueness Check [ )

After successful binding, a is displayed on the ARP table tab.

Configure |[FGGERETN | IP-MAC Binding || Active Protection List

P WAG Interiace | any . Total 8

P Address MAG Address Inferface Binding Status

102.168.10.62 00-0c-26-7-65-5c ge0D [ g
192.168.10.220 78-83-D5-39-62-aD geom [x} £
192.168.10.1 00-10-3-28-02-40 ge0m [} £
33312 00-10-3-40-88-c2 ge0r2 %] &
102.168.10.42 00-0¢-20-70-03-86 ge0 [} £
192.168.1.1 00-00-00-00-00-00 ge0D (X} (E: ]
192.168.10.18 00-0c-26-b0-86-33 ge0n o #&
192.168.10.230 fa-16-3e-46-0-04 ge0m o @&

ARP detection: Click Detection in the upper-right comer to detect ARP
attacks by interface or IP address.

configure |[FNTERETEN | IP-MAC Binding || Active Protection List

P MAC Interface | any v

P Address MAC Address Interface Binding Status
102.168.10.62 00-0c-20-7-65-cc ge0m ) [ER:T)
192.168.10.220 78-03-b5-38-e2-ab 9e00 %) &
102.168.10.1 00-10-13-28-0a-40 ge0in Ix] B &
33312 00-10-73-40-08-c2 ge0n2 %] [ER:T)
102.168.10.42 00-0c-29-79-03-86 0800 ] @&
192.168.1.1 00-00-00-00-00-00 9e00 %] &
102.168.10.19 00-0c-20-b0-e6-33 ge0in Ix] B &
192.168.10.230 fa-16-3e-48-0-04 080/ (%] [ER:T)
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i Active Protection List
Configure
By Interface &
gel/0 gel2 gelf3

By IP Addrass

After you select an interface, the system detects ARP attacks on all the devices
connected to the interface.

After you select an IP address, the system detects ARP attacks from the
address.

43.3 Configuration Example

43.3.1 Configuring Anti-ARP Spoofing and Anti-ARP Flood

Description:

Configure anti-ARP spoofing and anti-ARP flood to detect ARP attacks in the
network.

Procedure:

1. Bind IP and MAC addresses. You can bind the IP and MAC addresses
learned by the firewall in an ARP table. For offline hosts, you can add
IP-MAC address pairs manually.

Configure || ARP Table |[ITEVINCETI M Active Protection List

o -]
Name

IP Address MAC Address Uniqueness Che
ip-mac 102.168.10.62 00-Dc-20-7-65-cc (%] ]

2. Configure an active protection list to protect important internal host
resources. ARP spoofing can be prevented by actively sending the ARP

information of important hosts. For example, you can add an internal mail
server address.
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Configure = ARP Table | IP-MAC Binding | . P ction List |

o -
Interface IP Address MAC Address Interface Protection

H ge0/ Yes (&

192.168.10.62 00-0C-29-F7-65-CC

Click Submit.

3. On the Configuration tab, enable anti-ARP spoofing, active protection,
and anti-ARP flood.

el | ARP Table || IP-MAC Binding || Active Protection List
Anti-ARP Spoofing
Enable @ (Itis recommended to bind IP and MAC to achieve better protection before using the anti-ARP attack function)
Active Protection (¥
Time Interval 1 (1-10)Seconds
Disable ARP Learning
Anti-ARP Flood

Enable

ARP Attack ldentification

Threshold 300 (10-10000)Facket’s

Attack Host Suppression | 55 (10-65535)Seconds

Duration
E=E

Click Submit.
4. Check whether logs display ARP flood packets.

5. Choose Log > Security log > Anti-attack > Anti-ARP attack to display
ARP flood logs.Choose Log > Security log > Anti-attack > Anti-ARP
attack to display ARP spoofing logs.

43.4 Troubleshooting

43.41 PCs Cannot Access the Internet

Symptom Internet access fails after anti-ARP spoofing is configured.

Analysis PCs are not added to the IP-MAC address binding table after ARP
learning is disabled.

Solution Add PCs to the IP-MAC address binding table.
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44 Blacklist- based Protection

44.1 Overview

When discovering suspicious traffic, you can configure blacklists on RAVEN 5000
firewalls for protection purposes. When the traffic passing a firewall meets the
filter criteria of a blacklist, the traffic is blocked at the specified time.

Set the source IP address and effective period when creating a blacklist.
Packets sent from the source IP address during the effective period are not
delivered and are dropped. You can configure and back up many blacklisted IP
addresses by importing and exporting blacklist configurations.

You can click Block at the end of the Statistics row on the Session statistics
page to go to the Create blacklist page and add a suspicious session to a
blacklist. You can block traffic temporarily based on real-time traffic statistics.

44.2 Configuration

338

44.2.1 Configuring a Blacklist

Procedure:

1. Choose Policy > Security > Blacklist. The following page appears.
=1 E3 a

Source IP address: Source IP address in a blacklist.
Effe ctive period: Effective period of the blacklist, in minutes.

Remaining block duration: Remaining effective time of the blacklist, in
seconds.

How to add: How the blacklist is added. Add manually indicates that the
blacklist is added manually on the blacklist configuration page. Add by
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real-time block indicates that the blacklist is added by clicking Block on the
Session statistics page.

2. Click New to create a blacklist. The following page appears.

Blacklist
Type @ IPv4 O PV
Source IP Address

Walidation Time | & (0-9999) Minute [Naote: 0 indicates that it will always be valid!]
=
Parameter description:
Type: A blacklist may be of the IPv4 or IPv6 type.

Source IP address: Source IP address in a blacklist.

Effe ctive period: Effective period of the blacklist. The value ranges from 0 to
9999, in minutes. The default value is 5 minutes. If you set it to 0, the blacklist is
permanently effective.

3. Click Submit after you complete the settings.

\ The source IP address must match the blacklist type.

The source IP address cannot be a subnet address, a broadcast
—Note

address, or an address containing only Os.

44.2.2 Modifying a Blacklist

Procedure:

1. Choose Policy > Security > Blacklist and click a blacklist ID.

2. Modify the information about the blacklist and click Submit.
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Blacklist
Type IPv4 IPvG
Source IP Address

Validation Time 5 (0-9999) Minute [Note: 0 indicates that it will always be valid! ]

A Type and Source IP address cannot be modified.

Notice

44.2.3 Deleting a Blacklist

Procedure:
1.  Choose Policy > Security > Blacklist. The following page appears.
=3 3 2

2. Click ® to delete a blacklist, or click ' 'to delete all blacklists.

44.3 Querying Blacklist Configurations

Choose Policy > Security > Blacklist. The following page appears.
[ iroor | £oor ] e |

Source IP Address jalidation Time (Minute

Enter an IP address and click 3.
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44.4 Importing and Exporting Blacklist Configurations

Choose Policy > Security > Blacklist. The following page appears.

EEAE

Source IP Address

44.4.1 Importing a Blacklist

Click Import to import the text file that contains blacklist configurations. The
system reads and delivers the configurations.

Click Select to select a blacklist configuration file, as shown in the following
figure.

£ Import Blackiist Gonfiguration

The file size imported at a time cannot exceed 20,480 KB. The required import
format is as follows:

> IPv4 type:
blacklist-ip x.x.x.x timeout x configtime x-x-xx:x:x

x.x.x.x: IPv4 address
x: Effective period, in minutes
x-x-xx:x:x. Start time, in the format of year-month-day hours:minutes:seconds

> IPv6 type
blacklist-ipv6 x:x::x:x timeout x configtime x-x-xx:x:x

x:x:x:x: IPv6 address
x: Effective period, in minutes

x-x-xx:x:x. Effective time, in the format of year-month-day
hours:minutes:seconds

44.4.2 Exporting a Blacklist

Click Export to export blacklist configurations to a text file.
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See the following figure.

Export Blacklist Configuration

Type @ Export All Blacklist Configuration E=xport Permanent Blacklist Canfiguration
s

Parameter description:

Type: The options are Export all blacklist configurations and Export
permanently effe ctive blacklist configurations.

44.5 Configuration Examples

44.5.1 Example 1: Creating a Blacklist

Procedure:

1. Choose Policy > Security > Blacklist. Configure a blacklist with source IP
address 20.0.0.3, as shown in the following figure.

Blacklist
Type @ IPv4 IPvE
Source IP Address | 20.0.0.3

Validation Time 5§ (0-9999) Minute [Note: 0 indicates that it will always be valid!]

) e

2. Click Submit.

44.5.2 Example 2: Creating a Temporary Block Blacklist

Procedure:

1. Choose Monitor > Session > Session statistics. Set search criteria and
click Search to search active sessions, as shown in the following figure.

Statistics Value Total Number of Connections

192.166.10.220 1 (AR

192.168.10.1 1 (AR

£0.80.30.100 1 (AR

33311 1 (AR

33312 1 (AR

172.46.1.108 1 e

c 92.166.10.238 1 %

8 Source IPv4 Statistics 172.16.1.186 1 (AR
Source IPv4 Statistics 172.46.1.208 1 e

2. Click R next to a session you want to block temporarily. The blacklist

configuration page appears, as shown in the following figure.
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Blacklist

Type IPvd IPvE
Source IP Address

Validation Time 5

(0-9989) Minute [Note: 0 indicates that it will always be valid!]
BE=

3. Set Effective period and click Submit. Choose Policy > Security >

Blacklist to display the temporary block blacklist, as shown in the following
figure.

Validation Time (Minute)

Showing 110 3 0f 3 entries

A firewall supports a maximum of 30,000 blacklists, including
“Notice . IPv4 and IPv6 blacklists.
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45 Application Control Policy

45.1 Overview

Application control policies are an extension of security policies and constitute a
core module of a firewall. Apart from analysis and control of IP addresses and
ports, the module performs protocol analysis and feature identification on
packet data to identify the applications to which traffic belongs and filter and
audit the traffic of specific applications. For example, the module can control the
traffic of P2P download and online video.

Application parameter configuration is at the core of the application control
module, and includes the following elements:

» Application: Application to be audited. For details, see the "Application
Object" section. Currently, RAVEN 5000 firewalls identify more than 1000
applications, many of which are in wide use.

» Application behavior: Auditable action supported by the application, such
as login, logout, and file download.

»  Application behavior parameter: Auditable parameter supported by the
specified application behavior, such as the login user name and
downloaded file name.

Traffic data is matched with application control policies based on the preceding
parameters. Once a policy is hit, the corresponding action Permit or Deny is
taken. You can configure whether to log the process.

45.2 Configuration

344

45.2.1 Configuring Basic Policy Elements

The basic elements of an application control policy are the match criteria and
action. The match criteria include the address object, application object,
application behavior, behavior parameter, keyword matching, and policy
effective period. The address object, time range object, and keyword object
must be configured using a predefined template. The policy actions are Permit
and Deny.

Procedure:
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1. Choose Policy > Application control > Application control policy and
click New.

© Configure

Parameter description:
Enable: Check this box to enable the application control policy.

Source address: Source address object or source address object group.
Currently, only the IPv4 address format is supported.

User: User or user group.

Application: Applications are classified into custom applications, predefined
application groups, and individual predefined applications. The option any
indicates all applications. The drop-down list supports fuzzy search.

Application behavior: Action that can be identified by the application feature
database, such as login, logout, and file download. The option any indicates all
application behaviors.

Time: Policy effective time. You can reference an existing time object. The
option always indicates all time points.

Content matching: Check this box to apply the matched content list.

Behavior parameter: Auditable parameter supported by the configured
application behavior, such as the login user name and downloaded file name.
The option any indicates all the parameters of the application behavior.

Keyword: Reference an existing keyword template. A hit is found when the
content retrieved based on the behavior parameter contains the specified
keyword (case-sensitive). The option any indicates matching any content.

Match type: The options are Include and Not include.

Matched content list: The behavior parameter, keyword, and match type form
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a group. A maximum of 10 groups can be configured. A hit is found only when all
the groups are satisfied.

Action: Action to be taken for data flows that meet the match conditions.

Log: To enable logging, check this box and enable logging in the log module.

3. Click Submit after you complete the settings.

\ An ID is automatically generated to uniquely identify the new

application control policy. A hit is found only when all the
combinations in the matched content list are satisfied.

Note

45.2.2 Configuring Keywords

You can reference a keyword template in the Keyword drop-down list of the
application control template, or create one in the keyword module.

Procedure:

1. Choose Policy > Application control > Keyword. The following page

appears.
£ Configure
aK List
EET

Parameter description:

Name: Name of a keyword template.

Description: Keyword description.

Keyword: Keyword used for matching, case-sensitive.

Keyword list: You can enter a maximum of 128 keywords. A hit is found when
one keyword is satisfied.

2. Click Submit after you complete the settings.

Name Description Refer Cperate
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45.2.3 Enabling an Application Control Policy

After you configure an application control policy, enable it to make it effective.
Procedure:

1. Choose Policy > Application control > Application control policy. The
page shown in the following appears.

2. Check the Enable box next to an application control policy to enable it.

15.2.4 Modifvi Application C | Poli

Procedure:

3. Choose Policy > Application control > Application control policy and
click a policy ID.

4. Modify the information about the application control policy and click

Submit.
EXIEETR
After an application control policy is modified, its hit count is
“Note cleared.
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A Application and Application be havior cannot be modified.

Notice

45.2.5 Deleting an Application Control Policy

Procedure:

1. Choose Policy > Application control > Application control policy. The
page shown in the following appears.

2. Click * next to the application control policy you want to delete.

45.2.6 Adjusting the Order of Application Control Policies

You can change the match priorities of application control policies by adjusting
their order. Policies are matched from top down as listed on page.

Procedure:

1. Choose Policy > Application control > Application control policy. The
page shown in the following appears.
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2. Click +next to the policy you want to move.

& Configure

Policy ID: ID of the policy to be moved.

Move to: ID of the reference policy.

Before: Move the policy before the reference policy.
After: Move the policy after the reference policy.

3. Click Submit.

Policies are matched from top down as listed on page. Once a
“Notice  Policy is hit, the remaining ones are not matched.

45.2.7 Querying Application Control Policies

Procedure:

1. Choose Policy > Application control > Application control policy. The
page shown in the following appears.

¥
2. Enter afilter criterion in the Filter text box in the upper-right corner.
You can filter policies based on the configurations on the page.
The following figure shows filtering HT TP applications.
=] o
The following figure shows filtering by policy ID.
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ltered from 3 total entries

45.3 Configuration Examples

45.3.1 Example 1: Blocking Login by Users Whose QQ
Numbers Contain 123456

Description:

A PC accesses external services through a firewall. Configure an application
control policy to block login by users whose QQ numbers contain 123456.

Network diagram:

PC FW Server

Procedure:

1. Choose Policy > Application control > Keyword. Complete the settings
on the following page.

EET

2. Choose Policy > Application control > Application control policy.
Complete the settings on the following page.
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[ swm | cance |
3. Click Submit. The following page appears.

0 + %
o + %

+ %

0D®E6

wing 1 to 4 of 4 entries

4. The configuration is complete.

5. Verify that the login by a user whose QQ number contains 123456 from the
PC is blocked.

45.3.2 Example 2: Rejecting All Emails

Description:

A PC accesses external services through a firewall. Configure an application
control policy to reject all emails.

Network diagram:

PC FW Server
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Procedure:
1.  Choose Policy > Application control > Application control policy.
Complete the settings on the following page.

,
[ own | coven |
2. Click Submit. The following page appears.

- x

[cz e

Reject 7 0 + %

3. The configuration is complete.

4. Verify that the inbox contains no emails in the PC.

45.4 Troubleshooting

45.4.1 No Policy Is Hit

Symptom A policy is correctly configured but has no hits.
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Analysis

Traffic applications are complex and mixed, and a user access
may have multiple features. Features may change during traffic
transmission. For example, an HT TP access is initially identified
as HTTP. After a page is opened and the application engine
identifies the Sina application, the traffic application flag is
changed. As a result, the HT TP application control policy is not
hit. Due to such complexity and change, an application control
policy may have zero hit count. The causes are:
>  Policy order. Policies are matched from top down as listed
on page. When configuring policies, place exact policies on
top. For example, Sina is more exact than HT TP-web page
browsing.

Y

Simplify keywords connected by AND.
»  Encrypted traffic cannot be audited. Many websites switch
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to HTTPS access, for example, Taobao and Tmall. Traffic
must be identified based on certificates.

Firewall policies conflict. When a firewall policy conflicts
with an application control policy and both policies specify
the Deny action, the application control policy is not hit.
Traffic is blocked when the Deny action is specified by
either policy.

Traffic is identified as a custom application, which is of the
highest priority.

The keyword-matched data exceeds the audit length of the
application engine. By default, the application engine can
audit up to 20 data packets to ensure performance. Do not
enabile full traffic identification if possible.

Application features have been updated. Upgrade to the
latest application feature database version.

Solution The following suggestions are proposed:

>
>

Upgrade to the latest feature database version.

Configure a coarse-grained policy and check whether it is
hit. Verify that the application engine takes effect.

Adjust the policy order properly.

For encrypted access, search for applications with
passports, which are certificate features. For example,
Taobao uses the Alibaba passport, and NetEase uses the
NetEase passport.

Check for highly coarse-grained custom applications and
delete them if any.

Check that the problem can be reproduced stably after the
range is narrowed down. Collect environment information
and operation procedures and send them to the after-sales
personnel.
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46 web Control Policy

46.1 Overview

The web access control and audit feature controls users' behavior of publishing
information on a specific website or publishing information that contains a
specific keyword, and logs the publishing behavior. For example, users are
prevented from publishing content with the keyword "violence" on forums, and
any such publishing behaviors are logged. Network administrators can
formulate proper rules on information transfer to the web based on different
users, time points, and publishing behaviors. The system will handle the
network traffic that hits a rule based on configurations.

46.2 Configuration

46.2.1 Configuring Basic Policy Elements

The basic elements of a web control policy are the match criteria and action.
The match criteria include the source address, inbound interface, user, URL
category, file type, behavior parameter, keyword matching, and policy effective
period. The address object, time range object, and keyword object must be
predefined. The policy actions are Permit and Deny.

Procedure:

1. Choose Policy > Application control > Web control policy and click
New.

Parameter description:

Enable: Check this box to enable the web control policy.
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Source address: Source address object or source address object group.
Currently, only the IPv4 address format is supported.

User: User or user group.

2. Choose Policy > Application control > Web control policy > Control
rule list and click New.

Parameter description:
Enable: Check this box to enable the rule.

URL category: URL categories are classified into the predefined URL category,
custom URL category, and predefined URL category group. The option any
indicates all URL categories. The drop-down list supports fuzzy search.

File type: Reference an existing keyword template. A hit is found when the
content retrieved based on the behavior parameter contains the specified
keyword (case-sensitive). The option any indicates matching any content.

Time: Policy effective time. You can reference an existing time object. The
option always indicates all time points.

Content matching: Check this box to apply the matched content list.

Web page keyword: Reference an existing keyword template. A hit is found
when the content retrieved based on the behavior parameter contains the
specified keyword (case-sensitive). The option any indicates matching any
content.

Match type: The options are Include and Not include.

Matched content list: The behavior parameter, keyword, and match type form
a group. Amaximum of 10 groups can be configured. A hit is found only when all
the groups are satisfied.

Action: Action to be taken for data flows that meet the match conditions. The
options are Permit and Deny.
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Log: To enable logging, check this box and enable logging in the log module.

3. Click Submit after you complete the settings.

\ An ID is automatically generated to uniquely identify the new

web control policy. A hit is found only when all the

Note combinations in the matched content list are satisfied.

46.2.2 Configuring Keywords

You can reference a keyword template in the Keyword drop-down list of the
application control template, or create one in the keyword module.

Procedure:

1. Choose Policy > Application control > Keyword. The following page

appears.
£ Configure
Descripti

Parameter description:

Name: Name of a keyword template.

Description: Keyword description.

Keyword: Keyword used for matching, case-sensitive.

Keyword list: You can enter a maximum of 128 keywords. A hit is found when
one keyword is satisfied.

2. Click Submit after you complete the settings.

e Description

howing 1 to 2 of 2 entries

46.2.3 Enabling a Web Control Policy

After you configure a web control policy, enable it to make it effective.

Procedure:
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1. Choose Policy > Application control > Web control policy. The following

page appears.
I | Block Prompt Page
D Intert: = Hit Oper:
=] any v 0 +x
IRL Cate Fi i Log Er
y permi ® o

2. Check the Enable box next to a web control policy to enable it.

46.2.4 Modifying a Web Control Policy

Procedure:

1. Choose Policy > Application control > Web control policy and click a
policy ID.

™R Block Prompt Page

D Interface User Ena Hi
= any r | 0
URL Category Fi b Pag: rd Matching Typ r Actions  Log
al al alwa; Pern L]

2. Modify the information about the web control policy and click Submit.

ST | Block Prompt Page

CEE=E

\ After a web control policy is modified, its hit count is cleared.
Note

When you modify a policy, you must enable the rules in the
A control rule list to make the modified policy effective. Rules of

Notice higher priority are listed in front of rules of lower priority.
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46.2.5 Deleting a Web Control Policy

Procedure:

1. Choose Policy > Application control > Web control policy. The following

page appears.
™R Biock Prompt Page
D Interface Enal Hi
B any v 0
RL Categon Fi P M ti Log

2. Click * next to the web control policy you want to delete.

46.2.6 Adjusting the Order of Web Control Policies

You can change the match priorities of web control policies by adjusting their
order. Policies are matched from top down as listed on page.

Procedure:

1. Choose Policy > Application control > Web control policy. The following

page appears.

"™ Block Prompt Page

2. Click + next to the policy you want to move.

I | Block Prompt Page

£+ Configure

Policy ID: ID of the policy to be moved.

Move to: ID of the reference policy.

Before: Move the policy before the reference policy.
After: Move the policy after the reference policy.

3. Click Submit.
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ﬁ Policies are matched from top down as listed on page. Once a
—“owe—  Ppolicy is hit, the remaining ones are not matched.

46.2.7 Block Prompt Page

Procedure:

Choose Policy > Application control > Web control policy. The following
page appears.

[0 Biock Prompt Page |

£ Configure

The access has been blocked.

Parameter description:
Enable: Check this box to enable the block prompt page.

Block prompt message: Custom prompt message displayed when the Deny
action is taken.

46.3 Configuration Example

360

46.3.1 Blocking All News Web Pages with a Prompt of News
Browsing Denied

Description:

A PC accesses external services through a firewall. Configure a policy to block
all news web pages with a prompt of news browsing denied.

Network diagram:

&

PC FW Server
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Procedure:

1. Choose Policy > Application control > Web control policy. The following page appears.

™R Block Prompt Page

 Configure

EEEE

1. The ébhfiguration is complete.

2. The PC blocks access to news web pages.

46.4 Troubleshooting

appears.

ful

Web Ul

46.4.1 No Policy Is Hit

Symptom A policy is correctly configured but has no hits.

Analysis »  The multi-keyword match logic is incorrect.

»  Encrypted traffic cannot be audited. Many websites switch

to HTTPS access, for example, Taobao and Tmall.
» Firewall policies conflict. When a firewall policy conflicts

with a web control policy and both policies specify the Deny
action, the web control policy is not hit. Traffic is blocked

when the Deny action is specified by either policy.

» The keyword-matched data exceeds the audit length of the

application engine. By default, the application engine can

audit up to 20 data packets to ensure performance. Do not

enable full traffic identification if possible.
» The URL feature database has expired.

Solution The following suggestions are proposed:

» Upgrade to the latest URL feature database version.
» Configure a coarse-grained policy and check whether it is

hit. Veerify that the application engine takes effect.
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»  Adjust the policy order properly.
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47 APT Association

47.1 Overview

APT products detect malicious behaviors in files transferred in networks. RAVEN
5000 firewalls provide the APT association feature to restore passing network
data and send the restored files to an APT device for detection purposes. The
firewalls also trace and record malicious files and support quick query of APT
file detection results.

Currently, the T-series firewalls' APT association module interoperates only with
Belden's APT products.

47.2 Configuration

47.2.1 Configuring Basic Association Elements

The basic elements of APT association are the peer APT device's user name,
password, IP address, and port, and the local device's IP address.

Procedure:
1. Choose Policy > Security Linkage > APT Linkage. Complete the settings
on the following page.

[T | File Type Configuration || APT Detection

% Configure

TFiter
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Parameter description:

Enable: Check this box to enable APT association.
APT user name: User name of the peer APT device.
APT password: Password of the peer APT device.
APT IP address: IP address of the peer APT device.
APT port: Port number of the peer APT device.

Device association IP address: IP address of the local device used to
communicate with the APT device.

Filter:
Source IP address/Subnet: Source IP address use d to filter detected files.

Destination IP address/Subnet: Destination IP address used to filter
detected files.

2. Click Submit after you complete the settings.

If you do not configure Filter, the system will detect files with
Note any IP addresses.

47.2.2 Configuring APT File Type Filter

Procedure:

Configure |IETRT N ol APT Detection

£} File Type Configuration

Scan Any File a'

Scan Files of Known Types

AEEEE
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Parameter description:
Scan any files: Detect all files without type filter.

Scan known file types: Detect files of configured and enabled types. You can
add or delete custom file types.

\ File types must be enabled before being applied to filter.
Note

47.2.3 APT Monitoring

APT monitoring shows the information about detected malicious files.

Parameter description:

File name: Name of a detected malicious file.

Source IP address: Source IP address of the malicious file.

Source port: Source port number of the malicious file.

Destination IP address: Destination IP address of the malicious file.
Destination port: Destination port number of the malicious file.

Level: Risk level of the malicious file, which may be low risk, medium risk, or
high risk.

Time: Detection time of the malicious file.

47.3 Configuration Example

47.3.1 Configuring APT Association to Detect and Generate an Alarm on
Downloading Virus Infected Files by PCs from External Networks Through a

Firewall

Description:

Configure APT association to detect and generate an alarm on downloading
virus infected files by PCs from external networks through a firewall.

Network diagram:
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&S § -

PC FW Server

Procedure:

1. Choose Policy > Security association > APT association >
Configuration. Complete the settings on the following page.

=TT File Type Configuration || APT Detection

£ Configure
Enable V¥
APT User Name ‘ aptt ‘
‘ ........ ‘
ess ‘ 182.168.10.22 ‘
e | |
evice Linkage IP ‘ 6.16.16.16 ‘
TEier

soucerprunet | |

Destination IP/Subnet

2. Choose Policy > Security association > APT association > File type
configuration. Complete the settings on the following page.

Configure APT Detection

£} File Type Configuration

Scan Any File o

Scan Files of Known Types

3. The configuration is complete.
4. The following figure shows the detection results.

Configure || File Type Configuration |V TR

Number of threat files/number of detected files: 0/0

File Name Source IP Address Source Port Desti ddress  Destination Port  Level Time Operate
No data available in table
Showing 0 to 0 of D entries First | Previous | Next | Last
366 Web Ul
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47.4 Troubleshooting

47.4.1 The File to Be Detected Is Missed

Symptom  The file to be detected is missed.

Analysis The default APT detection protocol is HTTP. The possible cause
is that no protocol settings or file type settings are available.

Solution Set http.imap.smtp.pop3, and check whether the file type to be
matched is enabled.
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48 IDS Association

48.1 Overview

A firewall receives dynamic filter rules from an IDS product to provide dynamic
security features for the network.

RAVEN 5000 firewalls' IDS association module can receive filter rules from
multiple IDS devices. Currently, the module interoperates only with Belden's IDS
products.

48.2 Configuration

48.2.1 Configuring Basic Association Elements

The basic elements of IDS association are the IDS device's port number and IP
address.

Procedure:

1. Choose Policy > Security Linkage> IDS Linkage. Complete the settings on
the following page.

Parameter description:

Association port: The default value is 3000. The value ranges from 1 to 65535.
The default value applies when it is not set.

IP address: IP address of the IDS device. You can enter the IP addresses of
100 IDS devices at most.

2. Set the parameters properly.

3. Click Submit.
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48.2.2 IDS Monitoring

Procedure:
Choose Policy > Security association > IDS association > IDS Monitoring.

Confiqure | W=

Protocol | ALL v IDSDevice [ Qsearch |

The page displays the firewall's dynamic rules based on their generation order.
You can filter the rules by protocol or by IDS device IP address.

x
Click to delete arule, or click E to delete all the rules.

48.3 Configuration Example

Web Ul

48.3.1 Configuring Association Between a Firewall and an IDS Device in a
Light-traffic Network

Description:

In a network with light traffic, configure an IDS device to monitor all the
communication data in the network and send association rules to a firewall.

Basic principle: The IDS device is located in the firewall protected network and
monitors the network data.

Users use 10.0.0.0/8 for work purposes. The IDS device and firewall use
192.168.0.0/16 for confrol and collaboration purposes. It is recommended that
the control and collaboration network be isolated from the service network to
ensure security and real-time services. However, the two networks can be in the
same network segment.
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19'|2. 168.0.024 24
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Procedure:

1. Choose Policy > Security association > IDS association >
Configuration.

FETTEN | IDS Detection

£ Configure

©Add Shawing 1 to 2 of 2 entries

2. Set the parameters properly.

3. Click Submit.

48.4 Troubleshooting

48.4.1 NG-FW Fails to Block Traffic Despite Dynamic Rules
Sent by IDS

Symptom = The NG-FW fails to block related packets after the IDS device
sends association rules.
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Analysis

The possible causes are:

1.

The status of data encryption and authentication between
the IDS device and NG-FW is inconsistent.

2. The IDS device and firewall have inconsistent
communication port settings.

3. The IP address of the IDS device is not added to the
NG-FW's IDS device IP address list.

Solution 1. Check and ensure consistent configurations of the IDS

device and NG-FW.

2.  Run debug ids-interaction to check the interaction
between the IDS device and NG-FW.

3. Operate the IDS device to perform encryption and

authentication with the NG-FW again.

Web Ul
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49 snmp

49.1 Overview

The Simple Network Management Protocol (SNMP) is a set of network
management standards. It is compatible with network management systems to

monitor devices in a network.

49.2 Configuration

49.2.1 Configuring SNMP

Procedure:

1. Choose System > SNMP.

SNMP Configuration

User Name: Authentication Algorithm Encryption Algorithm

SNMP proxy: Check this box to enable SNMP proxy.

Version: Select an SNMP version. The options include v1, v2c, and v3.
Location: Enter the physical location of the system, in the string format.
Trap address: Enter the IP address of the frap message receiver.

SNMP community: Enter the SNMP proxy authentication password. The
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default value is public.

Management IP address: Check this box and add IP addresses to enable
management IP address filter.

IP address: Add management IP addresses for filter purposes.

User: Create a management user to set the SNMPv3 permissions.

Configure
User Name
Authentication MD5 v
Authentication Password

Encryption none A

o | oo

User name: User name for SNMPv3 authentication.

Authentication: Authentication mode. The options include None, MD5, and
SHA.

Authentication password: Enter an authentication password.

Encryption: Select an encryption mode. The options include None, DES, and
AES.

Encryption password: Enter an encryption password when Encryption is not
set to None.

The authentication mode and password of the SNMPv3
A authentication user must be the same as those on the SNMP

Notice  glient.

Procedure:
1. Check the SNMP proxy box.
Select an SNMP version.

Set Location.

A w0 BN

Enter a trap address.

5. Set SNMP community.
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6. Click OK.
7. Click New if SNMPv3 authentication is required.

8. On the displayed page, set User name, Authentication, Authentication
password, Encryption, and Encryption password.

9. Click Update.

49.2.2 Configuration Example

Configuring SNMP
Description:

Enable SNMP proxy, and set Location to beijing, Trap address to
192.168.31.111, and SNMP community to public. Create an SNMPv3
authentication user named my, select the MD5 authentication algorithm and
DES encryption algorithm, and set the authentication password and encryption
password to 1234578.

Procedure:

1. Choose System management > SNMP to configure an SNMPv3
authentication user.

Configure
User Name | my
Authentication MD5 v
Authentication Passward | sessssses
Encryption DES v
Encryption Password | sesssres

e

2. Set parameters, enable SNMP proxy, and select SNMPv3, as shown in the
following figure.
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SNMP Configuration
SNMP Proxy @)
Version @ vi @ vz @ v3
Location | beijing
Trap Address (@

1P| 192.168.31.111 m
Trap Address == IP Address
1P Address
192.168.31.111 23]
SNMP Community  public

Management IP Address

e

User Name Authentication Algorithm Encryption Algorithm
MD5S DES &

After configuration, SNMP clients such as the MIB browser can access the
SNMP feature of the firewall. After SNMPv3 user information is configured on

the client, it can acquire firewall information.

By default, an SNMP client has the RFC1213 MIB. If you want to read the firewall's
private information, import the proprietary MIB file
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50 Flow Control Policy

50.1 Overview

The rapid development of network technologies boosts the growth of more
complex network applications. Diverse applications are consuming more and
more network resources. The fast increase in network traffic results in network
congestion and reduced bandwidth utilization.

Flow control supports data flow categorization and implements bandwidth
sharing and exclusive modes with flexibility based on the containment
relationship between categories and subcategories. Bandwidth guarantee is a
method to dynamically guarantee bandwidth for important services and
employees with network access priority. When such services and employees no
longer require bandwidth, it is available for use by other services or employees.
The important services and employees can access the Internet at faster speeds
and with improved quality without increasing bandwidth. Bandwidth controlis a
method to reserve bandwidth for specified hosts or services, implement a
bandwidth cap, enable even allocation of bandwidth resources, and implement
priority management, which effectively improves bandwidth usage and user
experience.

50.2 Line Policy Configuration

50.2.1 Configuring a Line Policy

Procedure:

1. Choose Policy > Flow control > Line setting and click New.
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& Configure

Kbps

Kbps

Name: Name of a line policy.

Enable: Check this box to enable the line policy. The policy will be scheduled
only after it is enabled.

Bound interface: Interface bound to the line policy. Only the packets received
or sent by the interface are matched with the line policy.

Bandwidth manage ment (outgoing): Maximum bandwidth of outgoing traffic
matched with the line policy. The value ranges from 8 to 100000000, in Kbps.

Bandwidth management (incoming): Maximum bandwidth of incoming traffic
matched with the line policy. The value ranges from 8 to 100000000, in Kbps.

2. Click Submit after you complete the settings.

1. Either Bandwidth manage ment (outgoing) or
/ f \ Bandwidth manage ment (incoming) must be set.

Notice An interface can be bound to only one line policy.

3. Adefault channel policy is generated for the new line
policy.

4. If bandwidth is not set, the default value 10000000 Kbps
applies.

50.2.2 Modifying a Line Policy

Procedure:

1. Choose Policy > Trafficcontrol > Line setting and click a policy name.

2. Modify the information about the line policy and click Submit.
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1000000 Kops

50.2.3 Deleting a Line Policy

Procedure:

1. Choose Policy > Flow control > Line setting. The following page appears.

Click * next to the line policy you want to delete.

50.3 Channel Policy Configuration

50.3.1 Configuring a Channel Policy

Procedure:

1. Choose Policy > Traffic control > Flow control policy. Select a line
policy and click New.
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Name: Name of a channel policy.
Upper level: Parent policy of the channel policy.

Enable: Check this box to enable the channel policy. The policy will be
scheduled only after it is enabled.

Source address: Source address of the data flow. You can reference a
predefined address object or address object group. The option any indicates any
address.

Destination address: Destination address of the data flow. You can reference a
predefined address object or address object group. The option any indicates any
address.

Application: Application attribute of the data flow. You can reference a
predefined application object or application object group. The option any
indicates any application.

Service: Service atfributes of the data flow, including the protocol, source port,
and destination port. You can reference a predefined service, a custom service
object or service object group. The option any indicates any service.

User: User attribute of the data flow. You can reference a user object or a user
object group. The option any indicates any user.

Time: Policy effective time. You can reference an existing time object. The option
always indicates all time points.

Maximum bandwidth management (outgoing): Maximum bandwidth of
outgoing traffic matched with the channel policy. The value ranges from 8 to
100000000, in Kbps.

Maximum bandwidth management (incoming): Maximum bandwidth of
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incoming traffic matched with the channel policy. The value ranges from 8 to
100000000, in Kbps.

Uplink guaranteed bandwidth: Guaranteed bandwidth of outgoing traffic
matched with the channel policy. The value ranges from 8 to 100000000, in
Kbps.

Downlink guaranteed bandwidth: Guaranteed bandwidth of incoming traffic
matched with the channel policy. The value ranges from 8 to 100000000, in
Kbps.

Rate limit per IP address (outgoing): Maximum bandwidth of outgoing traffic of
each host matched with the policy. Hosts are differentiated by IP addresses. The
value ranges from 8 to 100000000, in Kbps.

Rate limit per IP address (incoming): Maximum bandwidth of incoming traffic
of each host matched with the policy. Hosts are differentiated by IP addresses.
The value ranges from 8 to 100000000, in Kbps.

Priority: Priority of the traffic that hits the policy. The options are High, Medium,
and Low. The default value is Low.

Log: Check this box to enable logging.

2. Click Submit after you complete the settings.

f 1. When creating a channel policy, select a parent policy,

based on which a child policy will be created.
Notice

N

When configuring bandwidth, ensure that the child
policy's maximum bandwidth and guaranteed bandwidth
are not greater than those of the parent policy, and the
guaranteed bandwidth is not greater than the maximum
bandwidth.
3.  Amaximum of 32 line policies and 256 channel policies
(excluding default policies) can be configured.
Each line policy supports level 4 channel policies at most.
To schedule a channel policy, enable the policy and its
parent policy and upper-level policies.
6. Outgoing traffic and incoming traffic are the traffic
transmitted in the outbound and inbound directions of the
interface.

50.3.2 Modifying a Channel Policy

Procedure:

1. Choose Policy > Traffic control > Flow control policy and click © next to
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a channel policy.

30 3 0

Bandwidth Management (Outboundjbps

Bandwidth Management (Inbound)bps

Matching Conditions

e Vi Validate <
Line Name Configure  Valldate . imum | Eachip | CONfaure  Valdat Maximum EachP  Source Destinati Leve Statu Oper
Assured  Assured | SRR Assured  Asswred et R LIS ees Address SErvice User | Applics Time
Bandwidin  Bandwidin - "7 Bandwidth  Bandwidth o o o
453 qos 100 M +16 = = °
a 9 9 9 #
B qost tessam  $B163M "‘BE 89 :35 8 yeseom  dssoM :EB = :BE 8 any  any  ay ey any awas e e
' ! y M x
&
B t20m +1837M  $400M 2000 $200M  ¥16 = 2 = 2 = o e <

Default Channel(Name:dé

2. Modify the information about the channel policy and click Submit.

& contgurs

[ swn | vt |

20.3.3 Deleting a Channel Policy

1. Choose Policy > Flow control > Flow control policy. The following page

appears.

3 [ E3 =0

Line Name

43 gos
@ qost
B

Default Channel (Name:de

2. Click
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=

o e

next to the channel policy you want to delete.
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f 1. The default channel policy cannot be deleted.

~Notice 2.  When a channel policy is deleted, the lower-level policies
are also deleted.

50.3.4 Moving a Channel Policy

You can change the match priorities of channel policies by adjusting their order.
Policies are matched from top down as listed on page.

1. Choose Policy > Traffic control > Flow control policy. The following page

Name evel Status Operz
Bal
Qo ° -
B Fags6 1 EEEE) an, anyanya e e @2
e 77BN 6T 77780 ar any any always B @
" tom tiw72m  tioom +200m +200m n e
fault Channel(Name:def
‘

2. Select a policy and click m or m

Lo L Lo e

Line Name

Level Statu: Operz
icth

pplica Time

B

ti00m - 416 - [)
t777EM  t4167M  17778M 177.78M ¥7778M  7778M  ¥7T7EM ¥7778M any any any any any aways © @ (£
+8380M #4762  P8880M +sssom $8ssoM 4888oM  $8389M #8389M any any any any any aways B @@ (£
200 41072M  #100M 200 M 4200 dic - - - e

ﬁ 1. Only the order of channel policies of the same levels can

be adjusted.
Notice

2.  The default channel policy cannot be moved.

50.4 Flow Control Monitoring

Choose Policy > Traffic control > Flow control monitoring. A page appears
to display the flow control results, as shown in the following figure.
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Click = to refresh the statistics.

50.5 Configuration Example

Description:

A company has 10 Mbit/s bandwidth and connects to the Internet through NIC
eth0. The company wants to allocate 2 Mbit/s bandwidth to the R&D department,
5 Mbit/s bandwidth to the test department, and 3 Mbit/s bandwidth to the
administrative department. Within the departments, to allow key applications to
run stably and important employees to use network smoothly, it is necessary to
limit work-unrelated traffic, prevent bandwidth overuse, and limit and guarantee
traffic based on service types. For the R&D department, limit bandwidth
consumed by chatting to 0.5 Mbit/s, ensure 1 Mbit/s bandwidth for email
exchange, and limit the download bandwidth to 0.5 Mbit/s.

Procedure:

1. Choose Object > Address object > Address node, and configure
address objects named R&D department, Test department, and
Administrative department, as shown in the following figure.

2. Choose Policy > Traffic control > Line setting and click New. Set
parameters, as shown in the following figure.
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4 Configure

Name Company
Enable
Bind Interface 9e0/5 v
Bandwidth Management (Outbound v ‘ 99999 ‘ Kbps
Bandwidth Management (inbound) (v | 99938 ‘ Kbps

Choose Policy > Flow control > Flow control policy. Under the line
policy named Company, configure flow control policies named R&D
department, Test department, and Administrative department, as
shown in the following figure.

X3 3 B3 B2

Bandwidth Management (Outbound)bps Banawidih Management (inbound)bps Matching Conditons
o Vaidate Gsiidate
Line Name Congure Valldale iy gaenip  COMMOUE VAR o rum Eacnip Destinat _ Leve Staiu Oper
Assured  Assures T FEME acaured  assured et S ot Sarvice User  Applicz Time
Bandwidth  Bandwidth 5 Bandwidth  Bandwidth i i i
4 &3 Company ] - t100m - - - +100M - - - - - = - 5 °
1778 4777 B e 77 r]
B Rogepsrmen: 477780 tasasu V70 AT pgagy gagasy  $TTE ay Ay ay am ames @ e
2 Testdepartment | $6667M | 4303 M "‘55 oL rf‘ﬁﬁﬁ’ $6667M  $303M :555’ any sy any lany any aways g @
y ! ! x
55 5.5 55 ]
tsssoM  taszsw 190 AEE Lo Losasy V556 ay  any  any any amy  awas @D @
Administrativedepartment M M M *
=
420M  4909M  HH0OM - d20M  de0sM d10OM - g : i s s 2 e 7

Default Channel(Name:de

3. Choose Policy > Flow control > Flow control policy. Under the flow
control policy named R&D department, configure flow control policies
named Download, Chat, and Email, as shown in the following figure.

width Management (Outbound)ops Bandwidth Management (Inbound)ops Matching Conditions

Line Name ot Masimum Each P e Maxmum EachiP  Souce Destnall o o T e e
e o Bandwidin Ad e by Bandwidth Address  Address Address
4 €3 Company t100m * -
7778 4777 F3
4 €9 ROdepartment t3s35M "‘ 78 "‘ 778 35350 ay  ay  any ay aw  awas ey @ ‘;’
B Download  $5556M  $1078M 455560 41078 M any any  any any any  aways @) @ ‘;
B cnat t5556M 41078 M $5556 M $1078M oAy ay ay Ay awas@ e Y
B Email #5556 41078 M ds556M  $1078M ay Ay oy Ay awam e 7
@
11556M  $302M 15560 $3.02M - - = L g e
Default Channel(Name:de
[ Testdepartment - #6667 M 4303 M $6667M  4303M any any any any any aways@p @ ‘x
=
f5556M 425250 de556M  $2525M ay ay  ay ay Ay awas @D e 2
Adminisiativedepartment x
=
1t20M  fo0oM  t1oOM - $20M 40000 H100M o e

Default Channel(Name:de

4. After the configuration is complete, choose Policy > Flow control > Flow
control monitoring to check the flow control results.

Bandwidth Management (Outbound)ops Bandwidth Management (inbound)ops
3 o Vaidate
e N Configure Validate e Configure alidate e Lavel |stms
Assu Assured it . Assured Assured Moy, | Realtme Rate
Band Bar idth o Bandwidth b
@ Company - - 1100M 0 0 - e
trr7em t3sasM ATEM o r77e M 0 .
45556 M tssseM o 455560 0 °
45556 M tssseM 0 dssseM $078M 0 °
« Email 45556 M 45556M 0 5556 M 41078M 0 .
t1s56M P30M t7778M 0 disseM  $302m em o .
Default Channel(Name:def_RDdepartmer
« Testdeparment feseTM  4303M teseTM 0 dsseTM $303mM EsTM 0 °
- Administativede partment tssseM #2525M 4s5seM O ds5se M d2525M dssseM O °
. t20m taoem tioom o +20m $a09m om0 Low BT
Defaut Channel(Name def_Company)
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51 session Control Policy

51.1 Overview

RAVEN 5000 firewalls introduce session control policies to control the sessions of
data flows.

You can control new connections or concurrent connections to protect
connection tables from attacks, and limit the bandwidth consumed by some
services or applications.

Session control can be based on the inbound interface, source address,
destination address, time, service, or application combination. Session control
includes source host connections limit, source host connection rate limit,
destination host connections limit, destination host connection rate limit, total
connections limit, and total connection rate limit.

You can configure session confrol policies on a firewall to effectively control the
data flows passing the firewall. When receiving a packet, the firewall matches
the packet's source address, destination address, and service information to the
configured session control policies to determine whether to limit the data flow.
The firewall associates the data flow with the hit policy to determine how to
process subsequent packets.

Session control policies of the IPv4 or IPv6 type are matched from top down as
listed on page. The policies are only applied to the packets passing a firewall,
but not to the packets sent by the firewall.

51.2 Configuration
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51.2.1 Configuring Basic Policy Elements

A session control policy has two basic elements: match conditions and session
limit. The match conditions include a data flow's inbound interface, source
address, destination address, service, application, and policy effective period.
The inbound interface, source address, destination address, service,
application, and policy effective period can reference predefined objects.

Session control includes source host connections limit, source host connection
rate limit, destination host connections limit, destination host connection rate
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limit, total connections limit, and total connection rate limit, which are
configurable.

Procedure:

1. Choose Policy > Session control and click New.

[ swm | carel |
Parameter description:

Address type: Session control policies are classified into IPv4 and IPv6 types.
Packets are matched with policies of the corresponding protocol type.

Inbound interface: Inbound direction of a data flow. You can specify an
interface. The option any indicates all interfaces.

Source address: Source address of the data flow. You can reference a
predefined address object or address object group. The option any indicates
any address.

Destination address: Destination address of the data flow. You can reference a
predefined address object or address object group. The option any indicates
any address.

Service: Service attributes of the data flow, including the protocol, source port,
and destination port. You can reference a predefined service, a custom service
object or service object group. The option any indicates any service.

User: User attribute of the data flow. You can reference a predefined user object
or user group. The option any indicates any user.

Application: Application attribute of the data flow. You can reference a
predefined application. The option any indicates any application.

Time: Policy effective time. You can reference an existing time object. The
option always indicates all time points.
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Connections limit per host (source IP address): Connections limit by source
address for the data flow that hits the policy. The value 0 indicates no limit.

Connection rate limit per host (source IP address): Connection rate limit by
source address for the data flow that hits the policy. The value 0 indicates no
limit.

Connections limit per host (destination IP address): Connections limit by
destination address for the data flow that hits the policy. The value 0 indicates
no limit.

Connection rate limit per host (destination IP address) : Connection rate
limit by destination address for the data flow that hits the policy. The value 0
indicates no limit.

Total connections limit: Total connections limit for the data flow that hits the
policy. The value 0 indicates no limit.

Total connection rate limit: Total connection rate limit for the data flow that hits
the policy. The value 0 indicates no limit.

Log: Check this box to enable logging. If the data flow hits the policy, the block
information will be sent to a syslog server or a device-level local log will be
generated. The log priority is Info.

2. Click Submit after you complete the settings.

\ The inbound interface cannot be a trunk interface.

Note
\ 1. When creating a session control policy, you must reference
an address object of the same protocol type.
Note

2. An ID is automatically generated to uniquely identify the
session control policy. The IDs of session control policies of
different protocol types are independent of each other.

51.2.2 Enabling a Session Control Policy

After you configure a session control policy, enable it to make it effective.
Procedure:

1. Choose Policy > Session control. The following page appears.
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b atts &

2. Check the Enable box next to a session control policy to enable it.

By default, a session control policy is in the disabled state after
“Notice . being configured. It must be enabled manually to take effect.

51.2.3 Modifying a Session Control Policy

Procedure:
1. Choose Policy > Session control and click a policy ID.

2. Modify the information about the session control policy and click Submit.

A The address type cannot be changed.

Notice

51.2.4 Deleting a Session Control Policy

Procedure:

1. Choose Policy > Session control. The following page appears.
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Source Address Destination Addrass

D IPv4 v Inboun.. Sourc... Destin.. Service User | Applic

1Pv4 any any any any any any

0 Lt &

2. Click ® next to the session control policy you want to delete.

51.2.5 Adjusting the Order of Session Control Policies

You can change the match priorities of session control policies by adjusting their
order. Policies are matched from top down as listed on page.

Procedure:

1. Choose Policy > Session control. The following page appears.

Source Address Destination Address

D

stination P A

Pv4 v Inboun.. Sourc.. Destin.. Service User | Applic.. TimeS:
ect... Connect... Connect
1Pv4 any any any any any any always 1 is 0 0/Secon... 0

1Pv4 0e05  any any any any any always | 1520 0/Ssconds 0 0/secon... 0

2. Click ™ next to the policy you want to move.

Move Session Control Policy
Policy ID 2

Move to 1 (Policy ID) @ Before After
Policy ID: ID of the policy to be moved.
Move to: ID of the reference policy.
Before: Move the policy before the reference policy.

After: Move the policy after the reference policy.

3. Click Submit.

Only the order of policies of the same protocol type can be
“Notice  adjusted.

51.2.6 Querying Session Control Policies

Procedure:

1. Choose Policy > Session control. The following page appears.
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Source Address Destination Address

Per Source IP Address| Per Destination IP A AllIP Addresses
D IPvd v/ Inboun. Sourc. Destin.. Service User | Applic.. TimesS. Hit Enatle
Connect... Connect.. Connect.. Connect.. Connect... Cannect
1Pvd 0el3  any any fip any any always | 1520 0/Seconds 0 0/Secon_. 0 0iSecon. . 0 e af e (&
Pd any any any any any any always 100 0/Seconds O 0/Secon... 0 0iSecon. . 39 v afty &

2. Select options for Source address, Destination address, and Service
and click Search to search for the session control policies that match the
criteria.

Source Address Destination Address

51.3 Monitoring and Maintenance

51.3.1 Displaying Session Control Policies

Choose Policy > Session control to display existing session control policies by
protocol type.

Source Address Destination Address
v v i Total 2 m
Per Destination IP A All P Addresses
D IPvd. v Inboun_| Sourc .| Destn . Service User | Applic.. Time$ Hit Enable
Gonnect Gonnect..| Gonnest.. Gonnect
1Pua ge03 | any  any  fp any  any  always 1520 nds 0 05Secon . 0 O5secon . 0 £ Lt ®
1Py any any any any any any always 100 0/Seconds 0 o/secon... 0 Orsecon... 46 v Lt @

51.4 Configuration Example

51.4.1 Creating an IPv4 Session Control Policy to Limit the
Total Connection Rate

Create an IPv4 session control policy to limit the total connection rate of
sessions initiated by the R&D department for external service access through a
firewall.

Procedure:

1. Choose Object > Address object > Address node, and configure an
address object named R&D department, as shown in the following figure.

td

4

4

’

sx

0 sx

4440024 0 S x

2. Choose Object > Time object > Absolute time, and configure a time
object named Non-work time, as shown in the following figure.
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a2 [

Name Every Week SatTime | EndTime  StartDate End Date Refer  Description
nojobtime 2019-01-1015:16:20  2019-012015:1620 0 (B3]
Non-worktime 2019-01-1018:3006  2019-01-2018:30:06 0 =19

3. Choose Policy > Session control and click New. Set parameters, as
shown in the following figure.

4. Click Submit.

5. Choose Policy > Session control. The following page appears.

Source Adaress Destination Address s m
ess FerDestnaton/PA_| Al [P Addresses
D IPv4 v Inboun. Sourc.. Destn.. Senice User | Applic.. Times Ht | Enable
Cennect..| Connect .| Connect... Con
1Pud g0 ay Ay fp ay any  always ds 0 Wsecan... 0 Oisecan... 0 o alts®
1Pva any any any any any any always 100 OiSeconds 0 isecon... 0 0/Secon... 136 7 al s &
Pus any  ReDdep any  amy  any  any  Nonwor 500 Oseconds 0 oisecon... 0 orsecon... 0 L3 @

6. Click Enable.

51.5 Troubleshooting

51.5.1 A Data Flow That Hits a Policy Is Not Limited

Symptom  The corresponding action is not taken for the data flow that hits a
policy.
Analysis The possible causes are as follows:

» The policy is not enabled.

» Because policies with the same inbound interface in the
IPv4 or IPv6 format are matched from top down as listed on
page, the data flow may have hit a previous policy.
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Solution Enable the policy. If the policy conflicts with other policies, modify
the policy or adjust the policy order.
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52 Web Authentication Policy

52.1 Overview

Before configuring a web authentication policy, configure an authentication user
group and an authentication server. You can configure an authentication user or
an authentication user group. However, web authentication policies only support
user groups. Web authentication policies are used to filter out the packets of
unauthenticated users. The packets of authenticated users are forwarded.

52.2 Configuration

52.2.1 Configuring a User

You can configure an authentication user or a statically bound user.
Procedure for creating an authentication user:

1. Choose Object > User object > User and click New.

£ Configure

[oore [ coe ]
Parameter description:
User name: Name of a user.
Enable: Check this box to enable the user object.
Type: The options are Authentication user and Static binding.

Authentication user: If you select this option, select one of the following server
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types:

LOCAL: Local authentication. You can add the user name to the firewall's
user database, and set a password to allow the user to perform
authentication using the intemal database.

RADIUS: Server authentication. You can add a RADIUS server and select
RADIUS to allow the user to perform authentication using the specified
server.

LDAP: Server authentication. You can add an LDAP server and select
LDAP to allow the user to perform authentication using the specified
server.

Password: Enter a password for the user.
Confirm password: Enter the password again.
Procedure for creating a statically bound user:

2. Choose Object > User object > User and click New.

‘ user_static

Delete

[E= =
Parameter description:
User name: Name of a user.
Enable: Check this box to enable the user object.
Type: The options are Authentication user and Static binding.
Bound IP address: You can bind an IP address or an IP address segment.

3. Click Submit after you complete the user object settings. The following
page appears.

394 Web Ul
Release 1.0 10/2020



[ vew | Search

Previous Next

52.2.2 Configuring a User Group
1. Choose Object > User object > User group and click New.

£ Configure

Name ‘ aroup

EE f
Parameter description:
User name: Name of a user group.
Description: Description about the user group.
Members: Add existing users to the user group.
Authentication server members: Select authentication servers. Local
authentication is applied by default.
2. Click Submit after you complete the user group settings. The following

page appears.
52.2.3 Configuring a Web Authentication Policy
1. Choose Policy > Web authentication > Policy and click New.
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ESES

Parameter description:

Inbound interface/Se curity zone : Inbound direction of a data flow. You can
specify an interface. The option any indicates all interfaces.

Outbound interface/Security zone : Outbound direction of a data flow. You can
specify an interface. The option any indicates all interfaces.

Source address: Source address of the data flow. You can reference a
predefined address object or address object group. The option any indicates
any address.

Destination address: Destination address of the data flow. You can reference a
predefined address object or address object group. The option any indicates
any address.

Time: Policy effective time. You can reference an existing time object. The
option always indicates all time points.

Action: Action to be taken when the policy is hit. The options are Web
authentication and Permit.

User group: User group object. You can reference predefined user group
objects.

User group must be specified when Web authentication is
Notice selected for Action.

2. Click Submit after you complete the settings. The following page appears.
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52.2.4 Modifying a Web Authentication Policy
You can modify an existing web authentication policy.
1. Choose Policy > Web authentication > Policy. The following page appears.
earch:
2. Click a policy ID.
oo
Modify the information about the web authentication policy
3. Click Submit.
52.2.5 Deleti Web Authenticati Policy
1. Choose Policy > Web authentication > Policy. The following page appears.
Web Ul
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= Search

# Inbound Interface Outbound Interface Source Address Destination Address ~ Time Schedule Actions Enable  Hit Operate

Web
any any any any always ] £ bx
¥ ¥ ¥ ¥ Authentication #

Showing 110 10f 1 entries

2. Click * next to the policy you want to delete.

e Web Authentication Policy : 1 7

:3i Do you confirm to dele

warning

2. Click OK.

52.2.6 Moving a Web Authentication Policy

1. Choose Policy > Web authentication > Policy. The following page
appears.

# Inbound Interface Outbound Interface Destination Address  Time Schedule Enable  Hit Operate
any any any any always 0 Fdx
e0/ any any any always Auhentication 0 & dx

Showing 1 1o 2 of 2 entries

+
2. Click next to the web authentication policy you want to move.

4 configure

3. Click Submit after you complete the settings. A successful prompt is
displayed.

=3 Search

# Inbound Interface Qutbound Interface Source Address Destination Address  Time Schedule Enable  Hit Operate
ge0n any any any always 0 F g%

Web
any any any any always [ 0 &

Authentication

Showing 1 to 2 of 2 entries
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52.2.7 Clearing the Hit Count of a Web Authentication Policy

1. Choose Policy > Web authentication > Policy. The following page

appears.
2. Click “ next to the web authentication policy whose hit count you want to
clear.
3. Click OK.
52.2.8 Modifvi Web Authenticati Confi ti
1. Choose Policy > Web authentication > Configuration. The following
page appears.
£ Configure
=
Parameter description:
Enable: Check this box to enable the portal authentication page. The page is
disabled by default.
Web authentication port: Listening port of the authentication service. The
default value is 0.
User uniqueness check: Check this box to prevent multiple users from logging
in to the same account at the same time.
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Idle timeout period: A user is forced offline if the user generates no traffic
during this period. The default value is 3600s.

2. Click OK.

52.2.9 Clearing All Online Users

1. Choose Policy > Web authentication > Online information. The
following page appears.

User Name User Group Login IP Address Login Time Idle Time (Seconds:

No data available in table

2. Click m to clear all online users.

3. Click to refresh the page.

52.3 Configuration Example

52.3.1 Configuring LDAP Authentication for Employees
Accessing the Internet

Description: Configure mandatory authentication on an LDAP server for all the
employees who access the Internet through a firewall, and configure a
corresponding authentication policy. The external network port is ge1/3, and the
LDAP server address is 11.11.11.2/24.

Procedure:

1. Configure an LDAP server.

Choose Object > Authentication server > LDAP to configure an LDAP server.
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Configure
Name |dap
Server IP Address 111112
Port | 389
Distinguished Name cd=lucky
Administrator  cn=users

Password

o
Name Server IP Address Port Distinguished Name

Idap 1411412 389 cd=lucky ]

2. Configure a user group and reference the LDAP server.
Choose Object > User object > User group to add a user group named test.

£ Configure
Name ‘ test ‘
Type Firewall =
Group Type Local Group -
UserMember  Available Solfoid
—Authenticated User— 5 ——Authenticated User— A
|i2tp ——Static Bound User—
user
useri
|user2
user3
—Static Bound User—
|user_static
Authentication Server Wember ldap N

[oome | e | !

Search:
Group

Member Type Type Operate
useruser_static Firewall Local Group & x
usert,user2 user3 Firewall Local Group & %
usert,user2,user3 Firewall Local Group  # %
12 Firewall Local Group & x
Idap Firewall Local Group o %

Showing 1 to 5 of 5 entries Previous - Next

3. Enable web authentication.
Choose Policy > Web authentication > Configuration to enable web
authentication.
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£ Configure

Enable v
1024
v
v | 3600 Seconds
=)
After user uniqueness check is enabled, the system prevents
A multiple users from logging in to the same account at the same
Notice time. A user name maps one IP address.
4. Configure a web authentication policy.
Choose Policy > Web authentication > Policy to configure a web
authentication policy.
| ——
5. Click Enable.
# Inbound Interface Quitbound Interface Source Address Destination Address Enable  Hit Operate
2 gel/ any any any 0 & Ex
an any a al 0 EL S
an: am an alwar v 0 - %
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52.4 Troubleshooting

52.4.1 An Authentication User Fails to Perform Authentication

Symptom  An authentication user fails to perform authentication.

Analysis

1.
2,
3.

The password is incorrect.

The user is disabled.

The user name of the authentication user is not saved locally,
and the corresponding user group is not added to the
RADIUS server.

The RADIUS or LDAP server is incorrectly configured. For
example, the shared key or IP address is incorrect.

The RADIUS or LDAP server cannot be connected. For
example, they cannot be pinged.

The user does not exist on the RADIUS or LDAP server.

Solution

o~ w DN

Check the user name and password, and enter them
correctly.

Enable the user.

Add the user group to the RADIUS and LDAP servers.
Modify the configurations of the RADIUS and LDAP servers.

Ensure that the firewall USG communicates with the RADIUS
and LDAP servers normally and the ping test is successful.

Add the user to the RADIUS and LDAP servers.
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53 Address Object

53.1 Overview

RAVEN 5000 firewalls introduce address objects to facilitate configuration and
management. Address objects are classified into address nodes and address
groups. An address group is a set of address nodes. You can reference
address objects to define the effective conditions of configurations when
configuring firewall policies, NAT rules, routing policies, and other features.

53.2 Configuring an Address Node

Address nodes are classified into the following types: IPv4, IPv6, MAC address,

and IP+MAC address.

1. Choose Object > Address object > Address node and click New. The
following page appears.

Web Ul
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New Acdress Node

Name: Name of the new address node, no more than 63 characters.

Description: Description about the address node, no more than 127
characters.

Type: Type of the address node. The options are IPv4, IPv6, MAC address,
and IP+MAC address.

Address node:

Members: Members of the address node.

An IPv4 address node includes:

>
>
>
>

Host: IPv4 address of a host.
Subnet: IPv4 network segment address.
Range: Range of an IPv4 address pool.

ISP address library in the IPv4 format.

An IPv6 address node includes:

>
>

Web Ul

Host: IPv6 address of a host.

Subnet: IPv6 network address.
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» Range: IPv6 address range.
An address node of the MAC address type contains MAC addresses.

An address node of the IP+MAC address type contains IPv4 addresses and
MAC addresses.

Exclude: Members excluded from the address node.
IPv4 address node:

» Subnet: IPv4 network segment address.

» Range: Range of an IPv4 address pool.

2. Click Submit.

53.3 Configuring an Address Group

406

An address group is a set of address nodes. You can configure an address
group to manage address-related rules with ease.

Procedure:

Choose Object > Address object > Address group and click New. The
following page appears.

New Address Group
Name

Description

Available Address and Address Group Member

___________ Ad RN

Administrativedepartment ~ ——rl Address Group——

Externalnetwork

Intranet =
Member =~ Ré&Ddepartment

Telecom =

Testdepartment

any

outside_ip

————Address Group——

Name: Name of the new address group, no more than 63 characters.

Description: Description about the address group, no more than 127
characters.

Available addresses and address groups: Existing address nodes and
address groups.

Members: Members of the address group.

Click Submit after you complete the settings.
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53.4 Configuration Examples

53.4.1 Example 1: Adding an IPv4 Address Node

Description:

Add an IPv4 address object to include some internal network segments while
excluding some hosts or network segments.

Procedure:

1. Choose Object > Address object > Address node and click New. The
following page appears.

Maw Address Node

2. Set parameters.

3. Click Submit.

Web Ul
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53.4.2 Example 2: Adding an IPv6 Address Node

Description:

Add an IPv6 address object to include the subnet where an intranet is located.

Procedure:

1. Choose Object > Address object > Address node and click New. The
following page appears.

New Address Node

Name  ipvE_test

Type IPV4 ® IPVe MAC IP+MAC

Host
® Subnet  7001:2/64

Range

6001:a
Member  7001::2/64

=13

2. Set parameters.

3. Click Submit.

53.4.3 Example 3: Adding an Address Object Group

Description:
Add address objects to an address object group.

Procedure:

1. Choose Object > Address object > Address group and click New. The
following page appears.
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New Address Group

Name addr_group

Description

Available Address and Address Group Member
-Address———— . Address———
Administrativedepartment ipvé_test
Externalnetwork test
Intranet Address Group

Member Ré&Ddepariment

Telecom =
Testdepartment

any
outside_ip
-Address Group

BT ==

2. Selec@ess nodes in Available addresses and address groups and
click to add them to Members.
3. Click Submit.

53.5 Monitoring and Maintenance

53.5.1 Displaying Address Nodes

1. Choose Object > Address object > Address node. The following page
appears.

IP Address Search [ aseawn | [ new |

Exclude Description Refer

92.168.10.77-192.168.10.77

Showing 1 to 10 of 10 entries First | Previous - Next | Last

2. Enter an IP address in the Search for IP address text box and click
Search to display specified address nodes, as shown in the following
figure.
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IP Address Search | 172.16.10.20 m

Name Member Exclude

0.0.0.00,:/0

72.16.10.20

53.5.2 Displaying Address Groups

1. Choose Object > Address object > Address group. The following page

appears.

Membe: fer

Description

Te S x
nties st | provous I nen  as

2. Enter an IP address in the Search for IP address text box and click
Search to display specified address groups, as shown in the following

Showing 1102 of 2 e

figure.
Member Description Refer
up ip s 0 #x
Showing 110 1.of 1 entries (filtlered from 2 total entries’ First Previous - Next Last

Choose Object > Address object > Backup and restoration. The following

page appears.

£ Configure
"D Restore
Address Objectimport
B Backup

Parameter description:
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Click Restore to import the text file that contains address object configurations.
The system reads and delivers the configurations. The following address object
formats are supported:

» IPv4 address object:
address NAME
host-address A.B.C.D
net-address A.B.C.D/M
range-address A.B.C.D E.F.G.H isp-
address NAME
net-address-exp A.B.C.D/M
range-address-exp A.B.C.D E.F.GH
> IPv6 address object
address-v6 NAME host-
V6 XX X X
net-ve X:X:: X X'M
range-v6 X:X: X: X X X: X:X
» MAC address object
address-mac NAME
mac-host FF-FF-FF-FF-FF-FF
» IP+MAC address object
address-ip-mac NAME
bind A.B.C.D FF-FF-FF-FF-FF-FF
» Address group
address-group NAME
address-object NAME

Click Backup to export address object configurations to a text file.

53.6 Troubleshooting

53.6.1 Failed to Submit Settings

Symptom The settings fail to be submitted after the Submit button is

clicked.
Analysis Check whether the address is valid.
Solution Enter a valid address.
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54 ISP Address

54.1 Overview

An ISP address library is a set of public addresses provided by an operator and
can be referenced by address objects. Address objects are referenced by PBR
and used for load balancing among outbound links. The destination address of
outgoing traffic is matched with the ISP address library to divert the traffic to the
most suitable link.

1. When an ISP address library is used by load balancing
A among outbound links, do not apply the address library to

Notice source address objects.
2. An ISP address library can only be in the format
A.B.C.D-A.B.C.D. Other formats will result in a loading
error.

54.2 Configuration

ISP address libraries are classified into predefined and custom libraries.
Predefined libraries come with the system and cannot be deleted regardless of
whether they are referenced by address objects. Custom libraries are uploaded
by users and can be deleted if not referenced by address objects.

54.2 1 Confiquri ISP Add L ibrary

Choose Object > ISP address library.

 Configure
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Name: Name of an ISP address library. Chinese characters are not allowed.

Description: Description about the ISP address library, no more than 127
characters.

Type: Type of the ISP address library.
Import ISP address library: Import an ISP address library.
Export ISP address library: Export an ISP address library.

54.2.2 Importing an ISP_Address Library

Choose Object > ISP address library. The following page appears.

£ Configure

T | Dot
ISP_CMCC dat(China Mobile Communications Corpora... «

Browser: Select a valid ISP address library file. If the file name does not start with
ISP, it is added with ISP_ after the file is uploaded.

Import: Click this button to upload the file to the system'’s storage device.

Remove: Click this button to remove the selected file and select another file.

f 1.  The ISP address library file to be imported cannot exceed

10 MB in size. If the size limit is exceeded, import will fail.
Notice
After an ISP address library is imported, it will be loaded

only when it is referenced by an address object. If an ISP
address library has more than 10,000 lines, only the first
10,000 lines are loaded, and the remaining lines are not

loaded and do not take effect.

54.2.3 Exporting an ISP Address Library

Choose Object > ISP address library. The following page appears.
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£ Configure

- =

Export: Click this button to select the ISP address library file you want to export

to the local device.

54.2.4 Deleting an ISP Address Library

Choose Object > ISP address library. The following page appears.
£ Configure
ISP_CMCC dat(China Mobile Communications Corpora... v m

ISP Address LibraryExport

7 entries

Click * next to the ISP address library you want to delete.

If the Delete button is grayed out, the ISP address library is

A referenced by an address object or is a predefined library, so it
Notice  cannot be deleted.

54.3 Troubleshooting

54.3.1 The Loaded ISP Addresses Are Incomplete

Symptom An ISP address library referenced by an address object is
parsed and loaded to the memory. However, some addresses

in the library are missing.
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Solution The ISP address library has more than 10,000 lines, and the
lines exceeding the limit are not parsed and loaded. In this
case, splitthe ISP address library file.
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55 service Object

55.1 Overview

RAVEN 5000 firewalls introduce service objects to facilitate configuration and
management. You can reference service objects to define the effective
conditions of configurations when configuring firewall policies, NAT rules,
routing policies, and other features.

Service objects are classified into predefined services, custom services, and
service groups.

A predefined service is a service that the system adds in advance and cannot
be modified or deleted manually.

A custom service must be added manually.

A service group is a set of services.

55.2 Configuration

55.2.1 Predefined Service

Choose Object > Service object > Predefined service to display predefined
services.

The following page lists some predefined services.

Total 84

Name Content (ProtocoliSource Port-Destination Part Refer
any Al 15
an 1P/ 0

aol TCP/1-65535:5190-5194 0
bop TCPi- 79 )
baotpc (4-5553565 0
bootps /1-65535'67 0
daytime /1-65535:13,UDP/1-65535.13 0
dhcp 11-65535'67-68 0
dns /1-65535:53, UDP/1-65535:53 0
discard /1-65535:9,UDP/1-55535:9 0
esp 0
finger 9 0

fio /1-65535:21 2
gopher 1-65535:70 0

are 1]
h323 35:1720 TCP/-55535:1503,UDP/1-65535: 1714 0
hostname 1 o
hitp /1-65635:80 0
hips /1-65535:443 0
icmp 1P/ 0
igmp PR 0
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55.2.2 Configuring a Custom Service

Procedure:
Choose Object > Service object > User-defined service and click New.
The following page appears.

New User-defined Service
Name
Description
Protocol TCP v

Member  Source Port | 1 - 65635

Destination
Port

Name: Name of the new custom service.

Description: Description about the custom service.

Protocol: Custom service protocol. The options are TCP, UDP, ICMP, and IP.
Source port: Source port number of the protocol.

Destination port: Destination port number of the protocol.

Click Submit after you complete the settings.

\ If you want to specify only one port for the protocol, enter the
“Note same port number on both sides of -.

55.2.3 Configuring a Service Group

Procedure:

Choose Object > Service object > Service group and click New. The
following page appears.
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New Service Group
Name
Description

Available Service and Service Group Member

————— Pre-defined Se ———Pre-defined Service—

ah ————User-defined Service—

aol ——Senvice Group:

bgp
Member | bootpe

bootps

daytime

dhcp
dns
discard -

Name: Name of the new service group.
Description: Description about the service group.

Available services and service groups: Select predefined services and
custom services and add them to the service group.

Click Submit after you complete the settings.

\ A service group can be included in multiple service groups, but
~Note a service group inclusion can have only one nesting.

55.3 Configuration Examples

55.3.1 Example 1: Adding a Custom Service

Description:
Add a custom TCP service.

1. Choose Object > Service object > Custom service and click New. The
following page appears.

New User-defined Service
Name | test

Description | test

TCPM-65535:1
Protocol TCP v
Member Source Port | 1 -1 65535 H
Destination 4
Port 1l
i
2. Click to add members.
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3. Click Submit.

55.3.2 Example 2: Adding a Service Group

Description:

A service group is a set of services. Configure a service group to facilitate
management.

Procedure:

1. Choose Object > Service object > Service group and click New. The
following page appears.

New Service Group
Name | test_group

Description

Available Service and Service Group Member
||:CD i A ————Pre-defined Service—
= http
dns
discard e
= ——User-defined Service—
esp e e
Member | fnger Service Group
gopher =
gre
h323
hostname
https &

2. Add FTP, HTTP, and the custom email service to the service group.

3. Click to add members.

4. Click Submit.

55.4 Monitoring and Maintenance

55.4.1 Displaying Service Groups

Choose Object > Service object > Service group. The following page

appears.
o |
Name Member Refer Description
test_group nitp.fip 0 &
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55.5 Troubleshooting

55.5.1 Failed to Submit Settings

Symptom = The settings fail to be submitted after the Submit button is
clicked.

Analysis Check whether the port number is correct.
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56 Application object

56.1 Overview

RAVEN 5000 firewalls introduce application objects to facilitate configuration and
management. During policy configuration, you can reference application
objects to group applications, which facilitates control.

Application objects are classified into predefined applications, custom
applications, and application groups.

» Apredefined application is a specific user application, such as download
software and instant communication software. Currently there are more
than 1000 applications under 20 categories. The application feature
database is updated. Manual configuration is not required.

»  Acustom application must be configured manually.

»  An application group must be configured manually, and it can reference
predefined and custom applications.

In actual use, application objects are referenced by policies.

Application objects can be used with firewall policies, application control policies,
flow control policies, and session control policies to block and rate-limit the
application traffic.

Application objects can also be used with routing policies to divert the
application traffic to a specified link. Application traffic diversion is very practical
in actual network environments. For example, a network environment has two
links, one of which is of high quality. Measures are usually taken to ensure
bandwidth for the high-quality link and prevent bandwidth overuse by
applications with heavy fraffic consumption, such as P2P download.

56.2 Configuration

Web Ul

56.2.1 Configuring a Custom Application

Procedure:

1. Choose Object > Application object > User-defined application.
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A page appears to display existing custom applications.

2. Click New to configure a custom application.

& Configure

Name: Name of the new custom application, no more than 63 characters.
Protocol type: The options are TCP and UDP.

Source address: Source address of the application. You can reference a
predefined address object or address object group. The option any indicates
any address.

Source port: Source port of the application. The value ranges from 1 to 65535.

Destination address: Destination address of the application. You can
reference a predefined address object or address object group. The option any
indicates any address.

Destination port: Destination port of the application. The value ranges from 1
to 65535.

3. Click Submit.

Custom objects are of the highest priority. The parameters must
A be set accurately; otherwise, other traffic may be identified as
Notice custom applications, which affects the matching of other

application control policies.

56.2.2 Configuring an Application Group

Procedure:

1. Choose Object > Application object > Application group.
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A page appears to display existing application groups.

Name Description Refer

2. Click New to configure an application group.

Name: Name of the new application group, no more than 63 characters.

Description: Description about the application group, no more than 127
characters.

Application list: All the supported applications. See the preceding figure.

Select desired applications and click Submit.

\ Only existing custom applications are listed.
Note

56.3 Configuration Examples

56.3.1 Example 1: Adding a Custom Application

Description:
Add a custom application to be referenced by policies.

Procedure:
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1.  Choose Object > Application object > User-defined application and click
New. The following page appears.

12 Configure

Name ‘ app_1

TCcP

2. Set parameters.

3. Click Submit.

56.3.2 Example 2: Adding an Application Group

Description:

Configure an application group and reference the online video category so that
the policies which reference the application group take effect for video traffic.

Procedure:

1. Choose Object > Application object > Application group and click New.
The following page appears.

2. Specify the group name and description, and select the online video category.

3. Click Submit.
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56.4 Monitoring and Maintenance

56.4.1 Displaying Predefined Applications

Choose Object > Application object > Predefined application. Select
applications from the left-side tree directory, as shown in the following figure.

 Configure

56.4.2 Displaying Custom Applications

Choose Object > Application object >User-defined application. The
following page appears.

Name Type Source Address Port Destination Address Port

56.4.3 Displaying Application Groups

Choose Object > Application object > Application group. The following page
appears.

Name Description Refer Operate
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57 user Object

57.1 Overview

RAVEN 5000 firewalls introduce user objects to facilitate configuration and
management. You can reference user objects to define the effective
conditions of configurations when configuring web authentication, L2TP, and
other features.

User objects are classified into users and user groups.

Users are classified into authentication users and statically bound users.
Authentication users are classified into local users, RADIUS users, and LDAP

users.

Auser group is a set of users.

57.2 User Object Configuration

426

57.2.1 Configuring a Local Authentication User Object

Configure a local user object as follows:
Choose Object > User object > User and click New.

& Configure

User name: User name displayed after the user is authenticated.
Enable: Check this box to make the user name effective.

Type: The options are Authentication user and Static binding.
Authentication user: The options are LOCAL, RADIUS, and LDAP.
Password: Enter a password for authentication.

Confirm password: Enter the password again.
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57.2.2 Configuring a RADIUS User Object

Configure a RADIUS user object as follows:

Choose Object > User object > User and click New.

£ Configure

EEE
User name: User name on the RADIUS server.
Enable: Check this box to make the user name effective.
Type: Select Authentication user.
Authentication user: Select RADIUS.
RADIUS: RADIUS server object.

\ When configuring a RADIUS user, ensure that a RADIUS
server object exists. For how to configure a RADIUS server
Note object, see the corresponding section.

57.2.3 Configuring an LDAP User Object

Configure an LDAP user object as follows:

Choose Object > User object > User and click New.

£ Configure

User name: User name on the LDAP server.

Enable: Check this box to make the user name effective.
Type: Select Authentication user.

Authentication user: Select LDAP.

LDAP: LDAP server object.
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\ When configuring an LDAP user, ensure that an LDAP server
object exists. For how to configure an LDAP server object, see

Note the corresponding section.

57.2.4 Configuring a Static User Object

Configure a static user object as follows:

Choose Object > User object > User and click New.

# Configure

ESES
User name: User name referenced by policies.
Enable: Check this box to make the user name effective.
Type: Select Statically bound.

Bound IP address: Binding relationship between the user name and an IP
address.

57.3 Configuring a User Group Object

Web authentication and L2TP configuration adopt user group objects.

Choose Object > User object > User group and click New.

 Configure

Name: Name of a user group.

User members: User object members, including authentication users and static
users.
Authentication server members: Select RADIUS or LDAP users.
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58 Authentication Server Object

58.1 Overview

RAVEN 5000 firewalls support user authentication using the RADIUS server and
LDAP server. 1. You can add a RADIUS server to allow users to perform
authentication using the specified server. 2. You can add an LDAP server to
allow users to perform authentication using the specified server. During web
authentication and administrator authentication, you can select the configured
server object to perform remote authentication. 3. You can use an AD domain
synchronization policy to synchronize the user groups on the LDAP server to
the firewall.

58.2 Configuring an Authentication Server Object

58.2.1 Configuring a RADIUS Server Object

With RADIUS configured, when a web authentication user or an administrator is
configured to use a RADIUS server for authentication, the firewall connects to
the server for authentication.

Choose Object > Authentication server > RADIUS and click New.

Configure
Name
Server IP Address
Server Password

Authentication Port 1812

EEE

Name: Name of a RADIUS server.

Server IP address: IP address of the RADIUS server.
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Server password: Shared key of the RADIUS server.

Authentication port: Port of the RADIUS server for authentication. The default
value is 1812.

Click the RADIUS configuration tab of Authentication
server to list all the configured RADIUS servers.

58.2.2 Configuring an LDAP Server

With LDAP configured, when a web authentication user or an administrator is
configured to use an LDAP server for authentication, the firewall connects to the
server for authentication.

Choose Object > Authentication server > LDAP and click New.

Configure

Mame

Server IF Addrass

Port | 389

Distinguished Name

Administrator

Passward

Name: Name of an LDAP server.
Server IP address: IP address of the LDAP server.
Port: Port of the LDAP server for authentication. The default value is 389.

Distinguished name: Start position to search data on the LDAP server. For
example, if user 2 exists in the users container in the test.com path of the
LDAP server, then enter dc=test, dc=com.

Administrator: User with the administrator role on the LDAP server. For
example, if the user name and password used to log in to the LDAP server are
administrator and 111111, and the user exists in the users container in the
test.com path of the LDAP server, then enter
cn=administrator,cn=users,dc=te st,dc=com for Administrator and 111111
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for Password.

Password: Password of the user with the administrator role on the LDAP

server.

Click the LDAP tab of Authentication user to list all the
configured LDAP servers.

58.3 Configuring an AD Domain Synchronization Policy

58.3.1 Creating a Synchronization Policy

1. Choose Object > Authentication server > AD domain synchronization

and click New.

% Configure

Name ‘ Idap_ |

LDAP Idap

import Target ‘ ou=aaa |

Name: Name of a synchronization policy.
LDAP: Name of an LDAP server.

Import target: Distinguished name (DN) of the user group to be synchronized in
a specific path of the LDAP server.

2. Click Submit. The following page appears.

3. Click Synchronize now.

action

Immediate Synchronization
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4. Click OK to synchronize the user group.

58.3.2 Configuration Example

Description:

Synchronize the user group in the path de=king, dc=com of the server with the
IP address 3.3.3.2.

Procedure:

1. Choose Object > Authentication server > LDAP to create an LDAP
server.

Configure
Name | Idap_2
Server IP Address | 3.3.3.2
Port 389
Distinguished Name dc=king, dc=com
Administrator | cn=test

Password | sssees

== =

2. Choose Object > Authentication server > AD domain synchronization
to create a synchronization policy.

% Configure

Name [ iaap_2 |

LDAP Idap

Import Target | ou=gazgaz ‘

3. Click Synchronize now.

[ new | Search:

Name AD Server Name Import Target

Operate

Idap_ Idap ou=aaa

ez
x

dap_2 Idap ou=gazgaz

Showing 1t 2 of 2 entries

4. Check the synchronization results. The synchronized group is flagged as
Synchronized group.
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59 uRL Category

59.1 Overview

RAVEN 5000 firewalls introduce URL categories to facilitate configuration and
management. During policy configuration, you can reference URL categories to
define the effective conditions of configurations, which facilitates control.

Application objects are classified into predefined URL categories, custom URL
categories, and URL groups.

» Predefined URL categories include common URLs such as entertainment,
finance, and Internet portals. They are updated using the URL feature
database and require no manual configuration.

» Custom URL categories must be configured manually.

» A URL group must be configured manually, and it can reference predefined
and custom URL categories.

In actual use, URL categories and URL groups are referenced by policies.

URL categories can be used with application control policies to block and
rate-limit the application traffic.

59.2 Configuring URL Categories

59.2.1 Configuring a Custom URL Category

Procedure:
1. Choose Object > URL category > User-defined URL
category. A page appears to display existing custom URL

categories.
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2. Click New to configure a custom URL category.

 Configure

BB URL List

EE=

Name: Name of the new custom URL category, no more than 63 characters.

Description: Description about the custom URL category, no more than 127
characters.

URL: URL string under the category, no more than 127 characters.
URL list: URL string list under the category.

3. Click Submit after you complete the settings.

Custom URL categories are of the highest priority. The proper
A URL string must be added to the custom URL category;
Notice otherwise, other access may be identified as custom URL

categories, which affects the matching of other control policies.

59.2.2 Configuring a URL Group

Procedure:
1. Choose Object > URL category > URL group.
A page appears to display existing URL groups.
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2. Click New to configure a URL group.

CEEE
Name: Name of the new URL group, no more than 63 characters.
Description: Description about the URL group, no more than 127 characters.
Content: Existing custom URL categories and all predefined URL categories.

Select desired URL categories and click Submit.

59.3 Backing Up and Restoring Custom URL Category
Configurations

Choose Object > URL category > Backup and restoration.

& Con

Import system configurations: Select a configuration file to be imported.

Export system configurations: Export a configuration file.

59.4 Configuration Examples

59.4.1 Example 1: Adding a Custom URL Category

Description:
Add a custom URL category to be referenced by policies.
Procedure:

1. Choose Object > URL category >User-defined URL category and click
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New. The following page appears.

4 Configure
Name ‘ ur_1
Description ‘ un_1
URL mytestcom =
EBURLList | mytesteom i -
B xDelete

2. Set parameters.

3. Click Submit.
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59.4.2 Example 2: Adding a URL Group

Description:

Configure a URL group and reference the Intemet portal category so that the
policies which reference the URL group take effect for the access to Intemet
portals.

Procedure:

1. Choose Object > URL category > URL group and click New. The following
page appears.

£ Configure

2. Specify the URL group name and description, and select the Internet portal
category.

3. Click Submit.

59.5 Monitoring and Maintenance

59.5.1 Displaying Predefined URL Categories

Choose Object > URL category > Predefined URL category. The following
page appears.
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D Name Description

entertainment Provide comprehensive entertainment,fim and television sites
2 game
3 shopping
4 fin
5
6

I-planning
life-inquiry

interests

on

8 sociality

] news

10 email
gaming

industy-portal

internet-portal

encyclopedia
15 religion
16 proxies
= . violate national laws a sto
7 illegality i
adut e, aduit
18 vulgar-behavior ating information and

59.5.2 Displaying Custom URL Categories

Choose Object > URL category >User-defined URL category. The following
page appears.

m seareh

Name Description Refer Operate

uri_1 url_1

59.5.3 Displaying URL Groups

Choose Object > URL category > URL group. The following page appears.
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59.5.4 Querying URL Categories

Choose Object > URL category > URL category query. The following page
appears.

£ Query URL Category

URL: URL to be queried, no more than 127 characters.
Enter a URL and click Query.
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60 Domain Name Object

60.1 Overview

RAVEN 5000 firewalls introduce domain name objects to facilitate configuration

and management. During policy configuration, you can reference domain name
objects to facilitate control.

Domain name objects are classified into custom domain names and domain
name groups.

» Acustom domain name must be configured manually.

» Adomain name group must be configured manually and it can reference
custom domain names.

In actual use, domain name objects are referenced by policies.

Domain name objects can be used with routing policies to divert the traffic of

accessing a domain name to a specified link, which is very practical in actual
network environments.

60.2 Configuration

60.2.1 Configuring a Custom Domain Name

Procedure:
1. Choose Object > Domain name object > User-defined domain

name. A page appears to display existing custom domain names.

2. Click New to configure a custom domain name.
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& Configure

Exact Match

Name: Name of the new custom domain name, no more than 63 characters.

Description: Description about the custom domain name, no more than 127
characters.

Domain name: Domain name match string.

Match type: Domain name match type. The options are Full match and
Include.

3. Click Submit after you complete the settings.

60.2.2 Configuring a Domain Name Group

Procedure:
1. Choose Object > Domain name object > Domain name group.

A page appears to display existing domain name groups.

Name Description Refer

2. Click New to configure a domain name group.

£ Configure

EIED
Name: Name of the new domain name group, no more than 63 characters.

Description: Description about the domain name group, no more than 127
characters.
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Content: Existing custom domain names. See the preceding figure.

Select desired applications and click Submit.

60.3 Configuration Examples

60.3.1 Example 1: Adding a Custom Domain Name

Description:
Add a custom domain name to be referenced by policies.
Procedure:

1. Choose Object > Domain name object >User-defined domain name
and click New. The following page appears.

£ Configure

‘ baidu

EEE
2. Set parameters.

3. Click Submit.

60.3.2 Example 2: Adding a Domain Name Group

Description:

Configure a domain name group and reference custom domain names so that
the policies which reference the domain name group take effect for the traffic of
accessing the domain names.

Procedure:

1. Choose Object > Domain name object > Domain name group and click
New. The following page appears.

442 Web Ul
Release 1.0 10/2020



£ Configure

ED \

- = - «e

2. Specify the group name and description, and select custom domain names.

3. Click Submit.

60.4 Monitoring and Maintenance

60.4.1 Displaying Custom Domain Names

Choose Object > Domain name object > User-defined domain name. The
following page appears.

Match

60.4.2 Displaying Domain Name Groups

Choose Object > Domain name object > Domain name group. The following
page appears.

m searen
D
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61 Time Object

61.1 Overview

RAVEN 5000 firewalls introduce time objects to facilitate configuration and
management. Time objects are classified into absolute time and cycle time.
During feature configuration, you can reference time objects to define the
effective conditions of configurations.

Absolute time: Services take effect during a specified period.

Cycle time: Services are executed at a specified cycle (Monday to Sunday)
within a time range.

61.2 Configuration

61.2.1 Configuring an Absolute Time Object

Only one effective time range can be configured for absolute time.

Choose Object > Time object > Absolute time and click New. The following
page appears.
New Absolute Time
Name

Description

Year Maonth Date Hour Minute Seconds
Start Time 2000 = 01 v 1 : 4 13 r 36 v 27 v

End Time 2000 v 01 v 1 ¥ 13 A 36 v 27 ¥
[EEE) =S
Name: Name of the new absolute time object.

Description: Description about the absolute time object.

Start time: Time when the absolute time starts, in the format of year-month-day
hours:minutes.

End time: Time when the absolute time ends, in the format of year-month-day
hours:minutes.

Click Submit after you complete the settings.
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61.2.2 Configuring a Cycle Time Object

You can define an effective time range and one or more effective periods for
absolute time. The effective periods are of the OR relationship, and only one of
them needs to be satisfied. The effective time range and effective periods are of
the AND relationship, and both of them must be satisfied.

1. Choose Object > Time object > Cycle time and click New. The following
page appears.

Name

Desription

Every Week Start Time End Time

Cycle Date

Year Month Date Hour Minute  Seconds
SetStart Date
Start Time

End Time

=
Name: Name of the new cycle time object.

Description: Description about the cycle time object.

Start time: Time when the cycle time starts, in the format of year-month-day
hours:minutes.

End time: Time when the cycle time ends, in the format of year-month-day
hours:minutes.

Cycle: Click Add to add effective periods, as shown in the following figure.

New Cycle Date

Sunday Monday Tuesday Wednesday
Every Week

Thursday Friday Saturday

StartTime 00 v Hour 00 v Minute 00 v
Time

End Time 00 v Hour | 00 v Minute 0O v

2. Click Submit after you complete the settings.

61.3 Configuration Examples

Web Ul

61.3.1 Example 1: Adding an Absolute Time Object

Description:
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Add an absolute time object to be referenced by firewall policies so that the

policies take effect only during a specified period.

Procedure:

1. Choose Object > Time object > Absolute time and click New. The following

page appears.

New Absolute Time
Name | time1
Description

Year Month Date Hour Minute Seconds

Start Time 2018 « 01 A 1 v 3 r | v 27 v

End Time 20198 v 01 v 17 v 13 v 38 v 27 v

2. Set parameters.

3. Click Submit.

61.3.2 Example 2: Adding a Cycle Time Object

Description:

Add a cycle time object so that the policies which reference it take effect at a

cycle.

Procedure:

1. Choose Object > Time object > Cycle time and click New. The following

page appears.

New Cycle Time

Name  time2

Every Week

’

start Time End Time

Cycle Date

Year Month Date
SetStart Date

Hour
startTime 2019 v | 01 v 13

Minute  Seconds
39 v 08 v
End Time 2019 v o2 v |1 v||13 v |3 v| |08 v

EEET

2. Click Submit after you complete the settings.
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61.4 Monitoring and Maintenance

61.4.1 Displaying Absolute Time Objects

Choose Object > Time object > Absolute time. The following page appears.

61.5 Troubleshooting

61.5.1 Failed to Submit Settings

Symptom The settings fail to be submitted after the Submit button is

clicked.
Analysis The end time is earlier than the start time.
Solution Change the end time to be later than the start time.
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62 Health Check

62.1 Overview

Health check is performed on next hops or remote devices to determine their
health status. If health check finds a link or device faulty, traffic is not routed to
the link or device.

Health check supports ICMP, TCP, UDP, HTTP, HTTPS, RADIUS, LDAP, FTP,
POP3, and SMTP. Connectivity can be monitored over ICMP, and services can
be monitored accurately in corresponding check modes.

RAVEN 5000 firewalls provide health check of IPv4 and IPv6 servers.

62.2 Configuration

Choose Object > Health check and click New.

General Properties

Type | Selec v

Name: Name of a health check template.

Type: Type of health check. After you select a type, the page shows the
corresponding template configuration.

Procedure:
1. Set Name.
2. Select an option for Type.

When ICMP is selected for Type, the configuration page is as follows:
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General Properties

MName
Type ICMP hd
Configure
Interval 16 (1-86400)5econds
Maximum Number of Retries 3 (1-10)
Expiration Time 5 (1-86400)Seconds

Source IP Address
Cwverwrite [P Address Type (@ |Pvd IPvE

Cwerwrite IP Address

= =
Name: Name of the new health check template.
Type: Protocol type of the health check template.

Interval: Interval at which status detection packets are sent, in seconds.

Maximum retry times: Maximum retry times after detection fails. The default
value is 3, indicating if three detection packets get no response or detection fails
3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.

Source IP address: Source IP address that sends detection packets. Set this
parameter if a source IP address is required by health check.

Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health
status of the referenced object depends on the host or link with another IP
address.

Procedure:

1. SetInterval.

2. SetMaximum retry times.

3. Set Timeout period.

4. Select an option for Included IP address type.
5. SetIncluded IP address.

6. Click Submit.

When UDP is selected for Type, the configuration page is as follows:
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General Properties

Name
Type UDP v
Configure
Interval 16 (1-86400)5econds
Maximum Number of Retries 3 (1-10)

Expiration Time | & (1-86400)Seconds

Transmit
“
Cverwrite IP Address Type @ |Pv4 IPvG
Cverwrite IP Address
Cwverwrite Port (1-65535)

[E55 ==

Name: Name of the new health check template.
Type: Protocol type of the health check template.
Interval: Interval at which status detection packets are sent, in seconds.

Maximum retry times: Maximum retry times after detection fails. The default
value is 3, indicating if three detection packets get no response or detection fails
3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.

Send: Content in a sent UDP packet.
Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health
status of the referenced object depends on the host or link with another IP
address.

Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports.

Procedure:

1. SetInterval.

Set Maximum retry times.
Set Timeout period.

Set Send.

Select an option for Included IP address type.

2

. Set Included IP address and Included port.7. Click Submit.
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\ UDP health check must be performed with other health check
modes, such as ICMP, because the symptom in UDP mode is
the same when service is unavailable or the detected address

Note

does not exist.

When TCP is selected for Type, the configuration page is as follows:

General Properties

Name: Name of the new health check template.
Type: Protocol type of the health check template.
Interval: Interval at which status detection packets are sent, in seconds.

Maximum retry times: Maximum retry times after detection fails. The default
value is 3, indicating if three detection packets get no response or detection fails
3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.

Send: Content in a sent TCP packet.

Receive: Content in a received packet. The status is Down when the received
packet does not have the specified content.

Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health
status of the referenced object depends on the host or link with another IP
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address.

Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports.

Procedure:

1. Set Interval.

Set Maximum retry times.

Set Timeout period.

Set Send.

Set Receive.

Select an option for Included IP address type.
Set Included IP address and Included port.
Click Submit.

© N o g e N

When TCP HALF OPEN is selected for Type, the configuration page is as
follows:

General Properties
Name

Type | TCPHALFOPEN v

Configure
Interval | 16 (1-86400)Seconds
Maximum Number of Refries | 3 (1-10)
Expiration Time i) (1-86400)Seconds
Owerwrite IF Address Type @ |Pyd IPvE
COverwrite IP Address
Overwrite Port (1-65535)

EEEA

Name: Name of the new health check template.
Type: Protocol type of the health check template.
Interval: Interval at which status detection packets are sent, in seconds.

Maximum retry times: Maximum retry times after detection fails. The default
value is 3, indicating if three detection packets get no response or detection fails
3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.

Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health status
of the referenced object depends on the host or link with another IPaddress.
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Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports.

Procedure:

1. Set Interval.

o g k w0 Db

Set Maximum retry times.

Set Timeout period.

Select an option for Included IP address type.
Set Included IP address.

Click Submit.

\ Different from TCP health check, TCP HALF OPEN health

Note

which reduces exchanged packets.

check requires no connection between the firewall and server,

When FTP is selected for Type, the configuration page is as follows:

General Properties
Name
Type

Configure

Interval
Maximum Number of Retries
Expiration Time
User Name
Passward
Cwerwrite [P Address Typs
Cverwrite IP Address

Cverwrite Port

EEEE

FTP v
16 (1-86400)Seconds
3 (1-10)

3 (1-86400)5econds
® Pvd IPVE

(1-65535)

Name: Name of the new health check template.

Type: Protocol type of the health check template.

Interval: Interval at which status detection packets are sent, in seconds.

Maximum retry times: Maximum retry times after detection fails. The default

value is 3, indicating if three detection packets get no response or detection

fails 3 times, then health check fails.Timeout period (seconds): If detection
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packets get no response within the timeout period, then health check fails.
User name: User name for FTP authentication.

Password: Password of the FTP user.

Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health
status of the referenced object depends on the host or link with another IP
address.

Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports.

Procedure:

1. Set Interval.

Set Maximum retry times.

Set Timeout period.

Set User name.

Set Password.

Select an option for Included IP address type.
Set Included IP address and Included port.
Click Submit.

® N o o s N

When HTTP/HTTPS is selected for Type, the configuration page is as follows:
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General Properties

Name: Name of the new health check template.
Type: Protocol type of the health check template.
Interval: Interval at which status detection packets are sent, in seconds.

Maximum retry times: Maximum retry times after detection fails. The default
value is 3, indicating if three detection packets get no response or detection fails
3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.

Send: Content in a sent HTTP/HTTPS packet.

Receive: Content in a received packet. The status is Down when the received
packet does not have the specified content.

User name: User name for HTTP/HTTPS authentication.
Password: Password of the HTTP/HTTPS user.
Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health
status of the referenced object depends on the host or link with another IP
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address.

Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports.

Procedure:

—_

Set Interval.

Set Maximum retry times.
Set Timeout period.

Set Send.

Set Receive.

Set User name.

Set Password.

Select an option for Included IP address type.

© ® N o g A~ DN

Set Included IP address and Included port.
10. Click Submit.

When SNMP is selected for Type, the configuration page is as follows:

[ com |
Name: Name of the new health check template.
Type: Protocol type of the health check template.
Interval: Interval at which status detection packets are sent, in seconds.
Maximum retry times: Retry times allowed after a detection packet gets no
456 Web Ul
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response. The default value is 3, indicating if three detection packets get no
response or detection fails 3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.

Community name: Password for SNMP proxy authentication.
Proxy type: The options are UCD (Linux) and Windows.

CPU limit: CPU usage threshold. The server is deemed unavailable when the
threshold is exceeded.

CPU weight: Weight ratio of the CPU in load calculation based on CPU,
memory, and disk space.

Memory limit: Memory usage threshold. The server is deemed unavailable
when the threshold is exceeded.

Memory weight: Weight ratio of the memory in load calculation based on CPU,
memory, and disk space.

Disk limit: Disk usage threshold. The server is deemed unavailable when the
threshold is exceeded.

Disk weight: Weight ratio of the disk space in load calculation based on CPU,
memory, and disk space.

Procedure:

1. SetInterval.

Set Maximum retry times.

Set Timeout period.

Set Community name.

Select an option for Proxy type.
Set CPU limit.

Set CPU weight.

Set Memory limit.

© © N o g M © N

Set Memory weight.

-
o

. Set Disk limit.
11. Set Disk weight.
12. Click Submit.

When DNS is selected for Type, the configuration page is as follows:
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Name

Type DNS Y
Configure
Interval 16 (1-86400)Seconds
Maximum Mumber of Retries 3 (1-10)
Expiration Time 5 (1-86400)Seconds
Receive
A
Domain Name
Record Type A v
Cverwrite IP Address Type @ |Pv4 IPv6

Cverwrite [P Address
Cverwrite Port (1-65535)
[_cancel |
Name: Name of the new health check template.
Type: Protocol type of the health check template.
Interval: Interval at which status detection packets are sent, in seconds.

Maximum retry times: Maximum retry times after detection fails. The default
value is 3, indicating if three detection packets get no response or detection fails
3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.

Receive: Content in a received packet. Health check fails when the received
packet does not have the specified content.

Domain name: Domain name resolved by the DNS server.
Record type: Select a DNS record type.
Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health
status of the referenced object depends on the host with another IP address.

Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports.

Procedure:
1. Set Interval.

2. SetMaximum retry times.
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Set Timeout period.

Set Receive.

Select an option for Included IP address type.

3

4

5. Set Domain name.
6

7. SetIncluded IP address and Included port.
8

Click Submit.

When RADIUS is selected for Type, the configuration page is as follows:

General Properties

Name
Type | RADIUS v
Configure
Interval 16 (1-86400)Seconds
Maximum Number of Retries | 3 {1-10)
Expiration Time 5] (1-86400)Seconds
User Name
Password
Key
Overwrite IF Address Type @ [Pvd IPvG

Cverwrite IP Address

Overwrite Port (1-65535)
[l e

Name: Name of the new health check template.
Type: Protocol type of the health check template.
Interval: Interval at which status detection packets are sent, in seconds.

Maximum retry times: Maximum retry times after detection fails. The default
value is 3, indicating if three detection packets get no response or detection fails
3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.

User name: User name for RADIUS authentication.

Password: Password of the RADIUS user.

Key: Key for negotiation with the RADIUS server.

Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health

status of the referenced object depends on the host or link with another IP
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address.

Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports.

Procedure:

—_

Set Interval.

Set Maximum retry times.

Set Timeout period.

Set User name.

Set Password.

Set Key.

Select an option for Included IP address type.

Set Included IP address.

© ® N o g A~ DN

Set Included port.
10. Click Submit.

When LDAP is selected for Type, the configuration page is as follows:

General Properties

Name
Type LDAP v
Configure
Interval 18 (1-86400)Seconds
Maximum Number of Retries | 3 (1-10)
Expiration Time 5 (1-86400)Seconds
User Name
Password
Owerwrite IP Address Type & |Pyd IFvE

Cverwrite [P Address

Cwverwrite Port (1-65535)

] (==

460

Name: Name of the new health check template.
Type: Protocol type of the health check template.
Interval: Interval at which status detection packets are sent, in seconds.

Maximum retry times: Maximum retry times after detection fails. The default
value is 3, indicating if three detection packets get no response or detection fails
3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
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timeout period, then health check fails.

User name: LDAP user name.

Password: Password of the LDAP user.

Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health
status of the referenced object depends on the host with another IP address.

Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports.

Procedure:

1. Set Interval.

Set Maximum retry times.

Set Timeout period.

Set User name.

Set Password.

Select an option for Included IP address type.
Set Included IP address.

Set Included port.

Click Submit.

© ® N o g kA W DN

When SMTP is selected for Type, the configuration page is as follows:

General Properties

Name
Type SMTP v
Configure
Interval 16 (1-86400)Seconds
Maximum Number of Refries | 3 (1-10)
Expiration Time 5 (1-86400)Seconds
Overwrite IP Address Type  ® [Pvd IPvi

Cverwrite IP Address

Overwrite Port (1-65535)

EAE=
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3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.

Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health
status of the referenced object depends on the host with another IP address.

Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports.

Procedure:
1. Set Interval.
Set Maximum retry times.

Set Timeout period.

Set Included IP address.

2
3
4. Select an option for Included IP address type.
5
6. SetIncluded port.

7

Click Submit.

When POP3 is selected for Type, the configuration page is as follows:

General Properties

Name
Type PCP3 r
Configure
Interval 16 (1-86400)5econds
Maximum Number of Refries 3 (1-10)
Expiration Time 5 (1-86400)5econds
User Name
Password
Cverwrite IP Address Type (@ IPv4 IPvE

Cverwrite |P Address

Overwrite Port {1-65535)

= B

462 Web Ul
Release 1.0 10/2020



3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.

User name: POP3 user name.
Password: Password of the POP3 user.
Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health
status of the referenced object depends on the host with another IP address.

Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports.

Procedure:

1. Set Interval.

Set Maximum retry times.

Set Timeout period.

Set User name.

Set Password.

Select an option for Included IP address type.
Set Included IP address.

Set Included port.

Click Submit.

© ® N o g A~ e N

When ORACLE is selected for Type, the configuration page is as follows:

General Properties

Name

Type ORACLE A
Configure
Intarval 16 (1-B6400)Seconds
Maximum Number of Retries a (1-10)
Expiration Time 5 (1-86400)Seconds
Owerwrite IP Address Type ® |Pvd IPvE

Cwerwrite IP Address

Overwrite Port 521 (1-65535)
B )

Name: Name of the new health check template.
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464

General Properties

Maximum retry times: Maximum retry times after detection fails. The default
value is 3, indicating if three detection packets get no response or detection fails
3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.

Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health
status of the referenced object depends on the host with another IP address.

Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports. The default
port is 1521.

Procedure:

1. SetInterval.

Set Maximum retry times.

Set Timeout period.

Select an option for Included IP address type.
Set Included IP address.

Click Submit.

o o ~ w D

When MSSQL is selected for Type, the configuration page is as follows:

Name

Type MSSaL A
Configure
Interval 16 (1-86400)Seconds
Maximum Number of Retries 3 (1-10)
Expiration Time Lt (1-B6400)Seconds
Overwrite IP Address Type (@ [Pv4 IPvE

Cverwrite IP Address

Cwerwrite Port 1433 (1-65535)

S EED

Name: Name of the new health check template.
Type: Protocol type of the health check template.
Interval: Interval at which status detection packets are sent, in seconds.

Maximum retry times: Maximum retry times after detection fails. The default
value is 3, indicating if three detection packets get no response or detection fails
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Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.

Included IP address type: The options are IPv4 and IPv6.

Included IP address: Detected IP address. Set this parameter if the health
status of the referenced object depends on the host with another IP address.

Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports. The default
port is 1433.

Procedure:

1. SetInterval.

Set Maximum retry times.

Set Timeout period.

Select an option for Included IP address type.
Set Included IP address.

Click Submit.

o o A~ w b

When MYSAQL is selected for Type, the configuration page is as follows:

General Properties

Type MYSQL v
Configure
Interval 16 (1-86400)Seconds
Maximum Number of Retries 3 (1-10)
Expiration Time 5 (1-86400)Seconds
Cverwrite IP Address Type @ |Pyv4 IPv6

Overwrite IP Address

COverwrite Port | 3306 (1-65535)
=3
Name: Name of the new health check template.
Type: Protocol type of the health check template.

Interval: Interval at which status detection packets are sent, in seconds.

Maximum retry times: Maximum retry times after detection fails. The default
value is 3, indicating if three detection packets get no response or detection fails
3 times, then health check fails.

Timeout period (seconds): If detection packets get no response within the
timeout period, then health check fails.
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Included IP address type: The options are IPv4 and IPv6.
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Included IP address: Detected IP address. Set this parameter if the health
status of the referenced object depends on the host with another IP address.

Included port: Detected port. Set Included port and Included IP address if
the health status of the referenced object depends on other ports. The de fault
port is 3306.

Procedure:

1. Set Interval.

Set Maximum retry times.

Set Timeout period.

Select an option for Included IP address type.
Set Included IP address.

Click Submit.

o a M b

62.3 Configuration Example

Description:

Create an ICMP health check template and reference the template in PBR to
detect next hops and return results.

Procedure:

1. Create an ICMP health check template.

General Properties
Mame ping
Type ICMP v
Configure

Interval 16 (1-86400)Seconds

[

Maximum Mumber of Retries (1-10)

o

Expiration Time (1-86400)5econds
Source IP Address

Cwerwrite IF Address Type o |Pvd IPvE

Cwverwrite IP Address

el =

2. Reference the ICMP template in PBR.
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Configure

Application

Domain Name

® Next Hop Address Cutbaund intertaca ealth Check y Healh Check Friori

Next-nog Informtion

Stanaty Heatih Check

Priatity Weight

EEEED

3. Viewthe health check results.

The next hop 30.1.1.1 can be pinged, so health check is successful, as shown in

the following figure. The next hop 29.1.1.1 cannot be pinged, so health check
fails.

Total 1 m
D Status  Inbound Interf... | Source Address | Destination Ad... Service User Application Domain Name | NextHop Hit Enable Cperate
g1 ] any any any any any any any 25 o afts &
®30.1.1.1 24
®201.11 1
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63 CA Certificate

63.1 Overview

The public key interface (PKI) uses a certificate management public key and
binds a user's public key and other identification information (such as the user
name, email, and ID card number) through a third-party trusted organization
called certificate authority (CA) to verify the user's identity on the Internet. A
digital certificate created on the PKl is used to encrypt and sign the digital
information to be transmitted to ensure information confidentiality, authenticity,
integrity, and non-repudiation, which guarantees information security.

To configure a PKl local certificate on a firewall, import a user certificate, a
third-party CA certificate, and a third-party certificate revocation list (CRL). You
can import different local certificates, CA certificates, and CRLs. When you
verify a terminal certificate, you must import the corresponding CA certificate
and CRL.

63.2 Configuration

This section describes how to import and export the client certificate, third-party
CA certificate, and third-party CRL required by a firewall.

63.2.1 Configuring a Local Certificate

Upload a certificate as follows:

1. Choose Object > CA certificate > Local certificate, and click Import local
certificate.

Select one of the three certificate formats.

Import a PKCS12 certificate.
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Upload Local Certificate

Uploaded Cerfificate Type ~ PKCS12 Format ﬂ

Certificate with Key Files I Browse._.

Password

oo | oo

Parameter description:

Uploaded certificate type: The options are PKCS12 format, Certificate-key
separation, and Certificate chain.

Certificate with key file: Select a PKCS12 file.

Password: Password of the digital certificate.

\ To ensure key security, check that the imported PKCS12
certificate is protected by a password.

Note

Import a certificate with certificate-key separation.

Upload Local Certificate
Uploaded Ceriificate Type  Cerlificate and Key Separated

¥
Certificate File | Browse. ..

Key File I Browse...

Password

Parameter description:

Uploaded certificate type: The options are PKCS12 format, Certificate-key
separation, and Certificate chain.

Certificate file: Select the digital certificate file.
Key file: Select the private key file for the digital certificate.
Password: Password of the digital certificate.

Import a certificate chain.
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Upload Local Certificate

Uploaded Ceriificate Type Cerlificate Chain

[¥]

Certificate Chain File |

Coems | oo

Parameter description:

Uploaded certificate type: The options are PKCS12 format, Certificate-key

separation, and Certificate chain.

Certificate chain file: Select the certificate chain file.
2. Click Submit.

Display certificates as follows:

1. Choose Object > CAcertificate > Local certificate
A page appears to display imported digital certificates.

Import Local Certificate

Name Subject

app.gsxt.gov.cn_ca C=CN,0=TrustAsia Technologies, Inc.,OU=Domain Va.
app.gsxt.gov.cn CN=app_gsxt.gov.cn

chain C=US,0=DigiCert Inc,0U=www.digicert.com,CN=Encr..
214517274130709 CN==gsxi gov.cn

public CN=*gsxi.gov.cn

default C=CN,ST=BJ,0=AD,0U=AD,CN=ADC

test111111 C=CN

Browse. ..

Certificate Type
Certificate Chain
Certificate
Certificate Chain
Certificate
Cerlificate
Cerlificate
Cerlificate

2. Click @ to display the information about a certificate.
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Import Local Certificate

Name
app.gsxigov.cn_ca
app.gsd.gov.cn
chain
214517274130709
public

defaut

test11111

472

‘= Detail - Internet Explarer

;I_‘ﬂ Log

|:% hitp:#/192,168.10.238/0bject/ssllocal_cert_detail. php?id=0&pv=app.gst.gov.cn_ca®e2 CC%3DCH-263B26230%30TrustAsials, o 5

| Subject | C=CN,O=TrustAsia 1w|

Certificate Details

Certificate Mame  app.gsxtgov.cn_ca

! Subject 1) 5'RsA cA

Walid from  Dec 8 12:28:26 2017 GMT
Validto Dec8 12:28:26 2027 GMT
Version 3

Serial Number  0580267F06F29553348E1C185A5EEEZE

X509v3 Subject Key Identifier:
TF.D3:99:F3AD470E31:00:56:56:22:8E:B7-.CC9E:DD:CA01:8A
X509v3 Authority Key Identifier:

keyid:03:DE:50:35:56:01:4C:BB:66:FO:A3:E2:1B:1B:C3:97:B2:3D:D1:55

X509v2 Key Usage:

Digital Signature, Certificate Sign, CRL Sign

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication

Extension

Issuer C=US,0=DigiCert Inc,OU=www.digicert.com,CN=DigiCert Global Root CA

C=CN,0=TrustAsia Technologies, Inc.,OU=Domain Validated SSL,CN=TrustAsia

Parameter description:

Subject: Certificate subject list. For a certificate chain, you can select multiple

subjects from the drop-down list to switch certificates.
Certificate name: Name of a certificate.

Issuer: Issuer of the certificate.

Subject: Subject of the certificate.

Start time: Time when the certificate takes effect.

End time: Time when the certificate expires.

Version: Version of the certificate.

SN: SN of the certificate.

Extension: Extended information about the certificate.
Export a certificate as follows:

1. Choose Object > CAcertificate > Local certificate.

A page appears to display imported digital certificates.

Total 7

Subject Certficate Type
C=CN,0=TrustAsia Technologies, Inc. OU=Domain Va... Cerlificate Chain afE
CN=app gsxt.gov.cn Certifcate aE®
C=US,0=DigiCer Inc,0U=uvndigicert com CN=Encr... ~ Cerlificate Chain aEe
CN="_gsxt gov.cn Certificate. aEE
CN=".gsxt.gov.cn Certificate af®
C=CN,ST=8J,0=AD,0U=AD,CN=ADC Cerficate faloli]
c=cn Certifcate aE®

Release
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1. Click & to export a certificate. In the displayed dialog box, select a path to
save the certificate and click OK.

Delete a certificate as follows:
2. Choose Object > CAcertificate > Local certificate.

A page appears to display imported digital certificates.

Name Subject Cerificale Type

app.gsxt gov.cn_ca C=CN,0=TrustAsia Technologies, Inc. OU=Domain Va. . Cerlificate Chain &R
app.gsxt.gov.cn CN=app.gsxt.gov.cn Certificate o] o]
chain C=US,0=DigiCert Inc,0U=vnw digicert com, CN=Encr._.  Cerlificate Chain & &
214517274130709 CN=*.gsxt.gov.cn Certificate o] o] &
public CN="gsxi gov.cn Cerificate & &
default C=CN,ST=BJ,0=AD,0U=AD,CN=ADC Cerificate &
test111111 C=CN Cerificate & &

3. Click EI to delete a certificate.

4. Click OK.
\ If the Delete button is grayed out EI the certificate is
referenced or it is a default certificate and cannot be deleted.
Note

63.2.2 Configuring a CA Certificate

Upload a certificate as follows:

1. Choose Object > CAcertificate > CA. Click Import CA center certificate.
CA certificates can be uploaded in two ways.

Import a single CA certificate as follows:

Upload CA Certificate

Uploaded Cerificate Type Ceriificate ﬂ

CA Certificate File | Browse...

Parameter description:

Uploaded certificate type: The options are Certificate and Certificate set.
CA certificate file: Select the CA certificate file to be uploaded.

Import a CA certificate set as follows:
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Upload CA Certificate

Uploaded Cerfificate Type Certificate List ﬂ

CA Certificate List File I Browse._.

Parameter description:

Uploaded certificate type: The options are Certificate and Certificate set.
CA certificate set file: Select the CA certificate set file to be uploaded.

2. Click Submit.

Display certificate s as follows:

1. Choose Object > CAcertificate > CA.

A page appears to display imported CA certificates.

Import CA Center Certificate Total 2

Name Subject Certificate Type
CA_Cert_1 C=US,0=DigiCert Inc, 0U=wvnw digicert.com,CN=Encr.__  Certificate ] & &
CA_Cert_2 C=CN,0=TrustAsia Technologies, Inc OU=Domain Va. . Gertificate ] & &

2. Click EI to display the information about a CA certificate.

‘= Detail - Internet Explorer - ﬂ

2 http:/192.168.10.238/0bject/ssl/ca_cert_detail. phpfid=0&pv=CA Cert 1%2 CC%3DUS-%3B%230%30 DigiCert2 (Inc-%3B%:

Subject | C=US,0=DigiCert In|v|

Certificate Details
Certificate MName CA_Cert_1

Issuer C=U3,0=DigiCert Inc,OU=www.digicert.com, CN=DigiCert Global Root CA

Subject C=US,0=DigiCert Inc,OU=vwww.digicert.com, CN=Encryption Everywhere DV
TLS CA-G1
Valid from  MNov 27 12:46:10 2017 GMT
Validto MNov 27 12:46:10 2027 GMT
Uploaded Cerlificate Type 3

Serial Number  0279AC458BC1B245ABF98053CD2C9BB1

X509v3 Subject Key Identifier

5574.4F B272:4F F560BAS0:D1:DTEG51:5C9A 0187 1A DY
X509v3 Authority Key Identifier:
keyid:03:DE:50:35:56:D1:4C:BB:66:F0:A3:E2:1B:1B:C3:97:B2:3D:D1:55

X509v3 Key Usage:

Digital Signature, Certificate Sign, CRL Sign

X509v3 Extended Key Usage:

TLS Web Server Al tication, TLS Web Client Authentication

Extension

Parameter description:

Subject: Certificate subject list. For a CA certificate set, you can selecta
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subject from the drop-down list to switch certificates.
Certificate name: Name of a certificate.

Issuer: Issuer of the certificate.

Subject: Subject of the certificate.

Start time: Time when the certificate takes effect.
End time: Time when the certificate expires.
Version: Version of the certificate.

SN: SN of the certificate.

Extension: Extended information about the certificate.
Export a certificate as follows:

1. Choose Object > CAcertificate > CA.

A page appears to display imported CA certificates.

Import CA Center Ceriificate Total 2
Name Subject Certificate Type
CA_Cert_1 C=US,0=DigiCert Inc,OU=wwwv.digicert.com,CN=Encr... - Certificate ] ] B
CA_Cert_2 C=CN,0=TrustAsia Technologies, Inc,OU=Domain Va. Gertificale Tl

2. Click & to export a certificate. In the displayed dialog box, select a path to
save the certificate and click OK.

Delete a certificate as follows:
1. Choose Object > CAcertificate > CA.
A page appears to display imported CA certificates.

Import CA Center Cerlificate Total 2
Name Subject Cerlificate Type
CA_Cert_1 C=US5.0=DigiCert Inc,OU=www digicert. com,CN=Encr... Cerfificate 5] E| [
CA_Cert 2 C=CN,0=TrustAsia Technologies, Inc., OU=Domain Va... Certificate ] o] B

2. Click El to delete a certificate.

3. Click OK.
\ If the Delete button is grayed out EI the certificate is
referenced and cannot be deleted.
Note
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63.2.3 Configuring a CRL Certificate

Upload a CRL certificate as follows:

1. Choose Object > CAcertificate > CRL, and click Import CRL.

Upload CRL

Upload Files I Browse...
=

Parameter description:

Upload file: Select the CRL certificate file to be uploaded.
2. Click Submit.

Display CRL certificates as follows:

1. Choose Object > CAcertificate > CRL.

A page appears to display imported CRL certificates.

Import CRL Total 1
Name Issuer
CRL_1 C=CN,L=mayan8828828,5T=mayan8888858, 0=mayan3888888,emailAdd... (] @ i3

2. Click @ to display the information about a CRL certificate.

(= Detail - Internet Explarer _ 0[]

@ nttp://192.168.10.238/0bject/ssl/erl_cert_detail.phplid=08pu=CRL_1

CRL Details
Certificate Name CRL_1
Issuer C=CN,L-mayan8828288 ST-mayan2823288,0=mayan8288828 emailAddress=1@163.com.0
Last Update  Oct 14 03:06:03 2015 GMT
Next Update  Nov 13 03:06:03 2015 GMT

Version 2
X509v3 CRL Number:
1
X509v3 Authority Key Identifier:

BAension Pyl me:iC=CNIL i tress=1@"
serial:A3:6B:BF:0F:93:2D:4C.E5

Parameter description:

Certificate name: Name of a certificate.
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Issuer: Issuer of the certificate.

Last update: Time when the certificate was last updated.

Next update : Time when the certificate will be updated next time.

Version: Version of the certificate.

Extension: Extended information about the certificate.

Export a CRL certificate as follows:

1. Choose Object > CAcertificate > CRL.

A page appears to display imported CRL certificates.

Tota 1

Name Issuer
CRL_1 C=CN.L 0 emailadd... (5] (&] B

2. Click & to export a CRL certificate. In the displayed dialog box, select a path
to save the certificate and click OK.

Delete a CRL certificate as follows:
1. Choose Object > CAcertificate > CRL.
A page appears to display imported CRL certificates.

Import CRL Total 1

Name Issuer
CRL_1 C=CN.L o  emallAdd. . (5] (5 (3

2. Click El to delete a CRL certificate.

3. Click OK.

If the Delete button is grayed out EI the certificate is
referenced and cannot be deleted.

Note
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63.2.4 Configuring Root CA Certificate Management

Generate a root CAcertificate as follows:
1. Choose Object > CAcertificate > Root CA configuration management.

The page shows the root CA configuration center.

2.Click Generate root CA certificate. In the displayed dialog box, confirm to
overwrite the original root CA certificate. The CA certificate request page
appears.

CA Certificate Request
CN
Optional Information
Department
Organization
Location (City)

State/Province

Counfry/Region  China ﬂ
Email
Validity Period {1-7300) Day
Key Size | 1024 ﬂ

o ] e

Parameter description:
CN: Common name of a certificate.
Department: Department for the certificate.

Organization: Organization for the certificate.
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Location (city): Location of the certificate.
State/Province: State or province for the certificate.
Country/Region: Country or region for the certificate.
Email: Email address of the certificate.

Effective period: Effective period of the certificate. The value ranges from 1 to
7300, in days.

Key size: Size of the certificate key. The options are 1024 and 2048, in bits.
3. Click Update to generate a root CA certificate.

Import a root CA certificate as follows:

1. Choose Object > CA certificate > Root CA configuration manage ment.
The page shows the root CA configuration center.

CA Configuration Management

Root Certificate Management Generate CA Root Certificate Import CA Root Certificate Export CA Root Certificate View CA Root Certificate

CRL Management

CRL Peried 30 (1-30 Day) m

CRL
Issuer

C=CN,CN=ADC,L=Beiling.0=ADC &y

2. Click Import root CA certificate. In the displayed dialog box, confirm to
overwrite the original root CA certificate. The certificate import page appears.
The import modes are PKCS12 format and certificate-key separation.

The following page allows you to import a root CA certificate in PKCS12 format.

Upload CA Certificate

Uploaded Certificate Type ~ PKCS12 Format ﬂ

Certificate with Key Files I Browse...

Password
=

Parameter description:

Uploaded certificate type: The options are PKCS12 format and
Certificate -key separation.
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Certificate with key file: Select a path to save the certificate file.
Password: Password of the certificate file.

The following page allows you to import a root CA certificate with certificate-key
separation.

Upload CA Certificate

Uploaded Cerlificate Type  Cerlificate and Key Separaied ﬂ

Certificate File I Browse...
Key File I Browse...

Password
=3

Parameter description:

Uploaded certificate type: The options are PKCS12 format and
Certificate -key separation.

Certificate file: Select a path to save the certificate file.

Key file: Select a path to save the key file.

Password: Password of the key file.

1. Click Update to upload the root CA certificate.

Export aroot CAcertificate as follows:

1. Choose Object > CA certificate > Root CA configuration management.
The page shows the root CA configuration center.

CA Configuration Management

Root Cerfificate Management ‘Generate CA Root Cerificate Import CA Root Cerificate Export CA Root Certificate View CA Root Cerlificate

CRL Management

CRL Period 30 (130 Day)

CRL
Issuer

C=CN,CN=ADC,L=Beiling,0=ADC &1 @ ¥
2. Click Export root CA certificate. The Export root CA certificate page
appears. You can export a certificate in the PEM or P12 format. APEM
certificate does not have a key file.

The following page allows you to export a PEM certificate.

Export CA Certificate

Exported Cerlificate Type PEM ﬂ

3
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Parameter description:
Exported certificate type: The options are PEM and P12.
The following page allows you to export a P12 certificate.

Export CA Certificate
Exporied Ceriificate Type P12 ﬂ

Password

Parameter description:

Exported certificate type: The options are PEM and P12.

Password: Password of the exported P12 certificate.

Display root CA certificates as follows:

1. Choose Object > CA certificate > Root CA configuration manage ment.

The page shows the root CA configuration center.

CA Configuration Management

Root Cerfificate Management Generate CA Root Certificate Import CA Root Certificate Export CA Root Certificate View CA Root Certificate

‘CRL Management

CRL Period 30 (1-30 Day) m

CRL
Issuer

C=CN,CN=ADC, L =BeiJing 0=ADC & F

2. Click Show root CA certificate to display root CA certificates.
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"= Detail - Internet Explorer

= 10] x|

& httpi/1192,168.10.238 o bject/calca_cert_detailphp

Certificate Details

Certificate Name

Issuer

Subject

Valid from

Valid to

Version

Serial Number

CACert

C=CN,CN=ADC,L=Beiling,0=ADC

C=CN,CN=ADC, L=Beiling,0=ADC

Jun 5 15:09:27 2016 GMT

Jun 5 15:09:27 2017 GMT

3

B15725AFG0B284F8

482

X500v3 Basic Constraints:

CATRUE

¥508v3 Key Usage:

Digital Signature, Certificate Sign, CRL Sign

[_oiose | V

Extension

Parameter description:

Certificate name: Name of a certificate.

Issuer: Issuer of the certificate.

Subject: Subject of the certificate.

Start time: Time when the certificate takes effect.

End time: Time when the certificate expires.

Version: Version of the certificate.

SN: SN of the certificate.

Extension: Extended information about the certificate.
Manage root CA CRL certificates as follows:

1. Choose Object > CAcertificate > Root CA configuration management.

The page shows the root CA configuration center.

CA Configuration Management

Root Cerlificate Management ‘Generate CA Root Cerlificate Import CA Root Certificate Export CA Root Certificate ‘View CA Root Certificate

CRL Management

CRL Period 30 (130 Day) m

CRL
Issuer

C=CN,CN=ADC,L=Beiing.0=ADC aEH

In CRL management, you can set the automatic CRL update period in the
range 1 to 30, in days.

Display CRL certificate details as follows:
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2. Choose Object > CA certificate > Root CA configuration management.

The page shows the root CA configuration center.

CA Configuration Management

Root Cerfificate Management ‘Generate CA Root Certificate Import CA Root Cerfificate Export CA Root Certificate View CA Root Certificate

CRL Management

CRL Period 30 (1-30 Day) m

CRL
Issuer

C=CN,CN=ADC,L=BeiJing,0=ADC G B

In CRL, click E to display the details about a CRL certificate.

(= Detail - Internet Explarer - [O[x]

@ hitp://192.168.10.238/object/cafca_crl_detailphp

CRL Details
Issuer  C=CN,CN=ADC, L=Beiing,0=ADC
Last Update  Jun 5 15:09:27 2016 GMT
Next Update  Jul 5 15:09:27 2016 GMT

Version 2

X509v3 CRL Number:
1

X509v3 Authority Key Identifier:
DirName:/C=CN/CN=ADC/L=BeiJing/0=ADC
serial' B1°:57-25:AF 60'B2:84:F8

Extension

Parameter description:

Issuer: Issuer of the certificate.

Last update: Time when the certificate was last updated.

Next update: Time when the certificate will be updated next time.

Version: Version of the certificate.

Extension: Extended information about the certificate.

Export a CRL certificate as follows:

1. Choose Object > CAcertificate > Root CA configuration management.

The page shows the root CA configuration center.
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CA Configuration Management

Root Certificate Management Generate CA Root Certificate Import CA Root Certificate Export CA Root Certificate View CA Root Certificate

CRL Management

CRL Period 30 (1-30 Day) m

CRL
Issuer

C=CN,CN=ADC,L=Beling.0=ADC g ol

In CRL, click B to export a CRL file.

Update CRL configurations as follows:

1. Choose Object > CA certificate > Root CA configuration management.
The page shows the root CA configuration center.

CA Configuration Management

Root Certificate Management Generate CA Root Certificate Import CA Root Certificate Export CA Root Certificate View CA Root Certificate

CRL Management

CRL Period 30 (1-30 Day)

CRL
Issuer

C=CN,CN=ADC L =Beiling 0=ADC & &P

In CRL, click i to update CRL configurations manually.

63.2.5 Configuring User Certificate Management

Generate a user certificate reque st as follows:
1. Choose Object > CAcertificate > User certificate management.

A page appears to display user certificates.

All ﬂ Name Subject System Status
Certificate testi11111 C=CN Normal Bl =100
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2. Click Generate certificate re quest. The certificate request configuration
page appears.

Generate Certificate Request
Certificate Name
Optional Information
Department
Organization
Location (City)

State/Province

Counfry/Region = China ﬂ
Email
Key Size 1024 ﬂ

o [ o

Parameter description:

Certificate name: Common name of a certificate
Password: Password of the digital certificate.
Confirm password: Enter the password again.
Department: Department for the certificate.
Organization: Organization for the certificate.
Location (city): Location of the certificate.
State/Province: State or province for the certificate.
Country/Region: Country or region for the certificate.

Common name (domain name): Common name or domain name of the
certificate.

Email: Email address of the certificate.

Key size: Size of the certificate key. The options are 1024 and 2048, in bits.
3. Click Update to generate a certificate request.

Sign a user certificate as follows:

1. Choose Object > CAcertificate > User certificate manage ment.

A page appears to display user certificates.
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Generate Certificate Request Total 2

Al V] Name Subject System Status
Certificate  tast111111 C=CN Normal A REE R
Request a C=CN emailAddress=qa@qq com ST=qq,L=qq,0=qq,0U=qq,CN=qq Suspension =

Click B next to an unsigned user certificate request.

Revoke a user certificate as follows:
1. Choose Object > CAcertificate > User certificate manage ment.

A page appears to display user certificates.

Al [v]  Hame Subject System Status
Certificate  test111111 c=CN Normal aRERE F
Request aq C=CN,emailAddress=qa@qa.com.ST=qq,L=qq,0=qq,0U=qq,CN=qq Suspension ] ERER & B

Click next to a normal user certificate. The certificate revocation page

appears.

Certificate Invocation

Name

Invocation Reason Unspecified ﬂ

Cooms | oo

Parameter description:

Revocation reason: Reason to revoke the certificate. The options are
Unspecified, Key leaked, CAkey leaked, and Dependency changed.

2. Click Submit.
Delete a user certificate as follows:
1. Choose Object > CA certificate > User certificate management.

A page appears to display user certificates.
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‘Generale Cerfificale Request Total 2

Al [v]  Name Subject System Status
Certificate test111111 C=CN Normal & @Q@ ®
Request qq C=CN,emailAddress=qa@qq.com,ST=qq,L=qq,0=9q,0U=qg,CN=qq Suspension 5] R %] B

Click EI next to the certificate or certificate request you want to delete.

Display user certificate information as follows:
1. Choose Object > CAcertificate > User certificate management.

A page appears to display user certificates.

‘Generate Certificate Request Total 2

Al ﬂ Name Subject System Status
Ceriificate testi11111 C=CN Normal [al==] @ i3
Request aq C=CN.emailAddress=qa@aq.com.5T=qq.L.=qq,0=qq,0U=qq,CN=qq Suspension (] R (%] &

Click E—l next to the certificate or certificate request you want to check.

= Detail - Internet Explarer = ﬂ

:ﬁ http:/#192,168,10,238 object/caluser_cert_detail phpfname=test111111

Certificate Defails ~

Certificate Name  test111111

Issuer C=CN,CN=ADC L=BeiJing, O=ADC

Subject C=CN

Walid from  Oct 30 09:05:45 2018 GMT

Validto Oct 25 09:05:45 2038 GMT

Version 3

Serial Number 88A891DBAC29D133

X509v3 Key Usage:

Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment
X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication, E-mail
Protection, Code Signing, Microsoft Server Gated Crypto, OCSP Signing,
Time Stamping, dvcs

Extension

Parameter description:

Certificate name: Name of a certificate.

Issuer: Issuer of the certificate.

Subject: Subject of the certificate.

Start time: Time when the certificate takes effect.

End time: Time when the certificate expires.
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Version: Version of the certificate.

SN: SN of the certificate.

Extension: Extended information about the certificate.

Export a user certificate as follows:

1. Choose Object > CA certificate > User certificate management.

A page appears to display user certificates.

Generate Cerificate Request Total 2
Al v Name Subject System Status
Certficate test111111 C=CN Normal ) G
Request a C=CN emailAddress=0a@qa com,ST=q0.L=00,0=q0,0U=qq,CN=qq Suspension (5] R (K] B

Click [ next to a normal certificate you want to export.

63.3 Configuration Example

Description:

Upload a local certificate and the corresponding certificate chain. The local
certificate is signed by the intermediate CA, which is signed by the root CA.

Method:

To ensure that the certificate is signed by the root CA, you must upload a digital
certificate and a certificate chain (root CA certificate and intermediate CA
certificate).

Procedure:

1. Obtain a root CA certificate and an intermediate CA certificate, and prepare a
certificate chain based on the two certificates.

2. Choose Object > CAcertificate > Local certificate.

3. Click Import local certificate. Import a local certificate in the specified
format.

Upload Local Certificate

Uploaded Ceriificate Type Ceriificate and Key Separated ﬂ

Certificate File IC:\.UserS\ixia\.DesktopH 024_client.cer Browse...

Key File IC:\.UserS\ixia\Desldop\1 024_client key Browse...

Password sssses

4. Choose Object > CAcertificate > CA.
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5. Click Import CA center certificate . Import the certificate chain file to the CA.

Upload CA Certificate

Uploaded Ceriificate Type  Cerfificate List ﬂ
CA Certificate List File IC:\Usersiixia‘.Desktop‘uzhengshulian.cel Browse...

I e

63.4 Troubleshooting

63.4.1 Failed to Import a Certificate Chain

Symptom A certificate chain fails to be imported.

Analysis 1. The certificate chain is incorrect.
2. The certificate chain does not have a root CA certificate.
Solution 1. Check that each level of the certificate chain can be verified.
2.

Check that the certificate chain has a root CA certificate.
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64 Log Management

64.1 Overview

The logs displayed on RAVEN 5000 firewalls are classified into five categories:
system event, audit event, VPN event, configuration audit, and security event.

Local logs and email logs are provided in the standard syslog format, allowing

you to monitor the system operating status.

64.2 Configuration

64.2.1 Default Configurations

Parameter Default Value Remarks

Local log filter Disabled The default value can
be changed.

Email log filter Disabled The default value can
be changed.

Syslog filter Disabled The default value can
be changed.

Syslog server Disabled The default value can
be changed.

Syslog server port 514 The default value can

be changed.

64.2.2 Configuring a Syslog Server

Choose Log > Log management > Log server. The following page appears.

490
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Configure

Enable the Syslog server

Server1
IP Address
Port | 514 (1-65535)
Server2
IP Address
Port | 514 (1-65535)
Server3
IP Address
Port | 514 (1-65535)

Parameter description:

Enable syslog server: Check this box to enable a syslog server.
IP address: IP address of the syslog server.

Port: Port number of the syslog server.

Server 1, Server 2, and Server 3 indicate the syslog servers that can receive
logs. They are independent of each other.

Procedure:

1. SetIP address.

2. SetPort.

3. Check the Enable syslog server box.
4. Click OK.

64.3 Configuring Log Filter

Choose Log > Log management > Log filter. The following page appears.
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Log Filtering

Unified Settings

= System Event
System Event
Alarm Event
Interface Information
HA Event
VRRP Event
Health Check Event
OSPF Event
RIP Event
BGP Event
DHCP Event
DNS Proxy Event

# Audit Event

% Security Event

* VPN Event

Parameter description:

Module name: Name of a module.

Local log: Check this box to enable the local log feature and the log level.
Syslog: Check this box to enable the syslog feature and the log level.
Email log: Check this box to enable the email log feature and the log level.
Procedure:

1. Select a module, and enable the local log feature and the log level.

2. Select a module, and enable the syslog feature and the log level.

3. Select a module, and enable the email log feature and the log level.
4

Click OK.

\ 1. Log filter takes effect for logs at the specified level and above.

Note 2. Log filter only covers some of the modules that send logs.
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64.4 Precautions on Log Configuration for Some Modules

For some modules, logs can be generated only after log filter is enabled and
logging is also enabled in the module.

NAT (info level): To report NAT logs, you must enable NAT logging in log filter
and enable logging in NAT configuration. Only logs of the Info level are reported.
See the following figure.

Destination Address Translation || Static Address Translation | Cross-protocol Translation

Configure
Not Translate
Translation Type IPvd to IPvd -
Source Address -Address—— -
Target Address Address———— =
Service -Pre-defined Service—..
Cutbound Interface gel/o -

Source Address After

Translation CQutbound Interface Address

UnitID 1 4

Description

Log [«

EdESD

For anti-attack, antivirus, intrusion prevention, and web protection, you must
enable logging in protection policies.
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Configure

Address Type  IPv4 A

Inbound Interface/Security Zone any A

Source Address any v

Destination Address any A

Service an, v

User an v

Time Schedule always b 4
Attack Defense Log
Virus Protection Log
Intrusion Prevention ————Intrusion Protection- ¥ Log
Web Protection ———\Web Protection— v Log

Threatintelligence ———Threatintelligence— v Log (Enabling this function requires configuring the DNS server)

ERE=

For QoS (flow control) policies, you must enable logging during policy
configuration.

For application control, web control, and session control, you must enable
logging intemally.

64.5 Monitoring and Maintenance

64.5.1 Displaying Logs

The logs displayed on RAVEN5000firewalls are classified into five
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categories: system log, audit log, VPN log, configuration audit, and security log.
System logs include system events and network services. Audit logs include
NAT events, flow control, application control, web control, session control, and
web authentication. Security logs include firewall policies and anti-attack.
Anti-attack logs are classified into anti-flood, anti-scan, antivirus, intrusion
prevention, web protection, anti-DDoS, anti-ARP attack, and blacklist. To view
logs of a specific category, select the category in Log. On the category tab, you
can set filter criteria to display logs of a specific level that are generated for a log
module during a specified period.

You can view and modify the log content and settings of configuration audit only
as an audit user.

The log feature and format are the same for system logs, audit logs, security
logs, VPN logs, and configuration audit. System logs are used as an example.

Choose Log > System log > System event. The following page appears.

| Wamng

Parameter description:

Time: Time when the log is generated.
Level: Level of the log.

Type: Module type of the log.
Message: Content of the log.

Statistics: Number of logs under a category.

Click to export logs in the TXT, XML, and CSV formats. Filtered and
unfiltered logs can be exported.

Click to refresh log messages.

Click to clear all the logs under a category.
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. T Condition Filtering . L . .
Click to set the filter criteria. For details, see section

64.5.2. "Setting Log Filter Criteria."

1. Logs are classffied into five categories: system event, audit
\ event, VPN event, configuration audit, and security event. For
Note details about log configuration under the audit event, VPN
event, configuration audit, and security event categories, see
the log configuration under the system event category.

2. You can view configuration audit logs only as an audit user.

64.5.2 Setting Log Filter Criteria

On the log display page, you can set filter criteria to display specified logs. If no
filter criteria are set, all logs are displayed. To cancelfilter criteria, click Reset.

Choose Log > System log > System event and click Filter criteria. The
following page appears.

Filtering Conditions

Type Al

Level All hd

Source IP Address

Destination [P
Address

Time

G [ T o]

Type: Log module to be displayed.

Level: Log level. The default value is Any, indicating all log levels. If you select
a level, only logs of the level are displayed.

Source IP address: Source IP address that triggers logging. You can enter an
IP address or a network segment address with a mask.

Destination IP address: Destination IP address that triggers logging. You can
enter an IP address or a network segment address with a mask.

Time: Period during which logs are generated.
Procedure:

1. Set Type.
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2. Set Level.

3. Set Source IP address.4. Set Destination IP address.
5. Set Time.
6. OK

64.6 Configuration Example

64.6.1 Configuring Syslog for the Health Check Module

Description:
Configure the health check module to send logs to the syslog server.

Network diagram:

192.168.31.150/24 Syslog server

192.168.31.155

Procedure:

1. Choose Log > Log management > Log server. The following page appears.

Configure

Enable the Syslog server |«

Server1
IP Address | 192.168.10.155
Port | 514 (1-55535)
Server2
IP Address
Port | 514 (1-65535)
Serverd
IP Address
Port | 514 (1-65535)
=]
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2. Set parameters.

Set IP address to the IP address (192.168.31.155) of the syslog server. Set Port to
the port number (514) of the syslog server.Select Enable syslog server.

3. Click OK.
4. Choose Log > Log filter. The following page appears.

Log Filtering
Local Logs Sysiog Logs E-mail Alam

Unified Settings @ v v

= System Event
System Event v Notification v v Information v
Alarm Event v Notification v ‘ Information ¥
Interface Information v Notification v ¢ Information ¥
HA Event v Notification v e Information v
VRRP Event v Notificaton v v Information v
Health Gheck Event v Notification v ? Information ¥
OSPF Event v Notification v ¢ Information ¥
RIP Event v Notification v e Information v
BGP Event @ Notification v v Information v
DHGP Event v Notification v ? Information ¥
DNS Proxy Event v Notification v ¢ Information ¥

® Audit Event
& Security Event
& VPN Event

5. Set Parameters

Click OK.

A After health check is performed, the syslog server displays logs

generated by the health check module.
Notice

64.7 Troubleshooting

64.7.1 The Syslog Feature Fails

Symptom The syslog server does not display corresponding module logs.
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Analysis

—_

Check whether the IP address and port number of the syslog
server are correct.

Check whether the log category and level are specified on the
syslog server.

Solution 1.

Set the IP address and port number of the syslog server
correctly.
Specify the log category and level on the syslog server.

64.7.2 The Email Log Feature Fails

Symptom No email with corresponding module logs is sent.

Analysis 1. Check whether the alert email parameters are correctly set.
2. Check whether the email log feature is enabled for the
module.
3. Check whether the generated logs are at the alert level or
above.
Solution 1. Set the alert email parameters, email sending route, and DNS
correctly. Ensure that the test email is successfully sent.
2. Enable the email log feature for the module.
3. Ensure that the generated logs are at the alert level and

above. No email is sent if the logs are not at the alert level.
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65 System Configuration

65.1 Overview

This chapter describes the basic firewall configuration for management

purposes. The system configuration includes the following:

1.

Device. You can configure the host name, administrator login limit, and
real-time saving of web configurations.

System monitoring. You can configure the monitoring thresholds of system
resources such as memory and CPU. When a threshold is exceeded, logs
are sent to administrators so that they know the device status.

Time configuration. You can configure the system time and time zone. The
system time can be set manually or obtained from an NTP server.

DNS configuration. You can configure a DNS server to resolve domain
names. The domain name of the NTP server is resolved by the DNS
server.

Backup and restoration. You can import existing configurations to facilitate
operation, or export configurations for future use or for use by other
devices.

Alert email configuration. You can configure to send logs of the email type
or send feedback via email.

Feedback. Specify the receiver and content of feedback.

Device restart. You can restart the device, or restore the default settings
and restart the device.

Operation record. You can record the firewall operation information for
troubleshooting.

65.2 Configuration

65.2.1 Device Configuration

Procedure:

Choose System > Configuration > Device.
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Local HTTP service management port: The default value is 80, which need
not be modified normally. You can modify it when necessary.

Local HTTPS service management port: The default value is 443, which need
not be modified normally. You can modify it when necessary.

Host name: Name of the device.

Save configurations in real time: After you check this box, web configurations
will be saved in real time.

Administrator uniqueness check: After you check this box, an administrator
can log in to only one PC at a time.

Page timeout period: Users automatically log out when no web operation is
performed during this period. The default value is 10 minutes.

Online administrators: Maximum number of administrators that can log in at
the same time. The default value is 4.

Maximum login attempts per administrator: The default value is 5 times.

Block duration after failed administrator login: Duration for which an
administrator is prevented from logging in when the maximum login attempts
threshold is reached.

Procedure:

1. If the device's HTTP or HTTPS service management port is not the default
80 or 443, you can set Local HTTP service manage ment port or Local
HTTPS service management port. Normally, use the default value.

2. Set Host name. The default value is Host.

3. If you want to save configurations in real time, select Save configurations
in real time.

4. If you want to prevent the same administrator from logging in to different
PCs at the same time, select Administrator uniqueness check.
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5. Set Page timeout period. The default value is 10 minutes.
6. Set Online administrators.
7. SetMaximum login atte mpts per administrator.

8. Set Block duration after failed administrator login.

9. Click Submit.

65.2.2 System Monitoring

Choose System > Configuration > System monitoring.

 Configure

o

On the displayed page, you can set CPU usage, Memory usage, Traffic,
Connections, and Packet size, and configure logging when the threshold is
reached. By default, logs are sent every 5 minutes.
Procedure:
1. Set CPU usage, indicating the average usage of service core.
2. SetMemory usage, indicating the usage of shared memory.
3. Set Traffic.
4. Set Connections.
5. Set Packet size.
6. Select a log type. The options are Local log, Syslog, and Email log.
Syslogs are sent to a log module. You must configure a syslog server. Logs can
be sent via email to the configured address.
7. Click Submit.
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% Configure

A Alarm Configuration Y Alarm Condition G Local Logs @ Syslog Logs i E-mail Alarm
CPU Usage a0 % 4 v v
o0 v v v
0 ’C v v v
raff 0 byt v v v
Number of Connections -0 v V] V]
Packet Size -[ o byte v v v

65.2.3 Time Configuration

Choose System > Configuration > Time configuration.

£ Configure

System Time FriJan 11 14:24:05 2018

Time Zone G 08: 00 Beijing Chongaing Urumai Hong Kong Special Administrative Region
Configuration Mode (@) Manual Configuration Synchronize with NTP Server [[S]
Time 2019-01-11 142405 g

System time: Current system time.

Time zone: Time zone where the device is located.

Configuration mode: The options are Set manually and Synchronize from

NTP server.

Procedure:

1. Set Configuration mode. Select Set manually or Synchronize from NTP

server.

2. If you select Set manually, enter time.

3. If you select Synchronize from NTP server, specify the NTP server

domain name and synchronization interval.
Configure a default route and DNS in advance.

4. Click Submit.

£} Configure
System Time Fri Jan 11 14:24:05 2013 © Refresh
Time Zone GMT+ 08: 00 Beijing Chongging Urumgi Hong Kong Special Administrative Region
Configuration Mode Manual Configuration () Synchronize with NTP Server [ ey
Server 210.72.145.44
Synchronization Interval 5
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65.2.4 DNS Configuration

Choose System > Configuration > DNS.

£ Configure
Preferred DNS server: Enter a DNS server address.
Alternate DNS server: Enter a DNS server address.
Domain name: Enter a domain name to test whether the DNS servers are
available. Check whether the DNS servers are reachable in advance.
Procedure:
1. Set Preferred DNS server.
2. Set Alternate DNS server.
3. Click Submit.

£ configure

65.2.5 Backup and Restoration
Choose System > Configuration > Backup and restoration.

£ Configure

‘D Restore
Import System Configuration

Restore Backup Profile fo Primary Profile

& Backup

System Configuration Export
Copy Primary Profile 10 Backup Profile € Backup
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Import system configurations: Select a configuration file to be imported.

Restore the backup configurations to the main configuration file: Overwrite
the main configurations with backup configurations.

Export system configurations: Export a configuration file.

Copy the main configuration file to the backup configuration file: Back up
the main configurations.

65.2.6 Alert Email Configuration

Choose System > Configuration > Alert email configuration.

SMTP server: Mail server address.

SMTP server port: Port number of the mail server.

Security link: Check this box to enable security link.

Sender email: Email address of the sender.

Authentication: Check this box to enable mail authentication.
SMTP user: User name of the sender for email login.
Password: Password of the sender for email login.

Testemail address: A test email is sent to this address to check whether itis
reachable.

Minimum sending interval: Minimum interval at which log messages are sent
via email. The value ranges from 1 to 60, in minutes.

Receiver email: Email address of the receiver. Separate multiple email
addresses with semicolons (;).

Procedure:

1. Set SMTP server.
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Set SMTP server port. The default value is 25.
Select Security link as needed.

Set Sender email.

Select Authentication as needed.

Set SMTP user.

Set Password.

Set Minimum sending interval.

© ® N o g &~ N

Set Receiver email.

10. Click Submit.

65.2.7 Feedback

Procedure:

Choose System > Configuration > Feedback.
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£ Configure

Receiver: Email address of the receiver.
CC: CC of feedback.

Subject: Email subject.

Description: Problem description.
Contact: Name of a contact.

Address: Address of the contact.

Tel: Phone number of the contact.

Retrieve device info: Check this box to send the device configurations and
operation information to the receiver and CC.

Procedure:

Complete the settings in section 65.2.6 "Alert Email Configuration" and ensure
that a test email is successfully sent in advance.

1. Set Receiver.

. Set CC.

. Set Contact, Address, and Tel.

. Set Subject.

. Set Description.

. Select Retrieve device info as needed.

. Click Submit.

N OO o~ W N
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L Configure

# Configure

Extract Device Information Send device configuration and running information to recipientand copy to relevant persons

65.2.8 Device Restart

Choose System > Configuration > Device restart.

On the displayed page, you can choose to restart the device, access the virtual
USG management system, or restore the default settings and restart the device.

65.2.9 Device Operation Record

You can configure device operation records, export log files of device operation
records, and export system operation logs. The health status of device
operation is recorded.

Configure device operation records: This function is used to configure device
operation records to generate operation logs.

Export log files of device operation records: This function records the real-time
information about the device, including the version, interfaces, and traffic. You
can export logs and compressed files.

Export system operation logs: You can export system operation record files as
encrypted compressed packages.

Procedure:

1. Choose System > Configuration > Device operation record. Click the
Configuration tab.
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Parameter description:
Record device operating status: Check this box to enable the function.

Generation interval: Interval at which information is recorded, including the
version, interfaces, and traffic. A new log file named after date is generated
every day.

Save time : Record duration, in days. If it is set to 3, information is recorded for
three consecutive days, and three log files are saved to a disk. Earlier files are
overwritten by new files.

2 Click Submit after you complete the settings.

The record function is only available in a device with a disk.

Export device operation records as follows:
Procedure:

1. Choose System > Configuration > Device operation record. Click the
Export tab.

Configure | Export |

& Export

£ Log File Export

Log File 2018-06-23.log 2018-06-24 log 2018-06-25.log

= System Running Log

System Running Log Export

Parameter description:
Export log files: Export log files on one or more days.

Export system operation logs: Export system operation logs.
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65.3 Configuration Example

65.3.1 Configuring and Exporting Device Operation Records

Description:

Set Generation interval to 60 and Save time to 3 days, and enable the device
operation record function. Export the generated log files.

Procedure:

1. Choose System > Configuration > Device operation record. Click the
Configuration tab.

£ Configure

Day

2. Click Submit after you complete the settings.

3. Choose System > Configuration > Device operation record. Click the
Export tab.

4. Select the log file to be exported and click Export
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66 Administrator

66.1 Overview

RAVEN 5000 firewalls support the use of local user databases and support user
authentication using the RADIUS server and LDAP server. (1) You can add the
user name to the firewall's user database, and set a password to allow the user
to perform authentication using the intemal database. (2) You can add a RADIUS
server and select RADIUS to allow the user to perform authentication using the
specified server. (3) You can add an LDAP server and select LDAP to allow the
user to perform authentication using the specified server. After a user enters the
correct user name and password, the user is successfully authenticated.

If RADIUS is selected and the entered user name and password match those
on the RADIUS server, the user is successfully authenticated.

If LDAP is selected with LDAP support configured and the entered user name
and password match those on the LDAP server, the user is successfully
authenticated.

66.2 Administrator Configuration

66.2.1 Configuring an Administrator

You can configure an administrator for authentication.

Choose System > Administrator > Administrator.
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User Name

RADIUS LDAP

User name: Administrator name.
Description: Administrator description.

ACL: Access control list (ACL) of the administrator. The default ACL contains
audit, admin, and useradmin. You can select a custom ACL.

Type: Type of administrator authentication. The options are Password,
RADIUS, and LDAP.

Password: If you select this option, the user name and password

A_ of the created user are saved locally. Enter the same password in
Notice  password and Confirm password.

RADIUS: If you select this option, only the user name is saved

locally. The user must perform authentication on a specified

RADIUS server and must exist on the server. Select a RADIUS

server from the drop-down list.

LDAP: If you select this option, only the user name is saved

locally. The user must perform authentication on a specified LDAP

server and must exist on the server. Select an LDAP server from

the drop-down list.
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Management IP address/Mask #1: Network segment where users are allowed
to log in.

Management IP address/Mask #2: Network segment where users are allowed
to log in.

Management IP address/Mask #3: Network segment where users are allowed
to log in.

66.3 RADIUS Server Configuration

With RADIUS configured, when a user is configured to use a RADIUS server for
authentication, the firewall connects to the server for authentication.

66.3.1 Configuring a RADIUS Server

Choose Object > Authentication server > RADIUS and click New.

Configure
Name  radius
Server IP Address  1.2.36
Server Password | sssse

Authentication Port 1812

[ sunit | cancal |
Name: Name of a RADIUS server.
Server IP address: IP address of the RADIUS server.

Server password: Shared key of the RADIUS server.

Authentication port: Port of the RADIUS server for authentication. The default
value is 1812.

Click the RADIUS configuration tab of Authentication server
“Note tolist all the configured RADIUS servers.
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66.4 LDAP Server Configuration

With LDAP configured, when a user is configured to use an LDAP server for
authentication, the firewall connects to the server for authentication.

66.4.1 Configuring an LDAP Server

Choose Object > Authentication server > LDAP and click New.

Configure
MName

Server IP Address

(]

Port | 389
Distinguished Name | cd=lucky
Administrator | cn=users

Password

EEEE

Name: Name of an LDAP server.
Server IP address: IP address of the LDAP server.
Port: Port of the LDAP server for authentication. The default value is 389.

Distinguished name: Start position to search data on the LDAP server. For
example, if user 2 exists in the users container in the test.com path of the
LDAP server, then enter dc=test, dc=com.

Administrator: User with the administrator role on the LDAP server. For
example, if the user name and password used to log in to the LDAP server are
administrator and 111111, and the user exists in the users container in the
test.com path of the LDAP server, then enter
cn=administrator,cn=users,dc=te st,dc=com for Administrator and 111111
for Password.

Password: Password of the user with the administrator role on the LDAP
server.
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Click the LDAP tab of Authentication user to list all the
“Note configured LDAP servers.

66.5 Monitoring and Maintenance

66.5.1 Displaying Administrator Information

Choose System > Administrator > Administrator to display administrator

information.
=)
A page appears to show the user names, management addresses, ACLs, and
description.
66.5.2 Displaying RADIUS Server Information
Choose Object > Authentication server > RADIUS to display RADIUS server
information.
| ‘ O e |
raclil\; 4“*23»5 - ';*2 &
A page appears to show RADIUS server names, IP addresses, and ports.
66.5.3 Displaying LDAP Server Information
Choose Object > Authentication server > LDAP to display LDAP server
information.
3 d s 4 o m
\:\3‘\3‘“ “"" 2 o 3;9 c:;:m;,' S &
A page appears to show LDAP server names, IP addresses, ports, and
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distinguished names.

66.5.4 Displaying Online Administrator Information

Choose System > Administrator > Online information to display online
administrator information.

Online User Blocked User

A page appears to show information about online administrators and blocked

administrators.

66.6 Troubleshooting

66.6.1 A System User Fails to Pass RADIUS Authentication

Symptom A RADIUS user fails to log in to a T-series firewall.

Analysis 1.
2.

The password is incorrect.

The RADIUS server is incorrectly configured. For example,
the shared key or IP address is incorrect.

The RADIUS server cannot be connected. For example, it
cannot be pinged.

The user does not exist on the RADIUS server.

Solution 1.

Check the user name and password, and enter them
correctly.

Modify the configurations of the RADIUS server.
Ensure that the firewall communicates with the RADIUS
server normally and the ping test is successful.

Add the user to the RADIUS server.
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67 Version Management

67.1 Version Management

67.1.1 Managing Versions

1. Choose System > Version management > Software version.

% Configure

Select an upgrade package and click Upgrade to upgrade the version. The
page lists the latest 10 upgrade records in the lower part.

Procedure:
1. Select an upgrade package.
2. Click Upgrade.

3. Inthe displayed dialog box, click OK to start upgrade, or click Cancel to
cancel the upgrade.

67.1.2 Upgrading the Feature Database

The feature database can be upgraded manually or automatically.

\ The feature database of the latest version is loaded by default.
Note

Choose System > Version manage ment > Feature database version. The
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following page appears.

D immediate Upgrade

Upgrade file type: Select the type of the feature database to be upgraded.
Manual upgrade:

File: Select a feature database file and click Upgrade.

\ Ensure that the upgrade file is a valid feature database file.
Note

Automatic upgrade:

Default upgrade server: Set the upgrade server as the default upgrade server.
Specify an upgrade server: Set the upgrade server address.

Periodic upgrade: Enable periodic automatic upgrade.

Weekly: Select weekdays.

Monthly: Select months.

Time: Time of automatic upgrade.

Click Submit after you complete the settings.

Upgrade now: Start automatic upgrade immediately.
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68 License Management

68.1 Overview

Some add-on modules of RAVEN 5000 firewalls are controlled by licenses. If
licenses are not imported, these modules cannot be configured and take effect.
The following modules are controlled by licenses: intrusion prevention feature
database, antivirus feature database upgrade, application feature database
upgrade, URL category feature database upgrade, and virtualization.

68.2 License Import

Choose System > License manage ment. The following page appears.

Update Authorization Hardware [D: 100013002000001901020576
Mod mation

Click Update authorization. Copy and paste an official license code in the text
box.

Input Authorization Code

EE3E=D

Click Submit.
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Note

Afailure message is displayed if the license code is invalid. If
the license code is valid, the page shows the module's license
information.

68.3 License Trial Use

520

Click Trial use in License management to activate license trial use. A page

appears to show the precautions on license trial use.

Warning

Precautions for Trial Use
Authorization

1. Three-month (0-gay) free tial use of all functions of this product is authorized. The functions of products for trial use are complstely the same as those of officially
autharized products

2.The e authorization ¢an be activated at any time. However, it can be activated once only. Ater the authorization expires, you need to apply for formal authorization
since ule cannotbe used.

3. You can still activate the trial use authorization after you purchase the formal authorization. The authorization will be extended for three months based on the formal
authorization
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69 High Availability

69.1 Overview

High availability (HA) is a technique to ensure high network reliability by allowing
two firewalls to work in active/standby or active/active mode based on different
networking requirements.

In active/standby mode, the active firewall forwards traffic, whereas the standby
firewall is in the non-operating state but keeps the same configurations with the
active firewall and monitors its running status. Once the active firewall
encounters failures such as power-off and system crash, the standby firewall
takes over the active one to forward fraffic, thus ensuring service continuity.

In active/active mode, two firewalls forward traffic. The traffic distribution ratio
depends on the routing configurations of neighboring network devices and the
firewall configurations, such as floating IP addresses. Each firewall forwards the
traffic with the same unit ID.

The two firewalls send heartbeat packets using configured IP addresses to
detect the peer's running status. Firewalls support switchover conditions based
on gateway monitoring, interface monitoring, and link aggregation monitoring. If
an operating firewall finds its monitoring status is of lower priority than the peer, it
enters the standby state, and all traffic is taken over by the other firewall.
Preemption is supported in active/standby mode. You can specify active and
standby firewalls. Normally, the active and standby states are determined by
configurations.

This chapter describes how to configure HA on the web-based management
page.

69.2 Basic HA Configurations

Web Ul

The basic HA configurations of a firewall include the operation mode, heartbeat
address, and unit ID.

Procedure:

Choose System manage ment > High availability > Configuration. Go to the
Configuration page.
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£ Configure

Operation mode: HA operation mode. The options include Active/Standby and
Active/Active.

Preferred communication address: HA heartbeat communication address,
used to send and receive heartbeat packets. A local address must be a local
interface address. A non-service interface address is recommended.

(Optional) Alternate communication address: Alternate communication
address for HA heartbeats. After an alternate communication address is
specified, the preferred and alternate addresses send and receive heartbeat
packets to ensure communication between two firewalls.

Unit ID: Unit ID of a firewall in cluster mode. The optional values are 1 and 2.
The default value is 1.

Preemptive mode: Preemption status in HA active/standby mode. After
preemption is enabled, select active preemption or standby preemption. When
the monitored objects are normal, this option determines which firewall takes the
active role and which one takes the standby role. It is disabled by default.

Heartbeat sending interval: Interval at which heartbeat packets are sent
between two firewalls. The value ranges from 1s to 3s. The default value is 3s.

Click OK.

f 1. The communication addresses of the two firewalls must
be configured in pair, and they cannot be specified as the
Notice floating IP addresses of interfaces.

2. The unit IDs of two firewalls in active/active mode must
be different.

3. The preemptive modes of two firewalls in active/standby
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mode must be configured in pair.
4. The heartbeat sending intervals of the two firewalls must
be the same.

69.3 Configuring Synchronization

The HA feature supports manual and automatic synchronization of
configurations between firewalls, which reduces the configuration workload and
ensures consistent configurations between two firewalls.

Procedure:

Choose System > High availability > Configuration synchronization. Go to
the configuration synchronization page.

Local address: Local address to receive configurations. The firewall will listen
to this address.

Peer addre ss: Address to which the firewall sends local configurations.

Monitor synchronization in real time: Check this box to enable periodic
detection of consistent configurations at the local and peer end. The default
detection interval is 1 minute.

Automatic synchronization: Check this box to automatically synchronize
configurations to the peer end.

Click OK.

\ 1. The local and peer addresses can be the same as the HA
communication addresses, but they cannot be specified as

Note the floating IP addresses of interfaces.

2. After you specify the local and peer addresses, you can
manually synchronize configurations on the HA monitoring
page.

Web Ul 523
Release 1.0 10/2020



3. If Monitor synchronization in real time is selected, the HA
monitoring page displays the monitoring results.

4. Real-time monitoring can be enabled on either firewall.
The following configurations are not synchronized: HA
configurations, dynamic routes, CA certificates, VRRP, and
configurations in Network configuration * <dnterface* .

69.4 Configuring Connection Synchronization

Connection synchronization includes Layer-4 flow synchronization. It protects
established connections during failure switchover.

Procedure:

Choose System > High availability > Connection synchronization. Go to the
connection synchronization page.

=]
Preferred communication address:
Local: Source address that sends connection synchronization packets.
Peer: Destination address that sends connection synchronization packets.
Alternate communication address:
Local: Source address that sends connection synchronization packets.
Peer: Destination address that sends connection synchronization packets.

Alternate communication address is optional. When packet sending fails
using the preferred address, the altemate address is used, improving the
reliability of connection synchronization. With connection synchronization
enabled, if there are many connections to be synchronized, the device
performance will be seriously affected.

69.5 Configuring HA Monitoring

HA monitoring is divided into gateway monitoring, interface monitoring, and link
aggregation monitoring. The device running status is monitored in real time.
When a failure is detected, the device status is switched to ensure service
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continuity.

69.5.1 Configuring Interface Monitoring

Procedure:

Choose System > High availability > Fault dete ction. Click the Interface
monitoring tab.

Link Aggregation Monitoring || Gateway Monitoring

e [
Click New.
el | Link Aggregation Monitoring || Gateway Monitoring
Configure
Interface gel2 v
Expiration Time 3 (0-3600)8econds

) Ea

Interface: Name of the physical interface or VLAN interface to be monitored.
You can monitor all the important VLAN interfaces and physical interfaces
except the management interface. The Up and Down states of physical
interfaces or VLAN interfaces are monitored. It is recommended that you
monitor the upstream and downstream interfaces directly connected to the
device. Failure of these interfaces will cause service interruption, in which case
failure switchover is required.

Timeout period: Wait time after a fault is detected, which is intended to avoid
frequent switchover between the Up and Down states of an interface within a
short time, which may cause frequent switchover of the HA status and make the
device instable.

1. Select the interface to be monitored.
2. Set Timeout period.
Click Submit.
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69.5.2 Configuring Link Aggregation Monitoring

Procedure:

Choose System > High availability > Fault detection. Click the Link
aggregation monitoring tab.

nitoring Gateway Monitoring

- |

mbe Number of Avail...  Minimum Numb.

Click New.

ST [ Link-Agareaation Monitoring. e T Ty Ao
Interface Monitoring 4 20 onitorin Gateway Maonitoring
Configure

Link Aggregation i A

Minimum Mumber of Available
Members

0 (0-100}

Link aggregation: Select the link aggregation interface to be monitored.

Minimum available members: Enter the minimum number of available
members of the link aggregation interface. When the available members are
less than this value, the link aggregation interface is faulty.

1. Select the link aggregation interface to be monitored.
2. SetMinimum available members.

3. Click Submit.

69.5.3 Confiquring Gat Monitoring

Procedure:

Choose System > High availability > Fault detection. Click the Gateway
monitoring tab.

Interface Monitaring || Link Aggreg Monitoring

o0 [

Monitoring Address Health Check UnitID

Click New.

526 Web UI
Release 1.0 10/2020



Interface Monitoring Link Aggregation Monitoring | Gateway Monitoring. |
Configure
Gateway Address
UnitiD 1 v

Health Check Select v

=0 B

Gateway address: Select the gateway address to be monitored.

Unit ID: Identifies the device ID in gateway monitoring in active/active mode.
Monitoring takes effect when the unit ID is the same as the device ID. When the
unit ID is different from the device ID, monitoring takes effect only in active A
mode.

Health check: Select the desired health check template from the drop-down list.
For how to configure a health check template, see chapter 62 "Health Check."

1. Select the gateway address to be monitored.
2. Select the ID of the device to be monitored.
3. Select a health check template.

4. Click Submit.

69.6 HA Status Control

Choose System > High availability > Monitoring. A page appears to display
the HA status at the local and peer end.

HA State Information

mayan238 host23g
Active Standby

Health Check UnitiD Manitoring State

Link Aggregation Name Number of Members Minimum Number of Available Members Number of Active Members Monitoring State

Synchronize configurations to the peer: Click this button after completing
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configuration at the local end to synchronize the configurations to the peer end.

Active/Standby switchover: Click this button to enable active/standby
switchover when the peer device exists. The active device enters the standby
state, and the standby device takes over the active device.

Check configurations: Click this button to check whether configurations are
synchronized between the local and peer end.

1. After you click Synchronize configurations to the peer,
A the page will return synchronization results after a time. Do
Notice not leave the page before results are returned.

2. After configurations are synchronized to the peer end,
restart the peer device to make the configurations take
effect.

3. Active/Standby switchover is not supported in active/active
mode.

4. Active/Standby switchover is not supported in
active/standby mode if preemption is configured.

69.7 Configuration Examples

69.7.1 Example 1: Configuring the Basic Active/Standby
Settings

Description:

Configure FW_A and FW_B separately to enable them to work in active/standby
mode and negotiate the active state and standby state properly. You can
configure FW_A as the active device and configure the HA module of FW_B.
Then synchronize configurations from FW_A to FW_B manually. Enable real-
time synchronization monitoring and floating MAC address mapping.

Procedure:

1. Configure FW_A: Choose Network > Interface > VLAN. Go to the VLAN
list page and click New to configure the interface IP address required by
HA.
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Tag: VLAN ID. Enter 1.

IP address: Enter 3.3.3.11.

Mask: Enter a 24-bit mask.

Floating IP address: Uncheck this box.

Interface selection: Select physical interfaces and add them to the VLAN in tag
or untag mode.

For details about other parameters, see related sections.

2. Click Update to create IP address 3.3.3.11. Repeat the preceding
procedure to create IP address 9.9.9.7. Bind 3.3.3.11 to VLAN 1 as the
heartbeat address of the active device, and bind 9.9.9.7 to VLAN 2 as the
heartbeat address of the standby address.

3. Configure FW_A: Choose System > High availability > Configuration. Go
to the Configuration page.
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£ Configure

Active-Standby

Preemptor Active

Operation mode: Select Active/Standby.

Preferred communication address: Use 3.3.3.5 created in Steps 1 and 2 as

the local communication address. Create IP address 3.3.3.3 on the peer device.

Alternate communication address: Use 9.9.9.7 created in Steps 1 and 2 as
the local communication address.

Create IP address 9.9.9.7 on the peer device.
Unit ID: Enter 1.

Preemptive mode: Select Active preemption so that FW_A becomes the
active device.

Heartbeat sending interval: Enter 3. A heartbeat packet will be sent every 3s.

Floating MAC address: You can enable or disable floating MAC address
mapping.
4. Configure FW_A: Choose System > High availability. Go to the

configuration synchronization page.

{3 Configure

Local address: Enter the same IP address as the preferred communication
address. You can also repeat Steps 1 and 2 to create an IP address.

Peer address: Create IP address 3.3.3.3 on the peer device.

Monitor synchronization in real time : Check this box to enable monitoring of
different configurations between the local and peer end.
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5. Configure FW_A: Choose System > High availability. Go to the
connection synchronization page.

£ Configure

Preferred communication address: Reuse the alternate communication
address 9.9.9.7 as the local address. Configure IP address 9.9.9.9 on the peer
device.

(Optional) Alternate communication address: It is not set in this example.

Synchronize connection: Check this box to synchronize connection
information in real time.

6. Configure FW_B in the same way as FW_A.
The configuration of the HA active/standby mode is complete.

7. Choose System > High availability > Monitoring to display HA monitoring
results.

8. Choose System > High availability > Monitoring to check HA status
management.

Synchronization Configuration to Peer End Detection Configuration

Synchronize configurations to the peer: Click this button after completing
configuration at the local end to synchronize the configurations to the peer end.
After configurations are synchronized, restart the peer device to make the
configurations take effect.

Active/Standby switchover: Click this button to enable the active device to
enter the standby state and the peer device to enter the active state. You can
switch between the active and standby states manually. This button is grayed
out if preemption is enabled.

Check configurations: Click this button to check whether configurations are
consistent at the local and peer end. If not, synchronize the configurations.

This completes the basic configuration of the HA active/standby mode. If you
want to configure fault monitoring, then configure interface monitoring, link
aggregation monitoring, or gateway monitoring in accordance with section 69.5
"Configuring HA Monitoring." To enable service forwarding, you need to
configure interfaces, routes, NAT, and other features. For details, see related
sections.
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69.7.2 Example 2: Configuring the Basic Active/Active
Settings

Description:

Configure FW_A and FW_B separately to enable them to work in active/active
mode and negotiate the active/active state properly. Two devices in active/active
mode forward traffic separately, and they are differentiated by unit IDs. Enable
automatic synchronization and floating MAC address mapping.

Procedure:

1. Configure device IP addresses in active/active mode in the same way as in
active/standby mode.

2. Configure FW_A: Choose System > High availability > Configuration.
Go to the Configuration page.

£ Configure

Operation mode: Select Active/Active.
Preferred communication address: Enter the address configured in Step 1.
Alternate communication address: Enter the address configured in Step 1.

Unit ID: Enter 2. The unit IDs of the two devices must be different. A floating IP
address has a unit ID, and it takes effect on the device only when its unit ID is the
same as that of the device.

Preemptive mode: Preemption does not take effect in active/active mode.
Heartbeat sending interval: Enter 3. A heartbeat packet will be sent every 3s.

Floating MAC address: You can enable or disable floating MAC address
mapping.

3. Configure FW_A: Choose System > High availability. Go to the
configuration synchronization page.
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% Gonfigure

4. Configure FW_A: Choose System > High availability. Go to the
connection synchronization page. Perform configuration in active/active mode in
the same way as in active/standby mode.

5. Configure FW_A: If a floating IP address is configured, set its unit ID to be
the same as the device's unit ID so that the floating IP address takes effect on
the device. Choose Network > Interface > VLAN list. Select the desired
floating IP address.

Address Mode: ® Static DHCP PPFOE

IPv4 v | IP AddressiMask 172.16.10.10024 @ Floating IP Address UID 1 v m
P Address

Type IP Address/Mask Fioating IP Address | UID

Prt 172.1610.124 No 0

1Pr4 172.16.10.100/24 ves

[Es]Es)

6. Choose System > High availability > Monitoring to check HA status
management.

Synchronization Configuration to Peer End Detection Configurafion

Synchronize configurations to the peer: Click this button to synchronize the
configurations to the peer end. Restart the peer device to make the
configurations take effect.

Active/Standby switchover: This button is grayed out in active/active mode.

Check configurations: Click this button to check whether configurations are
consistent between the local and peer end. If not, synchronize the
configurations.

7. Configure FW_B in the same way as FW_A.
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In active/active mode, unit IDs are used to differentiate the
A services and configurations on the two devices. If unit IDs are
Notice incorrect, services may be abnormal. Modify floating IP
addresses together with unit IDs.

This completes the basic configuration of the HA active/active mode. If you want
to configure fault monitoring, then configure interface monitoring, link
aggregation monitoring, or gateway monitoring in accordance with section 69.5
"Configuring HA Monitoring." To enable service forwarding, you need to
configure interfaces, routes, NAT, and other features. For details, see related
sections.
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70 VRRP

70.1 Overview

Web Ul

Introduction

Normally, all the hosts in the same network segment are configured with the
same default route with a gateway as the next hop. Packets sent by the hosts to
other network segments are diverted to the gateway along the default route for
forwarding, which enables communication between the hosts and external
networks. When the gateway is faulty, the hosts cannot communicate with
external networks.

The default route facilitates configuration but poses high stability requirements
for the gateway. Adding egress gateways is a common method to improve
system reliability, but raises the issue of route selection among multiple
egresses.

The Virtual Router Redundancy Protocol (VRRP) adds routers with the gateway
function to a backup group to form a virtual router. The VRRP election
mechanism determines which router will assume the forwarding role. The hosts
in a LAN only need to configure the virtual router as the default gateway.

VRRP provides fault tolerance, improves reliability, and simplifies host
configuration. In a multicast or broadcast LAN, such as the Ethemet, VRRP
ensures high reliability of the default link even when a device is faulty, and
avoids network interruption resulting from single link failure. You do not need to
modify dynamic routing protocols and route discovery protocols.

VRRP backup group

A backup group is a set of routers in a VRRP-enabled LAN. Among the routers,
one is the master router and the others are backup routers. T he backup group is
equivalent to a virtual router.

Virtual IP address

Avirtual router has an IP address. After hosts in the LAN know the IP address of
the virtual router and set it as the next-hop address of the default route, the
hosts can communicate with external networks through the virtual router.

Router priority in the backup group

VRRP determines the role (master or backup) of each router in the backup
group based on priority. A router with higher priority is more likely to become the
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master router.
Operation mode of routers in a backup group
The routers in a backup group operate in two modes:

Non-preemptive mode: While the master router operates properly, any backup
router configured with a higher priority than the master router will not become
the master router.

Preemptive mode: Once a backup router finds that its priority is higher than the
master router, the backup router sends a VRRP advertisement packet. A new
master is elected in the backup group, and the original master router becomes a
backup router.

Authentication mode of routers in a backup group
VRRP provides two authentication modes:

Text: Simple character authentication. You can configure text authentication in a
network that may suffer security threats. A router adds an authentication key to
the VRRP packet to be sent. The receiving router compares the authentication
key in the VRRP packet with the local authentication key. If the two
authentication keys are the same, the received packet is authentic and valid;
otherwise, it is invalid.

MD5: MD5 authentication. You can configure MD5 authentication in a highly
unsafe network. A router uses an authentication key and MD5 algorithm to
encrypt the VRRP packet to be sent, and stores the encrypted packet in the
authentication header. The receiving router decrypts the packet using an
authentication key and checks the packet validity.

You can choose not to configure authentication in a secure network.

A Authentication is not supported in VRRPV3.
Notice

VRRP timer
1. Timer for advertisement packet transfer

You can configure a VRRP timer to adjust the interval at which the master router
sends VRRP advertisement packets. If a backup router receives no VRRP
advertisement packets after three intervals, it considers itself as the master
router and sends a VRRP advertisement packet to initiate master router
election.

2. Timer for preemption delay

In a network with unstable performance, the backup routers may fail to receive
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packets from the master router due to network congestion, causing frequent
master/backup switchover in the backup group. You can configure VRRP
preemption delay to address this issue.

Backup routers wait until three packet sending intervals and preemption delay
elapse. If a backup router receives no VRRP advertisement packets during the
wait time, it considers itself as the master router and sends a VRRP
advertisement packet to initiate master router election.

VRRP packet format
VRRPv2 and VRRPv3 packet formats are supported.

70.2 VRRP Configuration

70.2.1 Configuring VRRP

Procedure:

1. Choose Network > Interface > VLAN. Configure an IP address for a VLAN
interface.

2. Create a VRRP backup group.
Choose System > VRRP and click New. The following page appears.

Pngoriot 6B

Interface: Select an interface from the drop-down list.

Virtual route ID: Set the ID of the VRRP backup group. The value ranges from
1 to 255.
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Each VRID must be unique under an interface, but VRIDs can be reused under
different interfaces.

Virtual MAC address: It takes effect after Virtual route ID is set.
Description: Enter description to facilitate management.
Virtual IP address list: Set the virtual IP address of the backup group.

» The IP address of the virtual router may be an available IP address in the
network segment where the backup group is located, or it may be the same
as the interface IP address of a router in the backup group.

» The router whose interface IP address is the same as the virtual IP address
is called the IP address owner, and its priority is forcibly set to 255, the
highest priority.

Only one IP address owner is allowed in the same VRRP backup group.

If the interface connects to multiple subnets, you can configure multiple
virtual IP addresses for the backup group to back up the routers in different
subnets.

» The following addresses cannot be configured as a virtual IP address:
address only containing zeros (0.0.0.0), broadcast address
(255.255.255.255), loopback address, non-A/B/C category address, and
invalid IP address, such as 0.0.0.1.

»  The backup group operates properly only when the virtual IP address is a
valid host address and is in the same network segment as the interface IP
address. The backup group does not take effect if the virtual IP address is
in a different network segment from the interface IP address or is a network
address or broadcast address in the network segment where the interface
IP address is located, though in which case the virtual IP address can still
be configured.

Enable: Check this box to enable VRRP.

Advanced options: Configure advanced settings, as shown in the following
figure.
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Advanced Options
Priority 100 (1-254)
VRRP Version V2 v
Preemption Mode |«
Freemption Delay 0
Advertisement Interval 100
Authentication Mode N/A v

Ping ornot  (#

==
Priority: The VRRP priority ranges from 0 to 255 (the greater the value, the
higher the priority). The configurable range is 1 to 254. Priority 0 is reserved for
special use. Priority 255 is reserved for the IP address owner. A router which is
the IP address owner always has priority 255. Therefore, the IP address owner
(if any) in a backup group is always the master router as long as it operates
properly.
VRRP version: VRRPv2 or VRRPv3 packet format.

Preemptive mode and Preemption delay: After preemption is enabled, the
preemption delay ranges from 0 to 255, in seconds.

Advertisement interval: The value ranges from 10 to 25500, in subseconds (1
subsecond = 1/100 seconds).

Authentication mode: In VRRPV2, the options include None (no
authentication), Text (simple character authentication), and MD5 (MD5
authentication). In VRRPv3, authentication is not supported.

Pingable?: According to VRRP, the virtual IP address is unpingable if it is
different from any real IP address on the interface. If you want to ping the
gateway and virtual IP address, check the Pingable? box.

3. Click Submit.

70.2.2 Modifying a VRRP Backup Group

Click the ID (in blue) of the VRRP backup group you want to modify, as shown in
the following figure.

al Route ID | Deseription Virtual IP Address

:ZU( 1 o 1666 4Ia:r|'w: 7nn &
Modify the group information. Interface and Virtual route ID cannot be
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modified.

70.2.3 Deleting a VRRP Backup Group

Click [* next to the VRRP backup group you want to delete. Click OK in the

confirmation prompt box.

é If an interface is canceled (for example, a physical interface in a
VLAN is removed in hot swap mode or a VLAN interface is
Notice deleted), then all the backup groups under the interface are

automatically deleted.

70.2.4 Displaying VRRP Backup Groups

Go to the VRRP configuration page, as shown in the following figure.

Description virtual IP Address "

“REl L
Status: Initialize (.), Backup  ({2), or Master (@). The latter two are
operating states.

Virtual route ID: Backup group ID.

Virtual IP address: Multiple virtual IP address are listed.

Interface: VRRP-enabled VLAN interface.

Priority: Priority.

70.3 Configuration Examples

540

70.3.1 Example 1: Configuring a Single Backup Group

Description:

In single backup group mode, only the master router processes services. When
the master router is faulty, a backup router is elected as the new master to take
over services. Only one backup group is required in active/standby mode.
Different routers in the backup group have different priorities. The router with
the highest priority becomes the master router.

Hosts in a LAN use IP address 192.168.31.1 as their default gateway. Configure
FW_Aand FW_B as backup group 1.

Network diagram:
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1. On FW_A, choose System > VRRP and click New. Complete the settings
on the following page.

Procedure:
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Set VRID to 1, Priority to 100, and Virtual IP address to 192.168.31.1. Check

the Enable box. Click Submit.

2. On FW_B, choose System > VRRP and click New. Complete the settings

on the following page.

Web Ul
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Advanced Options

1 W

[ s | cance |
Set VRID to 1, Priority to 50, and Virtual IP address to 192.168.31.1. Check
the Enable box. Click Submit.

3. After configuration, check that FW_A is the master router,and FW_B is the
backup router.
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70.3.2 Example 2: Configuring Multiple Backup Groups for
Load Sharing

Description:

Configure multiple backup groups on an interface so that a router is the master
router in one backup group and is a backup router in the other backup groups.

In load sharing mode, services are distributed to multiple routers, which requires
two or more backup groups. Each backup group has a master router and
several backup routers. The backup groups may have different master routers.

Configure FW_A and FW_B in the LAN to form two backup groups.

Backup group 1: Configure FW_A as the master router and FW_B as the
backup router, with virtual IP address 192.168.31.1.

Backup group 2: Configure FW_A as the backup router and FW_B as the
master router, with virtual IP address 192.168.31.2.

To enable load sharing between FW_A and FW_B, configure the default
gateways for the hosts in the LAN as 192.168.31.1 and 192.168.31.2. When
configuring priority, ensure that the VRRP priorities of the routers in the two
backup groups map to one another.

Network diagram:

Procedure:

1. On FW_A, choose System > VRRP and click New. Complete the settings
in the same ways as in Example 1.

Set VRID to 1, Priority to 100, and Virtual IP address to 192.168.31.1.
Check the Enable box. Click Submit.

2. Configure backup group 2 on FW_A. Complete the settings on the following
page.
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Set VRID to 2, Priority to 50, and Virtual IP address to 192.168.31.2.
Check the Enable box. Click Submit.

3. On FW_B, choose System > VRRP and click New. Complete the settings
in the same ways as in Example 1.
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Set VRID to 1, Priority to 50, and Virtual IP address to 192.168.31.1.
Check the Enable box. Click Submit.

4. Configure backup group 2 on FW_B. Complete the settings on the following
page.

Configura
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Set VRID to 2, Priority to 100, and Virtual IP address to 192.168.31.2. Check
the Enable box. Click Submit.

70.4 Troubleshooting

A Backup Group Does Not Work After Being Enabled

Symptom

Abackup group is always in the Initialize state after being
enabled.

Analysis

The interface to which the backup group belongs is not up, or the
network cable is not properly inserted.

Solution

In some cases, a backup group does not work even after it is
enabled. To enter the running state, the backup group must meet
the following conditions:

1. The interface is up.

2. Carrier signals are detected on the network cable
connected to the interface.

3. At least one real IP address is configured on the interface.

4. At least one virtual IP address is configured for the backup
group.

5. The backup group is enabled.

If any of the preceding conditions is not met, the backup group
does not work.
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